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Introduction

Electronic information in the modern world is ubiquitous and
is being formed in increasing volumes, varieties and speeds. It can
be used both for the benefit of the person and society (electronic
navigation, electronic medical consultations and cards, electronic
banking, etc.), and for criminal purposes.

Modern technologies have become a common means of com-
mitting crimes and areliable data medium. Its electronic traces are
nowadays used by law enforcement and courts to restore and cap-
ture the picture of what happened, to establish the circumstances
of a criminal case.

New technologies allow not only new types of crimes to be com-
mitted, but also have a significant impact on how to successfully
solve and investigate crimes. Since crimes are increasingly commit-
ted on the Internet, the collection and procedural use of electronic
evidence are crucial for effective and lawful prosecution.

Anonymity, the absence of real boundaries, fast adaptation to
new conditions — these are the elements that make cyberspace an
attractive environment for committing crime.

The globalization of crime causes the need to improve methods
of combating it and the need for closer interaction between the
competent authorities of different states, especially in the area of
providing mutual legal assistance in criminal matters.

Analysis of relevant practice shows a growing need for new ways
and means of collecting evidence, especially with the use of new
technologies.'

The development of science and technology predetermined the
emergence of a new species of evidence in criminal proceedings —
electronic evidence (SMS messages, screenshots, electronic corre-
spondence, flash cards, removable hard drives, etc.), which function
as an effective means of establishing evidence, including within the
framework of international cooperation in criminal matters. In this

! H.P. AxMeT3akupoB, Cpasnumenvhoe ucciedo8anue ocyu,ecmeienus
npaeoeoll NOMOUU 1o y20106Hbim desam 6 Kazaxcmare u Poccuu: monozpagus [A
comparative study of the implementation of legal assistance in criminal matters
in Kazakhstan and Russia: monograph] (M.: lOpautuadopwm, 2016), p. 5.
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Introduction

regard, states must quickly adapt to the rapid development and use

of technology, in particular in dealing with electronic evidence.

It is important to note that this form of evidence often does not
have legal regulation in a particular legal system, since regulatory
acts just follow the technological progress. At the same time, ob-
taining evidence in criminal cases is a central component of the
provision of international legal assistance in criminal matters.

Thus, the totality of the circumstances outlined above actual-
izes the need for a comprehensive study of legal mechanisms of
obtaining electronic evidence and the use thereof in the course of
international cooperation in criminal cases, as well as the need for
the development of proposals for improving the legal framework and
practice of cooperation between the competent authorities of Russia
and foreign states in collecting electronic evidence in criminal cases.

The present monograph:

« gives a general description of electronic evidence in criminal
proceedings; discloses its concept, meaning and relevance;

» analyzes the legal regulation of the concept and general char-
acteristics of electronic evidence in criminal proceedings of
foreign countries;

+ studiesthe international legal framework for collecting electronic
evidence for it to be recognized as evidence in criminal cases,
as well as interprets the experiences and problems of recogniz-
ing electronic evidence as evidence in criminal cases within the
framework of international cooperation;

« examines the legal status and procedures for the recognition of
electronic evidence in criminal proceedings in the CIS member
states and some other countries.



Chapter 1

THE CONCEPT AND GENERAL
CHARACTERISTICS OF ELECTRONIC EVIDENCE
IN CRIMINAL PROCEEDINGS

(E.A. Arkhipova, E.V. Bykova,
S.P. Shcherba, P.A. Smirnov,
A.D. Tsyplakova and A.G. Volevodz)

§ 1. Theoretical and Legal Approaches to the Regulation
of the Concept and General Characteristics of Electronic
Evidence in Russian Criminal Proceedings

The collection, verification, evaluation and use of evidence in
criminal proceedings are undoubtedly of great importance, since
it is on the basis of the totality of evidence that the circumstances
of the case are established, procedural decisions are made, and
final judgments that resolve the criminal case on the merits are
rendered (art. 5(33, 53.2) of the Criminal Procedure Code of the
Russian Federation of 2001, with further amendments, hereinafter
referred to as RF CPC).

Therefore, in criminal procedure science, proof is viewed as a
cognitive activity regulated by law and carried out by authorized
subjects, aimed at establishing the circumstances subject to prov-
ing through the collection, verification and evaluation of evidence.

As defined by the RF CPC, evidence in a criminal caseis all infor-
mation, on the ground of which a court, prosecutor, investigator or
inquirer, in accordance with the procedure defined by the RF CPC,
establishes the existence or the absence of the circumstances that
are subject to provingin the course of the proceedings in a criminal
case, aswell as of other circumstances relevant to the criminal case
(art. 74 RF CPQ).

In the absence of a definition of the analyzed term “electronic
evidence” in the Russian legislation, various approaches to the

9



CHAPTER 1

interpretation thereof have developed in the criminal procedure
doctrine. These approaches may be presented as the following
generic stances.

In a narrow sense, namely from the point of view of standard
definitions, “electronic evidence” can be considered as an object or
documentrecognized as evidence, depending on the circumstances.

Electronic evidence is also considered to be “any electronically
stored information that can be used as evidence in legal proceed-
ings”. This type of evidence includes any documents, emails or other
files stored electronically, as well as electronic evidence, including
records held by networks or Internet service providers.'

The term “electronic storage medium” was first introduced by
Federal Law of 28 July 2012 No. 143-FZ “On Amendments to the
Criminal Procedure Code of the Russian Federation” and is classified
as anitem that can be recognized as material evidence. Taking into
account the fact that in most cases information, and not its carrier,
isimportant for the investigation of a crime, it has become common
for the preliminary investigation authorities to recognize both the
media and the information contained on it as material evidence (for
example, an optical disc with a video file recorded on it).

According to D.V. Ovsyannikov, computer information, received
and checked in the manner prescribed by the criminal procedure
law, can, too, become evidence. In a similar way, the author sub-
stantiates the term “electronic evidence”.?

Unlike other authors who insist on the inclusion of a new article
establishing the term “electronicinformation” in the RF CPC, the po-
sition of P.S. Pastukhovis that a new type of “electronic evidence” or
anew evidentiary source of “electronic information carrier” should
not be introduced, since, in his opinion, electronic information is
quite capable of being perceived in the form of one of the traditional

! Ocroevt meopuu srekmponnvix dokasamenvbcme: monozpagus [Fundamen-
tals of the theory of electronic evidence: monograph] / mox pex. i-pa Iopug. Hayk
C.B. 3yeBa (M.: IOpautungdopm, 2019), p. 253.

% I1.B. OBCAHHUKOB, Konuposanue s1eKmpoHHoLl uHBopMayu kark cpedcmeo
Y207108HO-NpPOUECcCYanrbHo20 00Ka3bléanus: asmoped. ouc. ... kano. 1pud. Hayk
[Copying electronic information as a means of criminal procedural proof: PhD in
Law dissertation abstract] (Ekatepuno6ypr, 2015).
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The Concept and General Characteristics of Electronic Evidence in the Field...

types of evidence, namely as material evidence or a document.'
A similar point of view is also expressed by L.V. Golovko.?

The term “electronic evidence” is also widely used in forensics;
for example, V.B. Vekhov studied the problems of working with
electronic evidence and the particularities of recording them.” In
his opinion, electronic evidence should be understood as any infor-
mation, messages (data) presented in electronic form, on the basis
of which a court, prosecutor, investigator or inquirer, in accordance
with the procedure established by the procedural legislation, deter-
mines the presence or absence of circumstances subject to proving
during the proceedings, as well as other circumstances crucial for
the correct consideration and resolution of the case.*

It should be noted that only a few scientists try to define “elec-
tronic evidence” not from an information technology position, but
taking into account its procedural nature and significance in the
field of criminal justice.

For example, D.V. Zamula defines “electronic evidence” as “infor-
mation contained on an electronic medium that can be transmitted
over information and telecommunication networks or processed in
information systems and relevant for the consideration and resolu-
tion of a particular case”.’

In this regard, one can agree with the position of M.P. Polyakov
and A.Yu. Smolin that the phenomenon of electronic evidence is
still only a concept (embryo), from which a new criminal procedural
information technology is just beginning to develop, capable of

! I1.C. TlacTyx0B, Modeprusaiyus y20106H0-NPOLEcCyarbhoz0 00KkasbleanHus 6
YCA08UAX UHPOPMALUUOHH020 0O6uecmaa: ouc. ... 0-pa pud. Hayx [Modernization
of criminal procedural proof in the conditions of the information society: Doctor
of Law dissertation] (M., 2015), pp. 16-17.

% JL.B. Tosi0BKoO, “IlndpoBHU3aIya B yTOJOBHOM Mpoliecce: JJOKaJIbHAs ONTH-
MU3aIusa uiau riaobasnpHas pesostionus?” [Digitalization in the criminal process:
local optimization or global revolution?], BecmHuk akoHomuueckoti besonachocmu
1 (2019), pp. 15-25.

* B.B. Bexos, “TloHsiTHe, BUAbI K 0COOEHHOCTU (DPUKCAIUK 3JI€KTPOHHBIX
nokasareabcTB” [The concept, types and particularities of recording electronic
evidence], Paccredosarue npecmynieruli: npobaemvl u nymu peuienus 1 (2016),
pp. 155-158.

* B.B. BexoB, “DJeKTpOHHBIE JOKA3aTeIbCTBA: IPOGJeMbl TEOPUU U MPAK-
tukn” [Electronic evidence: problems of theory and practicel, IIpasonopsdox:
Hcemopus, meopus, npakmuka4 (2016), p. 47.

® JI.B. 3amyuia, “TloHsiTHe 2JIeKTPOHHBIX fokasareabcT” [The concept of
electronic evidencel], Becmnuk cospemerHbix uccaedosarnuti 8.4 (23) (2018), p. 187.
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CHAPTER 1

competing with the technology based on formal logic, enhanced
by traditional writing.'

The emergence of an electronic form of recording, transmitting
and using information dictates the need to develop new methods
for detecting, recording and evaluating evidence of the commission
ofillegal acts, primarily related to the use of computer technology.”

Taking into account the fact that nowadays the legislator in
certain cases equates a document on paper media to an electronic

document, in criminal proceedings the latter may appear in a broad

sense as “material evidence” or as “other document”.?

In criminal procedure law, “electronic evidence” is most often
referred to either as physical evidence or “other documents.” Some
researchers point out that the delimitation of electronic media into
material evidence and “other documents” should occur accordingto a
criterion thatis considered traditional for the law of evidence, namely,
ifinformation significant for the case is determined on the basis of the
physical properties and qualities of an object of the material world,
then such object or document must be attached to the case as mate-
rial evidence; if, however, of legal significance is the meaning of the
content of the object, then it must be considered as “other document.”

! MLIL. Ionsakos, A.JO. CmounuH, “KoHIenToorndeckuii anaaus peHoMesHa
3JIEKTPOHHBIX T0Ka3aTeabcTB” [Conceptual analysis of the phenomenon of elec-
tronic evidence], lOpuduueckas nayka u npakmuka: Becmnurx HusceeopoOckoii
Arademuu MB/] Poccuu 2 (46) (2019), p. 138.

2 0.A. 3aiines, “Oco6eHHOCTH UCHOIH30BAHUA 3JIEKTPOHHOH MH(OPMAIUH
B KauecTBe JI0Ka3aTeJbCTB 110 YTOJIOBHOMY JIeJly: CPAaBHUTEIbHO-IIPABOBOM
aHaJsn3 3apybeskHOro 3akoHogaTesabcTBa” [Particularities of the use of electronic
information as evidencein a criminal case: a comparative legal analysis of foreign
legislation], /Kypran 3apybescHo20 3akoH00amesbcmea U CPasHUMesbH020 NPaso-
gedeHus 4 (2019), p. 42.

3 H.A. ViBaHOB, J0oka3amenbcmea U UCHOUHUKL C6e0eH LTl 8 Y20108HOM NpO-
yecce: npobaemvl meopuu u nparmuru: monozpagus [Evidence and sources of
information in the criminal process: problems of theory and practice: monograph]
(M., 2015), p. 3.

* P.11. OKOHEHKO, «J1ekmpoHHbLe D0KA3AMeNbCmea» U npobiemst obecneye-
HUS npas 2paxcoar Ha 3auumy matiHvl JUYHOL HCUSHU 6 Y20SI08HOM npouecce:
cpasHumenbHuLl anaiud 3akoHooameavcmea Coedunennvlx IlImamos Amepuru
u Poccutickoti Pedepayuu: duc. ... karo. opud. Hayk [«Electronic evidence» and
the problems of ensuring the rights of citizens to privacy in the criminal process:
a comparative analysis of the legislation of the United States of America and the
Russian Federation: PhD in Law dissertation] (M., 2016), p. 20.

> A.A. Tymes, H.A. Hazapos, “H(popMaIus Kak 0CHOBA BCEX BUJIOB I0Ka3a-
TeJIBCTB B yrosioBHOM rtpoitecce” [Information as the basis of all types of evidence
in the criminal process], O6wecmso u npaso 3 (2012), pp. 196-197.
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The Concept and General Characteristics of Electronic Evidence in the Field...

The difference of data contained in computer information from
other types of evidence is not limited to the indicated features: the
most characteristic feature of electronic data is that it is formed not
only through physical patterns, but also according to a software
algorithm that is set up by the program developer. In other words,
if the formation of traces of a crime on an ordinary object is subject
to physical, chemical, biological and other regularities that have an
objective nature and exist beyond the will and consciousness of a
person, in the course of the operation of a computer program, on
the contrary, changes occur according to the algorithm specified
by the developer, which he chooses at his sole discretion.'

If oneis to say that computer information (“electronic evidence”)
truly has certain individual features, this does not automatically
make it into a separate type of evidence. Only by linking these fea-
tures with the goals and rules of application of the criminal proce-
dure law, can we talk about “electronic evidence” as an established
category of criminal procedure law.

Serving as electronic physical evidence can be not only material
carriers of electronic information, but also electronic information
itself, resulting from a criminal act and generated in the information
environment as a trace of a crime. The specificity of digital traces®
is manifested in the fact that computer data changes instantly,
and that, therefore, it can only be examined using conventional
computer tools or special expert equipment and by carrying out
the relevant procedures.

Depending on the method of formalization of electronic infor-
mation, the category of “electronic evidence” in accordance with
the provisions of the RF CPC may include “other documents” (for
example, a printout of SMS correspondence, a screenshot on a piece
of paper, a response to a request from a telecommunications com-
pany in relation to a specific subscriber).

Art. 84 RF CPC contains a provision regarding documents that
may contain information recorded both in writing and in another
form. Such documents include photo, audio and video recording
materials, as well as filming and other information media that was

! P.1. OkoHEHKo, op. cit., p. 25..

2 A.M. Barmer, B.B. Berukos, C.I0. Cko6enun, H.H. Uibun, Lugppossie credvl
npecmynaenuil: monozpagus [Digital traces of crimes: monograph] (M.: IIpo-
cnekT, 2021), 168 p.
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CHAPTER 1

received, requested or provided in the manner prescribed by art.
86 RF CPC. When such documents possess the features specified
in art. 81(1) RF CPC, they can be recognized as material evidence
by virtue of art. 84(4) RF CPC.

A clear illustration of the above is the verdict of the Vakhitovsky
District Court of Kazan of 6 May 2014, on the basis of which citizen
B. was found guilty of committing a crime under arts. 30(3) and
234(3) of the RF Criminal Code. The court in this criminal case es-
tablished that citizen B., in the course of correspondence in one of
the social networks with citizen V., who was an agent of the Federal
Drug Control Service, agreed on the sale of a potent substance to the
latter. As aresult, citizen B. sold the indicated substance to an officer
of the Federal Drug Control Service, who acted as a participant of
the “test purchase” operational search activity, which led to citizen
B.s detention. Recognized as evidence in the case was a protocol of
examination of documents and screenshots of social network pages
containing correspondence between the indicated persons discuss-
ing the conditions for the sale of a potent substance.’

Physical evidence in the form of electronic media (for example,
a hard drive with files contained on it, etc.) is seized in accordance
with art. 164' RF CPCin the course of investigative actions with the
participation of a specialist. At the request of the legal owner of the
seized electronic media or the owner of the information contained
on them, the specialist participating in the investigative action, in
the presence of attesting witnesses, has to copy the information from
the seized electronic media. Like other types of evidence, electronic
evidence is collected through investigative and other procedural
actions. In this case, it is necessary to underline such procedural
actions as a search, as well as seizure and inspection, which allow
to detect the evidence through relevant information media, for ex-
ample, a personal computer, flash card, telephone, removable disk,
etc.” Such evidence is collected, checked and evaluated by means of
carrying out the seizure and inspection of the information carrier.

! E.C. Epmaxosa, JI.M. JIskxymaHraiuesa, “O/eKTPOHHbIE JOKa3aTeJbCTBA KaK
HOBOEe HallpaBJ/IeHUe B IPaKTHUKe paccJiiefloBaHus npectynnenuit” [Electronic
evidence as a new direction in the practice of investigation of crimes], Mosomoii
yueHbIH 23 (209) (2018), p. 86.

2 H.A. 3urypa, Komnviomepuas ungopmayus Kak eud 00kasamerbcme

8 y20108HOM npoyecce Poccuu: asmopedg. duc ... kano. wpud. Hayk [Computer

14



The Concept and General Characteristics of Electronic Evidence in the Field...

For example, on 10 June 2013, citizen T. was found guilty by Gaga-
rinsky District Court of Moscow of committing crimes under arts.
183(1), 183(2) of the RF Criminal Code. Substantiating the guilt of that
person, the court based its conclusions on the protocol of seizure,
during which a printout of T.’s e-mail messages and a CD with the
electronic content of these messages were seized from Mail.ru LLC,
as well as on the protocol of examination of items and documents
impounded during the seizure.'

Phonograms of the recording of conversations are recognized as
material evidence. According to art. 186(8) RF CPC, the phonogram
shall be attached in full to the materials of the criminal case on the
ground of the investigator’s resolution as material evidence and shall
be kept sealed up under the conditions precluding the possibility of
listening or multiplying the phonogram by outsiders, and ensuring
its safety and technical fitness for repeated listening, including that
at a court session.

Recognized as material evidence could also be:

an annex to the conclusion of a forensic examination (expert
opinion) or to the conclusion of a specialist;

a petition, statement, complaint or appeal filed with the courtin
the manner and within the time limits established by the RF CPC,
in the form of an electronic document signed by the person who
sent such a document with an electronic signature in accordance
with the legislation of the Russian Federation, by filling out a form
posted on the official website of the court on the Internet. Materials
attached to the petition, statement, complaint or appeal are also
filed in the form of electronic documents. Electronic documents
produced by other persons, bodies or organizations in a free form
or in the form established for such documents by the legislation of
the Russian Federation must be signed by them with an electronic
signature in accordance with the requirements of the legislation of
the Russian Federation (art. 474! RF CPC);

an annex to the protocol of an investigative or court action (in-
cluding the results of the use of technical means of fixing the prog-
ress and results of an investigative action in the manner prescribed
by art. 170 (1' and 3) RF CPC, etc.);

information as a type of evidence in criminal process of Russia: PhD in Law
dissertation abstract] (Yens6uuck, 2010), p. 14.
! URL: http://gagarinsky.msk.sudrf.ru, accessed July 19, 2020.
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CHAPTER 1

objects and documents seized and received in the course of
investigation into a crime report, in the manner prescribed by art.
146 RF CPC;

the results of operational search measures provided to the body
of preliminary investigation;

video recording of a video conference, namely of testimony,
statements, etc. (of the accused (art. 35(6)), witness (arts. 240(4),
278", victim (arts. 240(4), 399(2"), legal representative of the victim
or representative of the victim (art. 399(2Y), defendant (arts. 241(6Y),
293(1)), convict (arts. 389'*(2), 399(2), 401'*(2)) RF CPC, etc.);

the results of using audiovisual, electronic and other technical
means of control in the exercise of control (arts. 105!, 107(14) RF CPC).

The collection of electronic evidence has its own specifics. This
activity has both general and special features. For example, the
preparation of a protocol of the relevant investigative action related
to such evidence should be carried out by an authorized subject
specified in the RF CPC, however, the participation of a specialistis
mandatory. Conducting a forensic examination related to the study
of electronic evidence is carried out by a specialist in the relevant
field, and, for instance, inspecting a website, creating and saving
screenshots should be carried out by an investigator or an inquirer
with the participation of an appropriate specialist and attesting
witnesses.' In order to properly collect and then evaluate electronic
evidence, special technical means are required, as well as persons
with special knowledge.

Electronic evidence is easily modified and instantly destroyed.
For thisreason, it is of particular importance to ensure its timely and
correct fixation. It is necessary to single out the following features
of recording electronic evidence: (1) promptness; (2) participation
of a specialist; (3) availability of special devices for its recording,
storage and reproduction.’

The use of electronic evidence in criminal proceedings is a
promising direction in the investigation of criminal cases. Modern
technical methods of collecting and fixing evidence are being used

! H.P. MyxyaunoBsa, IIpoueccyanrvras 0eamenrbHoCmb 3AUUMHUKA 1O
cobupanuio u npedcmaesnernulo 00Ka3amerbcme 8 pocCUliCKOM y20108HOM
cydonpouseodcmee: moHozpagus [Procedural activity of the defence counsel in
collecting and adducing evidence in Russian criminal proceedings: monograph]
(CapaHck, 2008), p. 27.

 E.C. EpmaxkoBa, JI.M. Jlsxymanrasuesa, op. cit., p. 86.
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more often. Some of them might include information from social
networks, as well as e-mail and various instant messenger cor-
respondence. Currently, many organizations carry out electronic
document management, there are also various databases of state
and non-state organizations, which may contain information im-
portant for the investigation. Electronic document management is
increasingly replacing paper workflow, and some types of informa-
tion currently exist in electronic form exclusively.

Since the criminal process is associated with great possibility of
restricting personal rights of the suspect or accused, as well as with
the specifics of conduct of many investigative and other procedural
actions, the possibility of using electronic documents in this type
of process is significantly narrowed." In particular, it is difficult to
certify a document with a digital signature or other analogues of a
handwritten signature. Attesting witnesses, witnesses, victims and
defence counsel, participatingin the conduct of procedural actions,
may not always physically carry an electronic digital signature with
them to have it at hand and are generally not obliged to have it in
the first place.

In addition, an electronic digital signature in criminal pro-
ceedings cannot, in our opinion, in all cases be equated with a
handwritten signature, since by signing a document, the suspect,
accused, victim, witness confirm the correctness of the information
contained in it and their personal attitude towards it.

The mechanism for putting a handwritten signature is directly
determined by the psychophysical characteristics of the human
body, which is why this signature is inextricably linked with the
personality of the signer. A handwritten signature allows to estab-
lish (identify) a specific person on the basis of handwriting through
a forensic examination. An electronic digital signature cannot be
considered as a property inherent in the personality of its owner.

The authenticity of an electronic signature only indicates that the
person who signed with it knows the private key of the electronic
signature. In this regard, the possibility of using an electronic sig-
nature by a third party with access thereto is not excluded.

! T.A. IlonsAakoBa, “BoIpockl CO3JaHUA IIPABOBLIX YCJIOBUH BHEAPEHUA
3JIEKTPOHHOT0 JOKyMEHTO00060pOTa U CIIOJIb30BAHU S 3JIEKTPOHHBIX JOKYMEHTOB
B KavecTBe JokasaTesbcTB” [Issues of creatinglegal conditions for the introduction
of electronic document circulation and the use of electronic documents as
evidence], Yenogek: npecmynaenue u Hakasarue 1 (2008), pp. 26-28.
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Atthe same time, one should be aware of the importance oflegal
regulation of the criminal procedural form of digital technologies.
The improper nature of such regulation entails certain legal con-
sequences, including the recognition of evidence as inadmissible.

The RF CPC regulates a number of issues related to copying in-
formation from seized electronic media in the course of performing
urgent investigative actions.

Accordingto art. 81(4) RF CPC, electronic carriers of information
seized in the course of pre-trial proceedings, but not recognized as
material evidence, are to be returned to the persons from whom they
were seized, subject to areasonable period of criminal proceedings
(art. 6' RF CPC).

In accordance with art. 82(2") RF CPC, if after the performance of
urgent investigative actions it is impossible to return the electronic
carrier of information seized during the investigative actions to its
rightful owner, then the computer information on these media can
be copied at the request of the legal owner to electronic media pro-
vided by him, subject to the mandatory participation of a specialist.
Participation of a specialist is a condition that excludes unlawful
change or loss of information during copying.

Inthisregard, one should agree with the conclusions that experts
come to when analyzing the provisions of the RF CPC in terms of
electronic media, which are as follows: Russian legislation recog-
nizes that digital technologies modify existing social relations, are
able to have a serious impact on the legal side of the activities of the
participants in the criminal process, and therefore their features and
possibilities should be taken into account by the procedural law." At
the same time, the purpose of including information technologies
in the field of criminal procedure regulation is to ensure the rights
of citizens (for example, the rights of legal owners of electronic
carriers of information), rather than to improve the institution of
proof,*with all the ensuing consequences.

Meanwhile, the introduction of electronic technologies will al-
low, to a certain extent, to balance the possibilities of defence and
prosecution. Naturally, only up to a certain point, since the defence
does not have the right to use coercive measures. However, the tech-
nical ability to record this or that event, as well as the activities that

! P.1. OkoHEHKO, op. cit., p. 40.
? Ibid.
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are happening “right here and right now”, and subsequentlylegalize
suchrecordingin afair trial, allows to reveal the cognitive potential
of information technologies.' The actual inequality of the parties
might be thus compensated for, and the investigative monopoly to
generate evidence might be changed.

The European Court of Human Rights draws special attention to
thisinitsjudgmentin the case of Batsanina v. Russia of 26 May 2009,
which states that the principle of equality and competitiveness of the
parties requires a fair balance between the parties, therefore each
party must be provided with a reasonable opportunity to present
one’s position on the case in conditions that do not put it in a sig-
nificantly less advantageous position compared to their opponent.

The evidence, including the information presented in electronic
form, can acquire a legal status only after its judicial examination.
A party that would have atits disposal a video recording of a certain
event related to the crime would therefore have the opportunity to
petition directly before an independent court, and not before their
procedural opponent. Such a position is in line with the Decree of
the Plenum of the Supreme Court of the Russian Federation of 26
December 2017 No. 57 “On some issues of the application of leg-
islation governing the use of documents in electronic form in the
activities of courts of general jurisdiction and arbitration courts”.

In conclusion, one should consider the latest changes introduced
into the RF CPC, relating to the issue at hand.

Federal Law of 27 December 2018 No. 533-FZ establishes a spe-
cial legal procedure that governs the seizure of electronic media
and copying information from them in the course of investigative
actions (art. 164' RF CPC) in criminal cases related to crimes com-
mitted in the field of entrepreneurial activity, which are listed in
art. 164(4") RF CPC.

The seizure of electronic media is possible only in cases when:

a court assigns a forensic expert examination in relation to elec-
tronic media;

electronic media are seized on the basis of a court decision;

! C.H. KyBbIukoB, Hcnoavsosanue 6 00Ka3bléanlil N0 Y2006HbIM 0eiam
uHgopmayuu, npedcmasieHHOll 8 INeKMPOHHOM 8ude: Ouc. ... KaHo. 10pud. Hayk
[Use of information presented in electronic form as proof in criminal cases: PhD
in Law dissertation] (Husxkuuit Hosropog, Husxeroponckas akagemust MB/] Poc-
cuy, 2016), p. 44.
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electronic media contain information that the owner of the
electronic media does not have the authority to store and use, or
which can be used for committing new crimes, or copying which,
according to a specialist’s opinion, may result in its loss or change
(art. 164'(1) RF CPC).

Electronic media containing the copied information are trans-
ferred to theirlegal owner or the owner of the information contained
on them. An entry is made in the protocol of the investigative ac-
tion on the copying of information and on the transfer of electronic
media containing the copied information to theirlegal owner or the
owner of the information contained on them. The protocol shall be
accompanied by electronic media containing information copied
from other electronic media in the course of the investigative action.

Taking into account the developments in legal literature, it can
be concluded that electronic evidence is an electronic informa-
tion carrier containing information on significant circumstances
in a particular criminal case and featuring: a significant amount
of memory; ease of transfer and copying of information from one
medium to another; possibility of remote access to the content of
electronic media and information and telecommunication systems;
and finally, relativity and non-obviousness of its content.'

In the context of the above, it is proposed to use the possibilities
of collecting evidence through such investigative and other proce-
dural actions as a search of computer hardware or computer data;
seizure of computer hardware or computer data; an order to provide
information about subscribers; an order to provide stored data on
information flows; an order to provide stored content data; collecting
real-time data on information flows; collecting real-time informa-
tion about the content of the data; ensuring operational security of
computer data; using the results of a remote computer-technical
expert analysis; cross-border access to a computer system or data.

Attributed to the advantages of electronic evidence could be the
fact that electronic evidence contains information that is accurate,
complete, clear, true, objective and neutral, given that it comes from
an electronic element in which there is no subjectivity when com-
pared, for example, with statements made by witnesses that may
be contradictory. At the same time, however, there are difficulties
in establishing the legal value of such evidence due to the lack of a

! P.1. OkoHEHKo, op. cit., p. 8.
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clear data processing procedure and differences in the interpreta-
tion of laws in this regard. There are also concerns voiced about
the vulnerability and ease with which electronic evidence can be
manipulated, which is one of the inconveniences in identifying its
authenticity.

Solving the problem of “electronic evidence” de facto, i.e. given
the need for direct application of existing doctrinal approaches right
here and right now, most scientists agree on the possibility of giving
it the form of material evidence or “other documents”. This solution
is temporary at best. Nonetheless, the term “electronic evidence” is
firmly emerging in circulation in the scientific community, regard-
less of the variety of approaches demonstrated.’

§ 2. Legal Regulation of the Concept and General
Characteristics of Electronic Evidence in Criminal
Proceedings of Foreign States

The use of information and telecommunication technologies in
the commission of crimes complicates their detection, suppression,
investigation and prevention, which necessitates the introduction
of new legal, forensic and organizational forces and means in the
fight against traditional types of crimes on the part of the state.

Within the framework of the United Nations, the Council of Eu-
rope and a number of other universal and regional organizations,
fundamental documents have been adopted containing interna-
tional legal principles and standards for the use of electronic forms
of recording, transferring and using information on crimes, both
planned and committed.

The 1991 Statement of principles and programme of action of the
United Nations crime prevention and criminal justice programme
recommends that UN member states:

+ develop and apply at national level the norms and procedures for
detecting and investigating the abovementioned crimes;

! K.B. O6uauH, “JJIeKTPOHHOE I0Ka3aTe bCTBO: He0BXOJUMBIH 9Tal pasBu-
THs yrosioBHoro cygonpousBonacTBa’ [Electronic evidence: a necessary stage in
the development of criminal proceedings], AkmyaavHbsie npodiemol poccutickozo
npaaa, vol. 15, No. 11(120) (2020), p. 201.
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« provide law enforcement agencies with the necessary equipment
and train agents in the effective investigation of transnational
crimes;

« develop telecommunications equipment, network software and
other related products and services in order to prevent and facili-
tate crime detection, investigation and prosecution.

Increased public danger of computer crimes is expressed in
its intentional and organized character, in the fact that computer
crimes have a high latency and, from a technical point of view, are
transnational, which complicates the successful fight against them
in a separate state. Additional difficulties in the fight against this
criminal phenomenon are due to the rather complicated mecha-
nism of international legal cooperation and interaction between law
enforcement agencies of foreign countries in the criminal law field.

The absence of physical borders of states in information and
telecommunication networks creates many procedural risks in the
activities of domestic bodies of preliminary investigation, which,
inter alia, include problematic issues of determining:

» applicable jurisdiction in relation to the information resource,
its owner and physical place of its storage;

» places of commission of computer crimes and the jurisdiction
for criminal cases of the analyzed category;

» thesequence of actions of a person conducting criminal proceed-
ingswhen inspecting information resources, the access to which
requires user verification (entering a username and a password
or other authentication methods), including the data located in
cloud storages (i.e., a “virtual” search, investigative experiment
or verification of evidence on the spot using information and
telecommunication networks, etc.);

+ the concept of electronic evidence and generally accepted ways
of recording it.

The introduction of electronic document management in the
information documentation processes has already been carried out
by CIS member states. The work on the creation of legislative and
other acts regulating the use of electronic documents and digital
signatures and endowing them with legal force, has been carried
out both within member states themselves and within the Com-
monwealth.

In particular, at the sixteenth plenary session of the Interparlia-
mentary Assembly of the CIS Member States, the Model Law “On
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Electronic Signature” (Resolution of 9 December 2000 No. 16-10)
was adopted, which within the CIS represents a set of unified rules
and procedures accepted by all member states and introduced in
their national legislations. Such alaw provides for alegally regulated
exchange of electronic documents within the CIS.

The Recommendations on legal regulation of the operation of
open telecommunication networks for the prevention of their use
for terrorist and other illegal purposes for the CIS member states
of 29 November 2013 stipulate that a feature of modern terrorism
is that terrorists widely use information and technical impact on
individual elements of the information and telecommunications
infrastructure of states with the aim of damaging, suppressing and
destructing them.

The Agreement between the governments of the SCO member
states on cooperation in the field of ensuring international infor-
mation security of 16 June 2009 provides for the creation of a com-
prehensive mechanism for interaction between the member states,
including monitoring and actively exchanging information.

Essential to fighting crime in the context of criminal prosecution
is the acquisition of evidence from other countries so that it could be
used in the national criminal proceedings of the requesting states,
whereby the form of cooperation is largely determined by legal for-
malities caused by the differences between national legal systems.

The Romano-Germanic (mixed) legal system is characterized
by highly elaborated legal concepts and terms and, accordingly, by
highly elaborated classification of means of proof. At the same time,
the Anglo-Saxon legal system is characterized by the great role of
judicial precedents (case law) and applied legal doctrine. Here the
question of whether “electronic evidence” represents a separate type
ofevidence, is not essential, and legal concepts are not as important.

! A.0.Illopop, ¥20.106H0-npasoesie u KPUMUHOLO2UUECKLE NPOBIeMbL MeNCOy-
Hapo0H020 noaUYelicko20 compyoHuyecmaa: ouc. ... kaxo. opud. Hayx [Criminal
law and criminological problems of international police cooperation: PhD in
Law dissertation] (M., 2003), p. 4; E.A. Apxunosa, B.H. JlonoHos, “IIpo6seMbI
Me3K/AYHapOIHO-IIPaBOBOI'0 COTPYIHNYECTBA IIPY BBIABJIEHUH, PACC/IeJOBAHUHU
U IpeaynpeskIeHNY TPeCTYIIeHUH, COBepIIeHHBIX C ICII0JIb30BaHNEM HH(OP-
MaIMOHHO-TeJEKOMMYHHUKAIIMOHHBIX CeTeH U B chepe KOMIILIOTEPHO UH(DOP-
manuu” [Problems of international legal cooperation in detecting, investigating
and preventing crimes committed using information and telecommunication
networks and in the field of computer information], Mockoseckuii scypran mesrcoy-
HapoOHozo npasa 2 (2020), p. 82.
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In most European countries representing the Romano-Germanic
legal system, the admissibility of electronic evidence in the course
of preliminary investigation and court proceedings is usually
regulated by the general provisions of criminal procedure law on
traditional evidence.

In the criminal procedural legislation of the Federal Republic
of Germany, the procedural actions aimed at obtaining evidence
about the circumstances of the socially dangerous act committed,
include control of telecommunications, listening and recording
of statements made non-publicly, the use of technical means, etc.

The Swiss Criminal Procedure Code provides that the authori-
ties shall use all the legally admissible evidence that is relevant in
accordance with the latest scientific findings and experience and
can serve to establish the truth. The Swiss law does not contain
absolute restrictions on the types of evidence that may be presented
in court. Therefore, authorities may use new evidence originated as
aresult of scientific progress, even if it is not expressly provided for
in procedural law.

The Spanish Criminal Procedure Act provides for electronic
evidence as the means of word, sound and image reproduction,
as well as the instruments for filing or reproducing words, figures
and mathematical operations carried out for accounting or other
purposes that are relevant to the proceeding.

According to the Italian Criminal Code, an electronic document
is understood as any computer tool that contains information with
evidentiary value or any software for the processing of this infor-
mation.

Pursuant to the 2007 Criminal Procedure Act of Australia eviden-
tiary material is considered an object related to a crime, including
such object in electronic form. It is worth noting that Australian
legislators have also legally secured the possibility of fulfilling the
requests of foreign states aimed at obtaining computer information
(Mutual Assistance in Criminal Matters Act 1987).

The admissibility of digital documents as evidence is provided
for by the laws of Belgium, the Netherlands, Portugal, Romania,
Finland and a number of other countries.

One can state that the legislation of European countries doesn’t
have a concrete definition of electronic evidence in criminal cases,
nor the rules for its admissibility during the investigation and trial

24



The Concept and General Characteristics of Electronic Evidence in the Field...

of a criminal case. In general, electronic documents are equated to
paper documents to give them evidentiary value.

In England, a police officer investigating a crime must be able
to digitally capture evidence at the crime scene (in particular,
victims and witnesses’ statements), take statements and upload
case information using mobile devices. Subsequently, this digital
information is transmitted to the Crown Prosecution Service for
them to decide whether to bring charges against the suspect. The
electronic evidence collected in the case, without duplicating it on
paper, is further investigated in court and used by it to issue the
final decision on the criminal case.

Scotland also tries to completely abandon the paper format of
the criminal case and use the Digital Evidence Sharing System. The
system is designed to work with various types of evidence, provid-
ing access thereto to the authorized participants of the criminal
proceedings.

Police officers in England, Wales and Northern Ireland when
investigating a crime rely on the Digital Evidence Handbook. This
document establishes certain requirements for persons involved in
the collection of electronic evidence, as well as in the identification
of digital information necessary for the investigation of crimes.

Basic principles of working with digital evidence in the case,
therefore, could be defined as: the immutability of the data obtained,
which can later be used in court; expert knowledge of the officials
who know how to handle the seized evidence, and are well aware of
the consequences and content of their actions; maintaining records
ofall processes applied to digital evidence; ensuring the observance
of the principles of working with digital evidence by the officials
conducting an investigation.

In the United States, digital evidence is defined as any data
stored or transmitted in digital form and that a party to a criminal
proceeding can use as evidence in litigation.'

The US law governing electronic evidence in criminal investiga-
tions consists mainly of two sources: the Fourth Amendment to the
US Constitution and statutory privacy laws codified in 18 USC §§
2510-22, 18 USC §§ 2701-12 and 18 USC §§ 3121-27.

! E. Casey, Digital Evidence and Computer Crime: Forensic Science, Computer
and the Internet. 3rd ed. (Baltimore, 2011), p. 7.
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In the United States, evidentiary procedures using digital evi-
denceinacriminal case are regulated in more detail in the Search-
ingand Obtaining Electronic Evidence Manual.' In accordance with
this document, electronic evidence is classified into non-hearsay
and hearsay.

Non-hearsay records are created by a process that does not in-
volve a human assertion, and can be divided into two categories:
(1) records created by a computer; 2) records stored in the computer
memory.

Hearsay records contain assertions by people, such as: a personal
letter; amemo; bookkeeping records; and records of business trans-
actions inputted by persons, to which hearsay rules apply.

Taking into account the origin, two groups of computer evidence
are distinguished as: (1) the results of human activity stored on an
electronic medium (hard disk, floppy disk, compact disk, streamer)
and containing information entered by the user; (2) evidence cre-
ated by a computer in accordance with the embedded program and
representing the result of processing certain initial data.

InIndia, cybercrimeis defined as any illegal act using a computer,
communication device or computer network in order to commit
or assist in committing a crime. Any information in an electronic
record, or which is presented on paper, stored, recorded or copied
onto an optical or magnetic medium produced by a computer, is
also considered a document if collected in accordance with the
rules listed in the 1872 Indian Evidence Act, and can be used in the
future in any legal proceedings without further confirmation of its
authenticity and the provision of the original.

It is worth noting an innovative approach of the Government of
India in the fight against cybercrime, aimed at creating an Internet
portal where one can report an impending or a committed cyber-
crime. Information and complaints sent to this portal are considered
by law enforcement agencies in the usual manner.?

The 2015 Criminal Procedure Code of the Socialist Republic of
Vietnam (hereinafter referred to as the SRV CPC), designates “elec-
tronic data” as a source of evidence (art. 87).

! Searching and Obtaining Electronic Evidence Manual 2009, United States De-
partment of Justice. URL: http://cybercrime.Gov/ssmanual/05ssma.html.
% https://cybercrime.gov.in/

26



The Concept and General Characteristics of Electronic Evidence in the Field...

According to art. 99 SRV CPC, electronic data is composed of
signs, letters, numbers, images, sounds or similar elements created,
stored and transmitted or acquired through electronic media.'

When considering criminal cases, electronic datais viewed as one
of the sources of evidence specified in the SRV CPC, in its natural
state, in which electronic data is stored on electronic devices and
means, or transmitted, received by electronic devices, which signi-
fies that when using the appropriate (compatible) software, such evi-
dence appears in the form of signs, letters, numbers, images, sounds
or similar forms that can be recognized by human consciousness.>

At the same time, for the proof procedure, there is a number of
features attributed to electronic data, such as the following:

+ electronic data does not exist separately, butis attached to atleast
one electronic device or medium, since it is the way it is created,
stored, transmitted and received.

The digital memory of such electronic devices and means is al-
ways being changed and modified (smart cards, smart media, GPS
devices, barcode readers, computers, scanners, mobile phones,
cameras, copying machines, HD storage devices, USB, removable
hard disks, floppy disks, CDs, etc.);

« electronic data can be edited and supplemented.

This happens after the forced generation of data. Using devices,
electronic means, software, hackers can interfere with the original
datain order to change or increase the electronic data of the original,
which generates new electronic data containing messages other than
the original electronic data messages when they were first created;
+ electronic data can be deleted.

The generated electronic data may be deleted. This means that
before being deleted, electronic data is manifested with the use of
devices, electronic media and software into messages containing
information in the form of signals, letters, numbers, images, sounds
or similar elements recognizable by humans. However, once deleted,

! Bo1luat Té tung hinh sunuéc Cong hdoa xa hoi chii nghia Viét Nam, s6: 101/2015/
QH13 ngay 27.11.2015 [The Criminal Procedure Code of the Socialist Republic of
Vietnam of 27 Nov. 2015 No. 101/2015/QH13].

? ®am Hebl XaH, “DJIeKTPOHHBIE JaHHBIE U 3JIEKTPOHHBIE T0OKA3aTeILCTBA B
YroJioBHO-IIpoIiecCcya bHOM Kofekce BoeTrHama 2015 roma” [Electronic data and
electronic evidence in the Criminal Procedure Code of Vietnam of 2015], Bonpocut
poccuiickoii ocmuyuu 9 (2020), p. 1146.
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despite the use of the same devices, electronic means or software,

electronic data cannot be transferred;

+ electronic data can be recovered.

After the electronic data is deleted, specialists can restore the
original data using special software or certain electronic means, i.e.
can return electronic data in to the state in which it existed;

+ electronic data can be copied from the original.

Through devices, electronic means with the same attributes
and software standards, electronic copies of data might appear in
identical messages containing information in the form of characters,
letters, numbers, images, etc.

Classifying electronic data, the legislators of Vietnam chose to
divide it into the following categories:

+ electronic data automatically generated by a computer, such
as “cookies”, “URLs”, email logs, web server logs, IP addresses,
account access information, website access information, etc.;

» electronic data created by criminals or victims, such as: docu-
ments, spreadsheets, images, information displayed in electronic
messages, emails, chats, documents downloaded and uploaded
to the Net. This data may contain false messages due to editing,
deletion/distortion of all or part of the electronic information;

» electronic data created by the competent authorities, for example,
data in electronic devices collected during the performance of
special investigative measures, in which an investigative experi-
ment, a crime scene, an interrogation etc. are recorded.

As one can see, the 2015 SRV CPC regulates electronic data as a
source of evidence and at the same time determines the procedures
for collecting, evaluating, transforming and using evidence in the
process of resolving a criminal case.

SRV CPCalso requires that the body conducting the proceedings,
or the competent person conducting the proceedings should possess
expertknowledge relating to the process of collecting, maintaining,
evaluating and using different sources of evidence, as well as elec-
tronic data, so as to establish the factual circumstances of the case.

The collection of evidence is one of the crucial steps in the proof
process in SRV. All the competent procedural authorities have the

! ®am Hbbi XaH, “HekoTopble 0GHOBJIEHHUS B TEOPHH JOKA3aTeIbCTB B yTOJI0B-
HOM cygonpousBojcTsBe BberHaMa” [Some novelties in the theory of evidence in
criminal proceedings of Vietnam], Bonpocut poccuiickoti ocmuyuu 12 (2021), p. 444.
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right to collect evidence. In accordance with art. 88 SRV CPC, the
investigative body, the prosecutor’s office and the court collect evi-
dence by: summoning individuals knowledgeable about the case in
order to interview them and assess their statements related to the
case; carrying out examinations, conducting searches, inspecting
the crime scene and performing other investigative actions; send-
ing requests to departments, organizations and individuals for the
provision of documents, objects and facts, so as to clarify the circum-
stances of the case. Defence counsel, in order to collect evidence,
are entitled to meet with persons whom they defend, crime victims,
witnesses and other individuals knowledgeable about the case to
interview them and assess their statements related to the case; to
request authorities and entities to provide documents, items and
electronic data related to the defence. Other participants in legal
proceedings, authorities and entities can adduce evidence, docu-
ments, items, electronic data, etc. Competent procedural authorities,
when receiving evidence, documents, items and electronic data
related to the case from individuals as stated in art. 88(2 and 3) SRV

CPC, shall make written records of submission, verify and assess

such as per this Code. When collecting evidence from new sources

of evidence, the following must be taken into account:

+ electronic media must be immediately seized, described fully
and duly and sealed immediately after being seized. Sealing and
uncovering of the seal are carried outin accordance with the law;

« when collecting, blocking the collection and backing up elec-
tronic data from electronic devices, computer networks, telecom-
munication networks or directly on the transmission line, the
authorized body must draw up a certificate of data collection as
an annex to the case file;

+ having received a decision on the appointment of forensic ex-
aminations, all competent legal entities or organizations are
responsible for performing the restoration, search, verification
ofelectronic data, as well as for the translation of such electronic
data into the forms that can be read, heard or seen.

Electronic means and electronic data must be stored as evidence
in accordance with the provisions of the SRV CPC.

When evidence is presented, electronic data must be accom-
panied by a medium for storing electronic data or a copy thereof.
Verification and evaluation of evidence is carried outin accordance
with art. 108 SRV CPC:
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(1) each piece of evidence must be verified and evaluated to
determine its legality, authenticity and relevancy for the case. The
determination of evidence acquired must be sufficient to solve
criminal cases;

(2) the competent person conducting proceedings on the case,
within the limits of his powers, must consider and evaluate the
sufficiency, objectivity and comprehensiveness of all the collected
evidence.

Evidence verification and evaluation activities are aimed at de-
termining: the authenticity, reliability and value of the collected evi-
dence; the ability to use certain evidence in the system of evidence
to prove a criminal case; the compatibility of evidence in terms of
nature, significance and scope; the direction in which the evidence
is used or might be continued to be used in a criminal case.

Evaluation of evidence is a mental activity of the subjects in the
conduct of criminal proceedings in accordance with the provisions
of the SRV CPC, and other subjects in the course of the investiga-
tion, as well as verification of the collected evidence. Based on the
assessment of evidence, conclusions are drawn on the authenticity
or non-authenticity of evidence, its legality or illegality, relevance or
irrelevance of evidence for the case. All collected evidence relevant
to the case must be assessed separately and as a whole. Thus, the
investigative body, the prosecutor’s office and the court are obliged,
in accordance with the established procedure, to evaluate evidence
based on its analysis and generalization. Verification and evalua-
tion of evidence are essential for the resolution of criminal cases,
therefore they constitute an obligation of both the judicial authori-
ties conducting the proceedings and the subjects of the proceed-
ings. Evaluation of evidence plays an important role in criminal
proceedings, is essential for proving the elements of the crime, the
guilt of the offender and solving the criminal case. Verification and
evaluation of evidence is an important basis for the use of evidence;
verification and evaluation of evidence play an important role in
determining the objective truth in the case; evaluation of evidence
is the basis for making decisions on the merits of a criminal case.'

! ®am Hoei Xan, “CobupaHue, IpOBEPKa U OL[EHKA 0Ka3aTeJIbCTB B yTOJIOB-
HOM cygompounaBojcTse Connanuctudeckoii Pecnybanku Beernam” [Collection,
verification and evaluation of evidence in criminal proceedings of the Socialist
Republic of Vietnaml], Bonpocuwt poccuiickoii ocmuyuu 10 (2020), pp. 460-462.
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The majority of Arab countries belong to the religious legal system
because the Noble Qur’an and the Sunnah of the Prophet Muham-
mad prevail as sources of law. Nevertheless, one may consider the
Arabian Peninsula as having mixed legal systems because of dualism
of secular and religious law and elements of different legal systems
applicable in various law’s branches.

Although the first articles of the Arab laws often contain core
notions, still not all acts provide a definition. For instance, the
Emirati Federal Decree Law No. 34 of 2021 on combating rumors
and electronic crimes (the UAE FDL No. 34-2021)' determines digital
evidence by listing its three features. It is any electronic information
that has proof weight or value. It is stored, transmitted, retrieved
or obtained from computers, information networks and the like.
It can be collected and analyzed using specific technical devices,
software or applications.

Arabic legal doctrine categorizes digital evidence into several
groups: computer-related, related to the Internet and other networks,
and that related to device-to-device communication protocols.*

Taking into account the theory of common origin of sources or
procedures (el jaY) sl Jsadl ddlall 4,010, civil procedure rules
may be applied as lex specialis.® It is they that govern digital evi-
dence. Saudi Royal Decree No. M/43 introduced such an amend-
ment in Nizam of 2013 on criminal measures (Criminal Procedure
Regulation)* on 30 December 2021 (art. 218).

Pursuant to Saudi Evidentiary system of 2022, digital evidence
(=8 Ji) refers to any data created, issued, received, stored or
communicated by digital means that can be recovered or obtained

! Cabinet of Ministers of the United Arab Emirates, Federal De-
cree Law No. 34 of 2021 on combating rumors and electronic crimes
[ s S 0l a5 clailil) dndlSa L 3 2021 4 34 &8 ) (galas) 53 o s ], hittps://laws.
uaecabinet.ae/ar/materials/law/15262page=1.

2 Al-Hamdani Maysoun Khalaf Hamad, “Legality of electronic evidence as
evidence in a criminal case”, Journal of the College of law/Al-Nahrain University
18(2) (2016), p. 198.

3 Jalat Tharwat and Suleiman Abdel Al-Manijm, Principles of criminal procedure.
Criminal case (Beirut: Arab Fund for Research and Publications,1996), p. 9.

* Bureau of Experts of the Council of Ministers of the Kingdom of Saudi Arabia,
Nizam dated 12.06.2013 on criminal measures [45 2!l <ilel 2yl Uai], https://laws.
boe.gov.sa/BoeLaws/Laws/LawDetails/8f1b7079-a5f0-425d-b5e0-a9a700f26b2d /1.

> Bureau of Experts of the Council of Ministers of the Kingdom of Saudi Arabia,
Nizam on evidence dated 07.01.2022 [<\5Y! oUsi], https://laws.boe.gov.sa/BoeLaws/
Laws/LawDetails/2716057c-c097-4bad-8ele-ael400c678d5/1.
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in an intelligible manner. The list is not exhaustive and includes a
digitalrecord (<Y Jaudl), digital content or catalog (<30 sl !
digital signature (<)Y &8sl digital correspondence, inter alia,
e-mail (=80 2l Led Ly el )l @3l jall) communication facilities
(Juaiy) Jils ), digital media (Axd )} il 6ll), etc. (any digital tool that
allows evidence to be presented and, if necessary, verified under art.
14 of the Decision of the Saudi Minister of Justice No. 921 of 20222).

Procedural manuals to the Evidentiary system of 2022 provide
another division: publicly available digital means (any means that
has been made available for general use or to dealers with a specific
type of interaction) and documented digital means (any means
licensed by the competent authority that has been made available
to dealers).

Electronic documents are often equated with written ones.* For
instance, pursuant to art. 425 of Emirati Federal Decree Law No. 38
of 2022 on criminal measures (the UAE Criminal Procedure Code
entered into force on 1 March 2023), electronic documents have the
same legal effect as official and ordinary documents according to
the criminal procedure law, if they meet the requirements set forth
in the Emirati Federal Decree Law No. 46 of 2021 on electronic
transactions and trust services.’ This supports the theory of com-
mon origin of procedures. It is worth mentioning the Decision of
Emirati Minister of Justice No. 60 of 2019 on procedural guidelines

! TarigMuhammad Al-Jamli, Digital Evidence in the Field of Criminal Procedure,
https://www.startimes.com/?t=30245909.

2 Ministry of Justice of the Kingdom of Saudi Arabia, Ministerial Deci-
sion No. 921 dated 12.10.2022 on controls over electronic evidence procedures
[Lo gl sy clel ja) Sl saa], https://laws.moj.gov.sa/legislation/ps6 CWt8A60]1b6j+
n6vr%2Fw=-=.

3 Ministry of Justice of the Kingdom of Saudi Arabia, Procedural manuals
to the Evidentiary system dated 12.10.2022 [Z\&Y) il i) ay) AN, https://
laws.moj.gov.sa/legislation/8ST%2Fur3URoFaiLSAOIAGGw==#content-card-
VeTqvtWGcIOGGQVMXQ.

* Rashid bin Hamad Al-Balushi, “Evidence in information crimes”, Journal
of the Faculty of Law of Legal and Economic Studies [Alexandria University] 1
(2008) [3S Al 5 dy slall &ganll (§ siad) Alae /7 Al sheall Aoy jadl (8 Jalall | 255l daas (9 20
0= 58-1 .Y a3l 2008 A28y dasls ¢ 3 5iall], pp. 38-39.

5 2@ cllasd y A g SIY) CObaal iy 2021 Aind (46) by sladl o 5iliy o gus sl [Federal Law-
Decree No. 46 of 2021 on electronic transactions and trust services], Telecom-
munications and Digital Government Regulatory Authority, https://tdra.gov.ae/-/
media/About/Legal-References/LAW/LAW-English/Electronic-Transactions-and-
trust-sevices-law-AR.ashx.
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for the regulation of litigation using electronic means and remote
communication in civil proceedings,' since it allowed the use of
electronic documents and electronic signatures as evidence under
Emirati Federal Law No. 1 of 2006 on electronic transactions and
commerce.’

Further, the standing of digital evidence and procedures for its
admissibility as evidence in criminal cases in GCC countries®are
explored.

In the past, it was the judge who evaluated whether the digital
evidence is admissible. His conviction derived from the sources
orally presented before him. The principle of free evaluation of
evidence (U~ <Y o) prevails until a person’s guilt is proved
(31 LYl o s g system of self-conviction). For instance, in the
Sultanate of Oman, the following approach is predominant: It is
sufficient to adjudicate innocence only upon a reasonable doubt as
to the validity of attributing a charge to the accused or upon insuf-
ficient evidence, for the basic principle is innocence, and crime is a
form of deviant behavior beyond the common bounds» (judgment
of the Supreme Court No. 50 of 2004 on appeal No.22/2004).

This principle is firmly rooted in the practice of the UAE Fed-
eral Supreme Court, especially when it comes to electronic crimes
(cybercrimes). For instance, the court held that the criminal judge
enjoys full freedom to make a decision based on the law, the Islamic
Shariah and forms his conviction on the basis of oral or technical
evidence or arguments. In forming his conviction, he relies on a
correct picture of the facts of the case and related legal facts from

T il g aladialy ol adlaiil ) ) Jidal ols 82277372019 i sba 260 A sl s A
Al @lel eyl 4w e JuaiY s 45 SYI [Ministerial Decision No. 260 dated 27.03.2019
on procedural guidelines for the regulation of litigation using electronic means
and remote communication in civil proceedings], The UAE Official E-Legislation
Database, https://elaws.moj.gov.ae/UAE-MOJ_LC-Ar/00_i::20%s) 2/ UAE-LC-
Ar_2019-03-27_00260_Karwi.html?val=AL1.

? The UAEOfficial OnlineLegislation Database, Federal LawNo. 1 of2006 on electron-
ic transactions and commerce [4s s 5 5 il 5 el Gli 8 22006 A ] a8 galadl o 5ild
1, https://elaws.moj.gov.ae/UAE-MOJ_0OG/10002S_2006/01-31-2006_0442/UAE-
0G_2006-01-30_00001_kait.pdf.

3 Tt is 4=l mlall Jsal o 4a3ll Gadae in Arabic. It can be translated as Cooperation
Council for the Arab States of the Gulf and also known as the Gulf Cooperation
Council.
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all the elements presented by deduction and induction (judgment
No. 1468 of 25 April 2023").

One achieves confidence in conclusion by two kinds of knowl-
edge: material/tangible (4xss) and mental/rational (4.lic). The former
means perception through the senses and the latter is inference or
findings based on analysis or deduction about the relationship of a
fact to the circumstances.” In doing so, the judge must not make a
judgment contrary to what is known. The court evaluates the evi-
dence in terms of sufficiency in the first place.® For instance, in its
judgment No. 34 of 11 January 2018, the Saudi Supreme Court held
that digital evidence is considered an evidentiary tool as long as it
remains clear beyond any doubt. However, its enforceability as an
evidentiary tool differs depending on the case and its facts.*

With regard to electronic evidence, it is necessary to comply
with the principles of legality (A & or 4x58), freedom of access to
evidence and the lawfulness of this access, certainty (4.4, delib-
eration (4 5 i), acceptance (Js8), validity or reliability (idlaas),
repeatability ())_S5), integrity (i), causation (uwe s s is the
cause and being the cause) and documentation (s 5).

Although it is preferable to use well-known mechanisms for ob-
taining or preserving electronic data, an experienced investigator
(prosecutor) may use experimental advanced techniques. Should
they not violate fundamental human rights and be justified, they
can be adopted. Meanwhile, the methodology must be reproducible
so that another official can reconstruct the sequence of actions. The
mechanism must be credible and ensure that evidence is preserved
and traceable.’

! The UAE Official Online Legislation Database, Appeal No. 1468 of 2022 decided
25.04.2023 [25/04/2023 i e 2022 43 1468 68, o2hll], https://elaws.moj.gov.ae/
UAE-MOJ_CP-Ar/00_2023/00_4x) »1120%SaY//UAE-CP-Ar_2023-04-25_01468_Taan.
html.

? Rashid bin Hamad Al-Balushi, op. cit., p. 29.

* Younis bin Ahmad Al-Musheikykh, “Prosecutorial discretion in a criminal
case according to the Saudi criminal procedure provision”, Journal of King Saud
University. Law and Political Science 32(2) (2020), p. 248.

* L. Samaha, The Characteristics of Electronic and Digital Evidence in Saudi
Arabia, https://www.tamimi.com/law-update-articles/the-characteristics-
electronic-and-digital-evidences-in-saudi-arabia/.

> Ahmad Hamo, Ala Awaad and Wala Abdullah, Electronic evidence: legal
and technical aspects (Palestine: Birzeit University Law Institute, 2015), p. 19;
A. Geschonneck, Computer-Forensik. Computerstraftaten erkennen, ermitteln,
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Secondly, should the judges reach a reasonable degree of cer-
tainty about a person’s guilt on the basis of what computer data has
been made available to them, what has imprinted in their mind and
what is possibly relevant to the case, the electronic outputs have
evidentiary weight and value. However, the form in which a docu-
ment, record, information or data is preserved for later presentation
may be different from thatin which it was originally created, sent or
received. The key point is to reflect the essence in court, to establish
the source, the correspondent, the date and time of sending and/
or receipt. In doing so, the value of the evidence is based on accu-
rate science and the judge cannot discuss the fact itself. The judge
relates the incident’s context to the circumstances of the evidence
obtained.'

During the seizure of data, in order to preserve its integrity,
documentation is maintained, i.e. reports of investigative operations
kept by clerks of investigators (prosecutors) or expert statements
with the examination of tangible and intangible components: the
device itself (of both sender and receiver), including input, RAM,
arithmetic-logic, control, output and secondary storage units, as
well as software, content (showing changes made to the device and
recovery of deleted files, password recovery and network tracking,
sent messages, bin, images, Internet activity log, notes, contacts,
keychain, applications), date and time (taking into account possible
changes for false traces), cables and disks connected to the device,
establishingreal and digital location, connected networks and serv-
ers and security system.”

Thirdly, since all pleadings must be examined and orally pre-
sented for free discussion, digital evidence must also be presented
orally by the expert at the hearing in person to the judge, as if they
were witnesses to the events themselves. Orality is one of the prin-
ciples, especially at the criminal trial stage. Electronic output data
cannot be presented only through the materials of the criminal

aufkldren. 5. aktualisierte und erweiterte Auflage (Heidelberg: dpunkt Verlag,
2011), p. 66.

! SafaHassan Nassif, “Procedural problems associated with crimes in the field
of informatics”, Journal of Legal and Political Sciences 5(2) (2016), pp. 255-290;
Mahmoud Naguib Hosni, Explanation of the law of criminal procedure. 3-rd ed.
(Cairo: Dar al-nahda al-arabiya, 1998).

2 Usamat Ghanim Al-Abaidi, “Electronic evidence in information crimes”,
Journal of King Saud University. Law and Political Science20(1) (2013), pp. 64 and 67.
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case or the records of the preliminary investigation, they must be
discussed and analyzed with a trier of fact.!

The primary investigative action or procedural method (lw s
i ) is taftiishun (85), which refers to search, scrutiny (exami-
nation), inspection or control.” The following principles are to be
followed: secure, analyze, present (Uae «Jaas ¢ pal3).® This raises
difficulties with the duty to disclose information or secrets of ac-
cess to electronic means by private parties due to privacy. Where
the accused is concerned, they enjoy the right to remain silent and
cannot be compelled to disclose the keys to access electronic media
systems or to print out files or data stored in those systems.

Other individuals, such as computer operators, programming
experts, analysts, communications engineers and theoretical man-
agers serve as witnesses or experts. Therefore, the law imposes an
obligation on them to disclose codes, passwords, programs, or loop-
holes used to enter systems, and to assist in accessing, disclosing,
transferring, or preserving data for investigative purposes.* Legal
entities may also be subject to inspection or considered as a place
of inspection or search.’

Chapter 2 of Bahraini Legislative Decree No. 60 of 2014 on infor-
mation technology crimes® provides for orders of public prosecu-
tion and judicial rulings allowing authorities to preserve and gain
access to data.

! Rashid bin Hamad Al-Balushi, op. cit., pp. 26-27 and 30-32.

? Adnan Ibrahim Al-Hajjar and Fayez Khedr Bashir, “Digital Evidence and
Cybercrime Evidence: Between Rooting and Interpretation”, Journal of Al-Istiglal
Research University 6(1) (2021), p. 138; Harwal Nabil Hiba, Procedural aspects of
internet crimes at the collection stage: a comparative study. 1-st ed. (Alexandria:
House of University Thought, 2007), p. 223.

3 Ahmad Hamo, Ala Awaad and Wala Abdullah, op. cit., p. 21.

* The jurisprudence is unambiguous on the issue of waiver or abstention. Al-
Mahmoud Ali Hamudatu, “Cybercrime Evidence, Intent and Evaluation in Criminal
Evidence Theory Frameworks”, Journal of Security and Law 1 (2003), pp. 46-47;
Hisham Muhammad Harid Harid Rastum, “Information crimes: the origins of
technical criminal investigation”, in Conference on the study of law, computers
and the Internet in cooperation with the Emirates Center for Strategic Research
and Development and the Center for Information Technology at the University: a
compilation (Al Ain: UAE University, College of Shariah and Law, 2004), pp. 77-88.

5 Ibid., p. 55.

® General Directorate of Anti-Corruption and Economic and Electronic Security
ofthe Kingdom of Bahrain, Law No. 60 dated 30.09.2014 on information technology
crimes [@he slaall &0 23l s oLy 2014 2l 60 & o 54], https://www.acees.gov.bh/cyber-
crime/anti-cyber-crime-law-in-the-kingdom-of-bahrain/.
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Bahraini Public Prosecution may order any person to maintain
expeditiously the integrity of certain IT data, including traffic/route
data stored within the IT system in its possession or under its control,
whenever it deems that such data may be considered as evidence
and likely to be lost or altered. The person must preserve the data
and its integrity for a period not exceeding 90 days, and the Grand
Criminal Court may authorize the Public Prosecution, upon request
accompanied by reasons submitted three days before the expira-
tion of the said period, to extend the period not exceeding a total of
another 90 days. The Public Prosecution may also order to maintain
the confidentiality of the order. Under the Public Prosecution order,
a person possessing or having under his/her control certain data
shall promptly transmitit, including data stored in the I'T system or
any other IT means. Under the Public Prosecution order, any service
provider shall transmit any information in its possession or under
its control about any subscriber or user, whether such information
isin the form of IT data or in any other form, excluding traffic/route
data and content.

The Public Prosecution may issue an entry order (J s3ab Lua | i)
to inspect the crime-related IT system or any element thereof, and
any IT data stored therein, any of the IT devices on which the
crime-related data is likely to be stored. If the Public Prosecution
has reasonable grounds to believe that crime-related data is stored
on another IT system or part thereof, and such data can be ac-
cessed through the former IT system or legitimately available via
it, the authorities may issue an order to extend access and verify or
inspect the latter system. During the verification or inspection, the
prosecutors have the authority to seize and preserve IT data, inter
alia, performing the following actions:

(1) control and retention of the IT system, or any part thereof, or
any of the IT storage media;

(2) reproducing the IT data and retaining a copy;

(3) maintaining the integrity of the IT data;

(4) uploading IT data from an IT system that has been accessed
or that was made inaccessible.

At the Public Prosecution request and after review of the docu-
ments, the court may issue an injunction to:

(1) promptly preserve offence-related traffic data, regardless
of whether the transmission was broadcast through one or more
service providers;
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(2) disclose sufficient traffic/routing data to enable the authori-
ties to identify the service provider and the route by which the data
was transmitted, if this facilitates the discovery of the truth (art. 14).

Implementation of art. 14(2) of Bahraini Legislative Decree No.
60 of 2014 on information technology crimes is supported by Public
Prosecution’s powers and corresponding duties of third parties.
It may assign any competent person to collect and record traffic/
route and/or content data, indicating the specific messages sent by
the IT system when such messages occur. It may order any service
provider to perform the mentioned work or to provide the necessary
assistance to those entrusted by the authorities with these tasks. It
may instruct any competent person to block the data of the content
of any IT device or any part thereof by which the interruption was
committed. The order shall be valid for a period not exceeding 30
days, renewable for one or more similar periods.

Moreover, at the request of the Public Prosecution and after
reviewing the documents, the judge may issue injunction as to any
person competent or familiar with how the IT system works and
the measures applied to protect the data stored in that system, to
provide to a reasonable extent the information necessary to carry
out the procedures stipulated in arts. 15-16 of Bahraini Legislative
Decree No. 60 of 2014 on information technology crimes.

Emiratilegislation provides a narrower range of law enforcement
actions. Pursuant to art. 62 of the UAE FDL No. 34-2021, during the
investigation of acts against state security, the competent authori-
ties may, on their own initiative or at the request of the Attorney
General, issue an order to correct, amend, delete, close and prohibit
access (block) to the publication, republishing or dissemination of
illegal content or content containing false data. Acts against state
security include the following:

» crimes under the UAE FDL No. 34-2021 committed for or on
behalf of a foreign state, terrorist group, gang, organization or
illegal body;

+ penetrating or damaging the information systems of government
agencies (GAs), damaging the information systems of a publicly
important facility, tampering with emails, electronic websites
and accounts of GAs, illegal interception and disclosure of com-
munication, information or data of GAs;
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+ collection and processing of confidential data and information
in violation of the law, publication of data or information that
does not comply with media content standards;

» callingfor and advocating violations of the Constitution and laws,
inciting non-compliance with the law, endorsing and advocating
terrorism, disseminating information that is detrimental to the
interests of the state;

« incitement to harm state security and attacking criminal justice
officials, promoting sedition and harming national unity;

» desecration and damage to the state reputation and state sym-
bols, and insulting a foreign state;

» calling for and advocating demonstrations without authoriza-
tion;

« conducting statistical studies or surveys without a license with
the intent to influence or damage the state interests;

« spreading rumors and false news, providing illegal content and
refusing to remove it, as well as receiving a gift to perform the
above-mentioned activities.

Within 3 working days from the notification date, a complaint
against it may be filed. Within a week after receipt, the competent
authority must make a decision. Failure to respond after the dead-
line is considered a rejection. This judgement may be appealed
to the federal court located in the capital of the Federation, with
the submission of evidence and documents within one week from
the ruling date. The court considers the appeal in a deliberative
chamber and decides on it within seven days. It may set aside the
orders in whole or in part or dismiss the appeal after considering
the defendants’ motions. The judgment is final. Evidence may be
obtained during search, technical expertise, monitoring of negotia-
tions or correspondence, seizure of electronic correspondence and
electronic monitoring of networks.

The issue arises as to whether a digital footprint (4. )}l 4aadl) can
be used as evidence. For instance, the record of website visits, logs
and operational status tables with access to intermediate, main or
service computer addresses may be captured either through data
from service providers or established by an expert. At the same
time, there are cases where the court limited itself to the report of
a technical expert as an evidentiary basis of a person’s guilt (e.g.,
judgment of the Court of Cassation of the Emirate of Dubai of 2
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August 2019 on Appeal No. 13/2010 and the practice of the Court of
Cassation of Cairo in 2014-2020)."

Arab countries seek and provide mutual legal assistance in
criminal matters (MLA) under arts. 32 and 34 of the Arab Conven-
tion on Combating Information Technology Offences (Cairo, 2010),
taking into account the procedural rules of the requesting and
requested States in the absence of a bilateral treaty. The requested
State may not refuse a request merely on the grounds that the act
is a financial offence or that the dual criminality is not met due to
legal and technical differences in national criminal law. However,
the execution of a request may be refused if it concerns a political
offence or if it could harm the sovereignty, security, public order or
interests of the requested State. The Arab Convention also regulates
the operational preservation of data stored in information systems,
prompt disclosure or collection of tracking information of protected
users, and granting of access to information stored in IT systems.
A State Party to the Arab Convention may, without authorization
from another State Party, access information available to the public
(from an open source), regardless of the geographical location of
the information, as well as, through information technology in its
territory, access or receive information found in another State Party,
provided that the voluntary and legally valid consent of the person
legally authorized to disclose the information is obtained.

The latter isregulated by specific policies or laws. For instance, on
5May 2020, the Saudi Authority for Data and Artificial Intelligence
issued the National Data Governance Policy’ covering personal data
protection, classification of information,* exchange and provision
of open or public (¢) data, disclosure of restricted information and

! A.A. Kandel, “Cybercrime: a comparative study”, International journal of
academicresearch9(1) (2020), p. 94; Mahmood Sobhi Muhammad Mahmood Zaid,
“Authoritativeness of electronic evidence in a criminal case and discretionary
power of a judge”, Behna Journal of Human Sciences 1(2) (2022), pp. 43-44.

? League of Arab States, Arab Convention on Combating Information
Technology Offences [@lasleall 458 &3 jn A8l 4 jell 486V, http://www.la-
sportal.org/ar/legalnetwork/Documents/%iy ,2120%AiEY12 0% 1o 20%% sl
e sbeall2 09642852 0% 220%A8S020. pdf.

3 SaudiAuthority for Data and Artificial Intelligence, National Data Governance
Policy [iuih Il c il 48 s o], https://sdaia.gov.sa/en/SDAIA/about/Documents/
Policies005.pdf.

* The classification levels are sirriyun lil-gaayati or top secret/confidential/
specially secret (4!l s ), sirriyun or secret (s_~) and muqayyatun or restricted (vis).
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transfer of data outside the Kingdom. However, neither Data Shar-
ing Policy (<Ll 48 jLis 4ulus), nor Freedom of Information Policy
(e sl=all &5 ja 4u) are applicable to MLA requests (dyilad cilillaia)
or for purposes of inquires (&4 ~35) or investigations (<\igat). More-
over, e.g., Legislative Decree of the Omani Sultane No. 118 of 2011
(amended by Decree No. 52-2022) on the classification of state
documents and regulation of protected places' does not contain
provisions on data sharing either.

To sum up, one may conclude that admissibility of digital evi-
dence has been the judge’s discretion for along time. The investigator
(prosecutor) must secure the information and present itin court for
discussion. Depending on the medium and form in which the data
is stored and presented, the nature of the evidence differs. Digital
evidence can be considered both primary and circumstantial, and
ajudgment can be based solely on it. Secondly, there are a number
of procedural obstacles to access the carrier or the data: the right
to privacy, the transnational nature of the act or the lack of data ex-
change regulation. Thirdly, Saudi Arabia is more advanced in terms
of the definition and classification of digital evidence; powers of
competent authorities and general principles are more elaborated
in the UAE and the Kingdom of Bahrain, although each state ad-
dresses these issues in different acts.

Thus, the evidentiary value of electronic data is determined by
how electronic data is created, stored or transmitted.

The globalization of crime makes it necessary to improve the
methods of combatingit, includingin the field of mutual legal assis-
tance in criminal matters. An analysis of relevant practice shows an
increasing need for new methods of obtaining evidence, especially
with the use of new technologies.

Information presented in electronic form is replacing paper docu-
ments everywhere and has a lot of advantages in terms of visibility,
transmission speed, storage capacity for huge amounts of data,
information protection and fast search technologies. Such infor-
mation, obtained using electronic devices and networks, located in
files of various data presentation formats, such as a text document,
database, spreadsheet, photo, video and sound information, vari-

! E-Database Qanoon, Decree No. 118 dated 26.10.2011 (amended by Decree No.
52-2022) Law on the Classification of State Documents and Regulation of Protected
Places [Aaasall (SLY) axlasi g 4 pal) 535 5 it o 5l8], https://qanoon.om/p/2011/12011118/.
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ous service log files, programs and utilities that store the browsing
history, can be used in proving criminal cases.’

For evidence containing electronic data, the introduction of
new legal standards of “good quality” (authenticity) is especially
relevant. The emphasis is shifted from the formal (investigative)
requirements for admissibility to technical guarantees for verify-
ing the authenticity of information submitted to the court. If the
technical capabilities make it possible to confirm the authenticity of
information presented in electronic form, then it can be considered
of probative value — that is used as a means of proving a legally
significant fact. The important thing is that it shall be reliable and
relevant to the facts being proved, i.e. it shall be “evidence material”,
thatis, convincing and useful for establishing factual circumstances
essential to the case.

Researchers have highlighted the undeniable advantages of using
electronic evidence in criminal proceedings, which are as follows:

Reducing the time limits of criminal proceedings by reducing
the terms for sending petitions, transferring case materials to the
court for the application of a measure of restraint, and for giving
permission to conduct investigative actions that are carried out
only pursuant to a court order, transfer of materials to the head of
an investigative body, the prosecutor, the court to consider com-
plaints, carry out inspections, etc. The terms for familiarizing the
trial participants with the materials of the criminal case are also
reduced, since this can be done at any time (and not just working
hours), anywhere and simultaneously by all such participants.

Improving access to the materials of the criminal case for all
participants of the criminal proceedings, creating additional op-
portunities for their interaction. In electronic form, petitions and
challenges can be both submitted and resolved, an expert and a
specialist can also send their conclusions remotely, in some cases
a decision on the appointment of an expert examination may also
be sent to the forensic expert electronically.

Creating additional opportunities to ensure the right of the
suspect, the accused, the defendant to defence. For example, a de-
fence counsel is empowered to send documents to be attached to
the criminal case file as evidence directly to the investigator, the
inquirer or the court, as well as can get acquainted with the ma-

! C.1. KyBBIYKOB, 0p. ciL., p. 6.
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terials of the case and submit complaints electronically, etc. This
will reduce the working hours of the defence counsel, his expenses
and, ultimately, has a positive impact on the availability of quali-
fied legal aid for the suspect and the accused. The same applies to
the representatives of the victim, civil plaintiff, civil defendant and
private prosecutor.

Creating additional guarantee of the right of participants in the
legal proceedings of access to justice, which ultimately affects the
degree of real security of the rights and freedoms of each participant
in the criminal process.

Increasing the requirements for the quality of the work of the
inquirer, the investigator, the court, the quality of the preparation
of procedural documents, performance of investigative and other
procedural actions, increasing the responsibility of officials au-
thorized to carry out the proceedings, and the quality of criminal
process in general.

Facilitating the verification of criminal case materials by the head
of an investigative body, prosecutor or court and simplifying control
over proceedings in the case as a whole (materials for verification
are placed in the appropriate section, to which the relevant partici-
pants in the process get access). This will help lighten and reduce
the process by which a court authorizes certain procedural actions
(search, seizure, control and recording of conversations, etc.).

Reduction of expenses in the course of criminal proceedings
(postage charges, expenses on making copies of materials of the
criminal case, expenses on legal aid, some other procedural ex-
penses).

Organizational simplification of the process of reviewing court
decisions by higher courts (in terms of access to procedural docu-
ments and materials subject to verification).

Systematization and structuring of the materials of the criminal
case, necessary in the work of an inquirer, investigator, prosecutor
and court.

The possibility of automated maintenance of statistics on crimi-
nal cases.

A significant reduction in the risk of falsifications and correc-
tions in the materials of a criminal case (primarily in relation to
investigative and other procedural actions, the materials of which
have already been uploaded to the electronic portal).
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Increasing the transparency of justice in criminal cases.'

The international community is faced with the challenge of
finding a reasonable compromise between privacy and public in-
terest in the investigation of crimes using electronic information
as evidence in criminal cases. The national criminal procedural
legislation should enshrine the basic legal guarantees developed
and enshrined in international documents that meet the require-
ment of fair justice.

§ 3. Legal Status and Procedures for Recognition
of Electronic Evidence as Evidence in Criminal Cases
in the CIS Member States

As was noted, the legal status and procedures for recognition of
electronic documents as evidence in criminal proceedings depend
on the state’s belonging to a particular legal system.

Criminal procedural legislation of the CIS member states, based
on the continental system of law, is characterized by a high degree
of elaboration of legal concepts, terms and, accordingly, of classifi-
cation of means of proof.

In addition, the normative provisions of the Codes of Criminal
Procedure of the CIS member states on evidence and proofin crimi-
nal proceedings are based on the Model Code of Criminal Procedure
for the member states of the Commonwealth of Independent States,
as well as on similar criminal procedure law scientific doctrines.?

! 0.B. Kawyasiosa, [0.A. [IBeTKOB, J1ekmponHOoe y20106H0e 0e0 — UHCTpPY-
MeHm molepHudayuu y20a08Ho20 cydonpoussodcmaea [Electronic criminal case
as an instrument of modernizing criminal proceedings]. URL: http://www.iuaj.
net/node/1761.

2 CIL [Mep6a, 11.B. Yamuna, Hcnoav3osarue 1eKmpoHHbLX 00Ka3amensbcmae
8 y20n08HOM npouyecce zocydapcme — yuacmuukos CHI: cO0OpHUK HayUHbLX
mpydoa [The use of electronic evidence in the criminal process of the CIS member
states: collection of scholarly works], in [Ipo6eMbI yKpeneHus 3aKOHHOCTH U
IIpaBoONOpPsIIKa: HAyKa, IPaKTUKA, TeHIeHIIuU. Beinmyck 13 (MuHCck, 2020), pp. 294—
301; E.A. ApxunoBa, ‘IIpasosoti cmamyc u npouedypa npu3Harus IAeKmpoHHbIX
Jokymenmos e kauecmee 00Ka3amenbCme 6 y20J106HOM npoyecce UHOCMPAHHbLX
2ocydapcme” [The legal status and procedure for recognizing electronic
documents as evidence in the criminal process of foreign states], in TexHosoruu
XXI Bera B IOPUCIPYAEHIINN: MaT-JIbl TpeTbell MeskIyHap. Hayd.-IPaKT. KOHQ.
(ExatepunoOypr, 21 mas 2021 roxa) / otTB. pen. 1. B. BaxreeB (ExaTepun6bypr:
VYpaJibCKUY roCyIapCTBEHHBINA OPUIUYeCKUI YHUBepcHuTeT, 2021), pp. 389-400.
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In particular, in the Model Code of Criminal Procedure, in rela-
tion to the subject of this work, the following definition of evidence
is given. In accordance with art. 142 of the Model Code of Criminal
Procedure, evidence is any communications lawfully received by
the court or a party, as well as documents and other items, the use
of which is lawful for the establishment of circumstances that are
relevant to the proceedings in the case.

The CIS member states have developed a common understand-
ing of evidence in terms of its content, despite the differences in the
established definitions (CPCs of the CIS member states define any
information or factual data as evidence).

Electronic information is not singled out as a stand-alone source
of evidence and, as arule, is referred to as “other documents”. Elec-
tronic media is not defined as a separate type of evidence and is
considered material evidence.

1. Depending on the method of formalization of electronic
information, other documents may too be classified as electronic
evidence in accordance with the provisions of the RF CPC, since its
art. 84 provides that documents may contain information recorded
both in writing and in another form. The law includes into them
photo, audio and video recording materials, as well as filming and
other types of information that is received, requested or provided
in the manner prescribed by art. 86 RF CPC. When these docu-
ments possess the features specified in art. 81(1) RF CPC, they can
be recognized as material evidence by virtue of art. 84(4) RF CPC.

2. In accordance with the provisions of art. 135 of the Criminal
Procedure Code of the Republic of Azerbaijan of 2000 (hereinafter
referred to as CPC of Azerbaijan), electronic information is classi-
fied as documents. Documents, in turn, are recognized as paper,
electronic and other materials bearing information which may be
of importance to the prosecution, in the form of letters, numbers,
graphics or other signs (art. 135 CPC of Azerbaijan). The legal owner
of the document has the right to make a copy of it (art. 136 CPC of
Azerbaijan).

The course and results of procedural actions in a criminal case
are reflected on electronic media (art. 51 CPC of Azerbaijan).

Photographs, films and other media obtained in the course of
investigative actions are attached to the protocol (arts. 237, 241,
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247,252 and 258 CPC of Azerbaijan) and are considered an integral
part of it.

During the court session, the use of photo, audio, film, video,
computer and other technical devices is allowed only with the con-
sent of the presiding judge (art. 310 CPC of Azerbaijan).

Thus, the criminal procedural legislation of the Republic of Azer-
baijan defines electronic information as an electronic document. An
electronic information carrier does not constitute a separate type of
evidence. However, the CPC of Azerbaijan does not outline special
rules governing the storage and evaluation of electronic information.

3. The Criminal Procedure Code of the Republic of Armenia of
2021 (hereinafter referred to as CPC of Armenia) introduced a spe-
cial article providing for mandatory recording of the process and
results of all procedural actions performed within the framework
of criminal proceedings (art. 8 CPC of Armenia). Procedural actions
are recorded in a protocol, which is drawn up electronically.

At the same time, if it is impossible to record the process and
results of a particular procedural action electronically, then it shall
be done on paper — on a computer, and if this is not possible either,
then by a protocol drawn up in handwritten form. If a video record-
ing was made during the procedural action, then the carrier with
such a recording is attached to the protocol.

The form and content of electronic documents (procedural acts,
protocols, instructions, objections, motions, recusals, complaints,
etc.) are subject to the requirements established by the CPC of Ar-
menia for paper documents mutatis mutandis.

The materials of criminal proceedings recorded electronically
are stored in an electronic system (electronic criminal proceedings
or electronic criminal case), and documents prepared with the use
of a computer or handwritten shall also be stored in a paper version.

Documents prepared with the use of a computer or handwrit-
ten, as well as the content of electronic media, are uploaded into
the electronic system. Items and other materials are stored as an
integral part of the electronic proceedings materials, and their
photographs are uploaded to the electronic system. A list of these
items and materials is also uploaded on to the electronic system.
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The rules for the operation and security of such electronic sys-
tem are established by the Government of the Republic of Armenia
separately.

Nonetheless, the CPC of Armenia directly provides for the writ-
ten submission of a complaint, objection and instruction both on
paper with a handwritten signature and on electronic media with
an electronic signature (art. 6 CPC of Armenia).

In addition, non-procedural documents, such as a record in the
form of words, numbers, drawings or other symbols containing
data on facts relevant to the criminal proceedings that were formed
outside the framework of the criminal proceedings, can be made
on paper, on a magnetic, electronic or other medium. Such docu-
ments, in accordance with art. 96 CPC of Armenia are attached to
the materials of criminal proceedings.

In accordance with art. 200 CPC of Armenia, upon a written
application of a person getting familiarized with the materials of
the case, he/she shall be given an electronic version of the case file
materials.

The CPC of Armenia introduced a new search format, a digital
one, which consists in searching for digital data contained in elec-
tronic devices or on media. In the course of a digital search, data
relevant to the proceedings are seized by copying them to another
medium, ensuring the integrity thereof and copies made of them.

Analyzingthelegal regulation of the use of electronic information
and electronic mediain the criminal proceedings of the Republic of
Armenia, the following features can be distinguished: (1) electronic
medium is a type of evidence; (2) the legal status of an electronic
protocol is defined; (3) a special procedure for collecting electronic
media is laid down.

4. The Criminal Procedure Code of the Republic of Belarus of
1999 (hereinafter referred to as CPC of Belarus) clearly distinguishes
evidence (factual data) from sources of evidence. The CPC of Belarus
singles out relevance, admissibility, credibility and sufficiency as
criteria for evaluating sources of evidence, noting in art. 105(3) that
admissibility extends precisely to the sources of evidence. Evidence
is defined by the legislator as “any factual data obtained in the man-
ner prescribed by law” (art. 88(1) CPC of Belarus).
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Sources of evidence (art. 88(2) CPC of Belarus) include testimony
of a suspect, accused, victim, witness or an expert opinion, docu-
ments and other media obtained in the manner prescribed by the
CPC of Belarus. The law does not contain a definition of proof, but
only sets out the elements of the process of proving a case, defining
its goals.

So, art. 102(1) CPC of Belarus notes that the proving process
consists in the collection, verification and evaluation of evidence in
order to establish circumstances that are relevant for lawful, well-
founded and fair resolution of a criminal case.

In accordance with art. 103 CPC of Belarus, the collection of evi-
dence s carried out by conducting investigative actions, presenting
objects and documents that are relevant for the case, as well as by
performing examinations by the relevant bodies and officials at the
order of the criminal prosecution body or the court.

In addition, arts. 224' (conduct of an interrogation, confrontation,
presentation for identification using videoconferencing systems)
and 343" (conduct of an interrogation and identification using vid-
eoconferencing systems) CPC of Belarus provide for the possibility
of remote collection of data at the stage of preliminary investiga-
tion and during the courtinvestigation by using videoconferencing
systems.

In relation to keeping records of investigative actions, serving
as auxiliary evidence are photo, film and video recording, drawing
up plans, diagrams, tables, etc., making casts from traces left on
material objects.

Based on the foregoing, one can conclude that electronic infor-
mation and electronic information carriers are not determined as a
separate source of evidence, therefore there is no special procedure
for collecting, storing, presenting and evaluating such information.'

On the other hand, of interest is the CPC of Belarus framework
for the possibility of obtaining evidentiary information by conduct-
ing confrontations and identifications through videoconferencing.

! M.C. Ceprees, IIpasosoe pezyruposarue npumeHeHUs IAeKMPOHHOLE UHPBOp-
MAYUU U 3LeKMpPOHHBIX HOCumeel uHPopmayuu 8 y20108HOM cydonpoussodcmae:
omeyecmeeHHbLIl U 3apybexcHblil onvim: duc. ... kao. opud. Hayk [Legal regula-
tion of the use of electronic information and electronic information carriers in
criminal proceedings: domestic and foreign experiences: PhD in Law dissertation]
(ExaTepun0Oypr, 2018), p. 72.
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5. Chapter 15 of the Criminal Procedure Code of the Republic of
Kazakhstan of 2014 (hereinafter referred to as CPC of Kazakhstan)
establishes the following types of evidence: testimony of a suspect,
victim or witness; conclusion and testimony of an expert; conclu-
sion and testimony of a specialist; material evidence; protocols of
procedural actions; as well as documents. The Code does not contain
a definition of a document; however, in accordance with art. 120
CPC of Kazakhstan, documents that can be presented as a source
of evidence include information recorded in writing or in any other
way (computer information, photography and filming, video and
sound recording).

In accordance with art. 123 CPC of Kazakhstan, factual data
can be used as evidence only after they are recorded in protocols
of procedural actions. Photographing, sound recording, filming
and video recording may be used to secure evidence, among other
things. The resulting photographs, video recordings, phonograms
and films are attached to the protocol.

Art. 126 CPC of Kazakhstan regulates the use of scientific and
technical means in the process of proving. Based on this rule, for
example, serving as evidence can be a video recording from a car
video registrator or from CCTV cameras.

The CPC of Kazakhstan also provides for the institution of de-
position of testimony and the possibility of remote interrogation.

According to art. 217 CPC of Kazakhstan, participants in pro-
ceedings have the right to file a request for an interrogation by an
investigating judge, if there are grounds to believe that a later inter-
rogation might turn out to be impossible.

The official conducting the pre-trial investigation shall have
the right to send an application to the public prosecutor for filing a
request for deposition of testimony with an investigating judge. In
addition, art. 213 CPC of Kazakhstan provides for remote interroga-
tion of a victim or witness, which can be carried out using scientific
and technical means in the video conference mode.'

! C.II. lllep6a, E.A. Apxumnosa, [Ipumenenie 6udeokoHpepeHlCs3L 6 Y2006-
Hom cyOonpouieodcmee Poccuu u 3apybencHbix Cmpan: onvim, npobaemul, nep-
cnekmusebl: morozpagdus [The use of videoconferencing in criminal proceedings in
Russia and foreign countries: experiences, problems, prospects: monograph] / mof
o6m u Hay4. pen. mpodeccopa C.I1. Illep6sr (M.: FOpautundopwMm, 2016), pp. 87-88.
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The CPC of Kazakhstan does not regulate in detail the concept
of electronic proceedings in a criminal case, it only touches upon
the possibility of its existence and specifies a list of procedural
documents and types of evidence, which may have an electronic
format. At the same time, the legislator has granted the Prosecutor
General of the Republic of Kazakhstan the authority to adopt legal
acts, binding on all criminal prosecution bodies, related to the con-
duct of criminal proceedings in electronic format (art. 58(6) CPC of
Kazakhstan). The Instruction on Conducting Criminal Proceedings
in Electronic Format (hereinafter referred to as the Instruction) was
approved by the Prosecutor General of the Republic of Kazakhstan
on 3 January 2018.

Based on the Instruction, the information system “Unified Reg-
ister of Pre-Trial Investigations” has been introduced for the pur-
poses of electronic proceedings in the Republic of Kazakhstan. This
information system has additional functionality, a module called
“Electronic Criminal Case” (module e-CC), designed to organize
the preparation, maintenance, sending, receiving and storing elec-
tronic criminal cases. The Register also features “SMS-notification”
functionality, which allows sending text messages to participantsin
criminal proceedings via mobile communication and/or e-mail to
notify them or for them to appear before the official conducting the
criminal process, as well as the “Public Sector” functionality, which
allows participants of the criminal process to receive remote access
to the materials of electronic criminal cases, and to file complaints
and petitions.

In the absence of the possibility of remote access, the participants
in the criminal process can get acquainted with the materials of the
criminal case by obtaining their electronic copy made by the official
in charge of the criminal process (para. 26 of the Instruction).

An official of a criminal prosecution body gets access to admin-
istering an electronic criminal case in the Register after passing
certain authorization and authentication processes through the use
ofan electronic digital signature issued by the National Certification
Center of the Republic of Kazakhstan, of a personal identification
number-code assigned by the state body carrying out within its
competence statistical activities in the field of legal statistics and
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special records, or of the identification with the use of a biometric
reader (para. 9 of the Instruction).

During the conduct of preliminary investigation by an investiga-
tive or investigative operational team, members of the team carry-
ing out such investigation get access to the electronic criminal case
through the e-CC module (para. 31 of the Instruction). First elec-
tronic documents are automatically generated in the Register even
before the start of criminal proceedings: those are a report on the
registration of a crime in a record book, a report of crime, notifica-
tion to the public prosecutor of the start of a pre-trial investigation.

A decision to choose the electronic format of a criminal case is
made by an official in charge of the preliminary investigation, when
taking charge of the proceedings (para. 10 of the Instruction), on
which a reasoned order is drawn up (art. 42-1(2) CPC of Kazakh-
stan). After the issuance of the order, the e-CC module generates an
automatic notification to the supervising public prosecutor within
24 hours.

Documents attached to the materials of the criminal case, created
earlier on paper, after the decision to conduct the criminal case in
electronic format has been taken, are scanned and enclosed in the
electronic criminal case in the form of PDF documents immedi-
ately, but no later than 24 hours after an order to conduct electronic
proceedingsisissued (paras. 11, 14 and 16 of the Instruction). Paper
documents converted into electronic format are stored by the crimi-
nal prosecution authorities and forwarded to the public prosecutor’s
office or court along with the electronic criminal case (para. 6 of the
Instruction). Media files, which, by decision of an official conducting
the criminal process, are attached to the electronic criminal case,
should be input into the e-CC module (para. 13 of the Instruction).
In the Register, the necessary information accounting documents
are filled out, and electronic interaction with experts, specialists
and the court is carried out (para. 5 of the Instruction).

Atthe same time, the CPC of Kazakhstan or the Instruction do not
directly indicate in what way, after a decision is made to conduct a
criminal case in an electronic format, the materials and documents
provided by a defence counsel or other participants in the criminal
case and drawn up in paper format are supposed to be attached to
it, nor what the requirements are for electronic documents submit-
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ted to the investigator by the participants in the proceedings, in
particular, those concerning the volume of a document, quality of
scanning or mandatory attributes.

It is not regulated whether an official conducting proceedings
in an electronic criminal case has the right to perform investiga-
tive actions in a non-electronic format if they are carried out under
conditions that preclude electronic workflow (re-inspection of the
crime scene, interrogation of awitness at hislocation, etc.), whether
it is possible to conduct investigative or other procedural actions
in an electronic criminal case with the preparation of procedural
documents in paper format, when there is no possibility of compil-
ing electronic documents, but without switching to a paper format
case in general.

The issue of compliance with the time limits of preliminary in-
vestigation, detention and performance of investigative and other
procedural actions in the event of long-term (more than 24 hours)
failuresin the functioning of the Register or other emergency situa-
tions, remains open, provided that all materials of the criminal case
are kept in electronic format and cannot be printed out.

6. The Criminal Procedure Code of the Kyrgyz Republic of 2021
(hereinafter referred to as CPC of Kyrgyzstan) defines the following
among its main concepts:

acomplaintis an objection brought either in written or electronic
form (signed or certified by an electronic signature);

an electronic document is a document in which information is
provided in electronic and digital form and is certified by means of
an electronic signature;

an electronic case is criminal proceedings which are conducted
in electronic and digital form, designating case movement, start-
ing from registering a crime report, followed by pre-investigative
verification, investigation, court proceedings and execution of the
sentence, which is formed with data of the relevant agency informa-
tion systems, with an option to generate procedural documents in
paper form that are certified by means of an electronic signature,
accumulated in the Unified Register of Crimes;

an electronic mediumis an external mobile material device used
for recording, storing and reproducing information processed with
the use of means of computing technology (art. 5).
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The CPC of Kyrgyzstan distinguishes between messages, infor-
mation and comments in written or electronic form (in writing or in
the form of an electronic document) (arts. 59, 91 and 311); establishes
a procedure, similar to the Russian procedures, for storing mate-
rial evidence in the form of electronic media, copying information
from them, seizing electronic media during search and seizure, and
draws a distinction between a legal owner of the seized electronic
media and an owner of the information contained on them (arts.
87 and 212). Documents as a type of evidence may include photo,
sound and video recording materials, as well as all types of elec-
tronic documents (art. 89). When seizing property, heads of banks
and other credit institutions are obligated to provide information
established by the CPC of Kyrgyzstan, including in the form of an
electronic signed document (art. 121). The CPC of Kyrgyzstan also
provides for the preparation of an expert opinion in the form of an
electronic signed document on a par with a written opinion certified
by his handwritten signature and seal (art. 193).

In accordance with art. 89 CPC of Kyrgyzstan, an electronic
documentisrecognized as evidence that is equal in its significance
to written evidence, and has the same legal effect as a document
reproduced on paper and confirmed electronically. The original
electronic document exists only on amachine-readable medium. All
copies of an electronic document that are signed with an electronic
and digital signature, recorded on a machine medium and identical
to one another, constitute originals and having the same legal ef-
fect. Copies of an electronic document are created by reproducing
the form of an external representation of an electronic document
on paper. Electronic documents reproduced on paper must contain
an indication that they are copies of the corresponding electronic
document and must be certified in the manner prescribed by law
for certification of copies of electronic documents on paper.

The applications of participants of criminal proceedings ad-
dressed to the investigating judge and orders of the investigating
judge can be drawn up in the form of an electronic sighed document.
The applications may be accompanied by documents in the form of
an electronic signed document, electronic document or electronic
image (art. 264).
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When implementing international cooperation in the field of
criminal proceedings, the central authority of the Kyrgyz Republic
may accept for consideration a request (commission, application)
received from the requesting party via electronic, facsimile or
other means of communication. The execution of such a request
(commission, application) is carried out exclusively on condition
of confirmation of the sending or transfer of its original version.
Forwarding of the materials of the executed request (commission,
application) to the competent authority of a foreign state is only pos-
sible upon receipt by the central authority of the Kyrgyz Republic of
the original request (art. 510).

Arequest for extradition of a person present on the territory of a
foreign state is sent to the foreign state in writing or in the form of
an electronic signed document, unless otherwise stipulated by an
international treaty (art. 522).

The CPC of Kyrgyzstan provides for the specifics of the interro-
gation of a victim or witness using technical means in a video-link
mode (remote interrogation) at the stage of pre-trial proceedings
(art. 201); interrogation of a victim, witness, expert, specialist, ac-
cused (convicted) person held in custody by videoconferencing
(remote interrogation) at the trial stage (art. 290); identification of
persons or objects in the videoconference mode when broadcast-
ing from other premises (art. 209); secret audio or video control
of a person or place (special investigative action) (art. 233); when
inspecting material evidence located in another locality, technical
means of videoconferencing may be used in the execution of a court
order by a district (city) court at the location of such evidence (art.
333); when inspecting areas or premises located on the territory of
other districts, technical means of videoconferencing may be used
in the execution of a court order by a district (city) court at their
location (art. 335).

In accordance with art. 516 CPC of Kyrgyzstan, a witness, vic-
tim, expert, as well as person held in custody on the territory of a
foreign state, may be interrogated with the use of technical means
in a videoconferencing mode (remote interrogation) in the manner
prescribed by arts. 201 and 290 CPC of Kyrgyzstan, if such procedure
is provided for by an international treaty of the Kyrgyz Republic that
has entered into force. At the same time, art. 520 CPC of Kyrgyzstan

54



The Concept and General Characteristics of Electronic Evidence in the Field...

provides for the conduct of procedural actions, without specifying
their range, by video-link at the request of the competent authority
of both a foreign state and Kyrgyzstan in the way of international
legal assistance.

Of interest are also the requirements of art. 200 CPC of Kyrgyz-
stan, according to which the use of sound and video recording
(technical means of fixation) is mandatoryin cases of interrogation
of: (1) children; (2) the blind, the illiterate, the semiliterate, who
are unable to read the records of their testimony as laid down in
the protocol of interrogation; (3) persons interrogated through an
interpreter; (4) suspects and accused in cases of especially grave
crimes; (5) persons in need of examination by expert psychiatrists;
(6) when confession testimony is being given by suspects or accused
persons about their commission of crimes.

In our view, such expansion of the range of investigative and court
actions carried out using videoconferencing systems is a positive
trend in the development of criminal procedural legislation, as it
increases the speed and effectiveness of the investigation of crimes,
and ensures at the same time the observance of human rights in
the criminal process.

7. The Criminal Procedure Code of the Republic of Moldova of
2003 (hereinafter referred to as CPC of Moldova) defines evidence as
factual data obtained in the manner prescribed by law that are used
to establish the presence or absence of elements of a crime, identify
the perpetrator of the crime, establish the guilt or innocence of the
accused, as well as determine other circumstances that are impor-
tant for the proper resolution of the case (art. 93 CPC of Moldova).

Audio or video recordings, photographs, means of electronic and
technical, magnetic or optic control and other carriers of electronic
and technical information obtained in line with the requirements
of the legislation, shall be means of evidence if they contain data or
weighty indications as to the preparation or commission of a crime
and if their content contributes to finding the truth in the case (art.
164 CPC of Moldova).

The CPC of Moldova regulates the procedure for conducting an
electronic search and seizure of electronic information (art. 130-1),
and for monitoring the online activity of Internet users based on a
court decision (art. 132-11).
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8. The Criminal Procedure Code of the Republic of Tajikistan of
2009 (hereinafter referred to as CPC of Tajikistan) defines evidence
as factual information, based on which the court, investigator, in-
quirer and prosecutor establish the presence or absence of a socially
dangerous act, proof or lack of proof of the commission of such act
and other circumstances that might be important for the correct
resolution of the case (art. 72(1) CPC of Tajikistan).

An analysis of the criminal procedural legislation of the Republic
of Tajikistan allows to conclude that the law classifies electronic
sources of information as documents, but does not contain rules
for their application.

9. According to art. 131 of the Criminal Procedure Code of Turk-
menistan of 2009 (hereinafter referred to as CPC of Turkmenistan),
factual data of investigative and court actions recorded in protocols
thatare of practical significance for the case serve as evidence. These
data can be recorded both in writing and in another form (audio
and video recording, recording on computer information media).

In accordance with art. 125(1) CPC of Turkmenistan, evidence
may be excluded in case of violations that can affect its credibility.
This rule on the exclusion of evidence cannot be applied to material
evidence obtained as aresult ofillegal wiretapping, illegal search or
other evidently unconstitutional actions of officials, since material
evidence is inherently reliable.

Of interest among the investigative actions set out in the CPC of
Turkmenistan are seizure of correspondence (art. 281), interception
of messages (art. 282) and wiretapping and sound recording of tele-
phone and other conversations (arts. 283-284). These investigative
actions are carried out on the basis of a decision of an inquirer or
investigator sanctioned by a public prosecutor.

10. The Criminal Procedure Code of the Republic of Uzbekistan
of 1994 (hereinafter referred to as CPC of Uzbekistan) defines as
evidence in a criminal case any factual data, on the basis of which
in the manner prescribed by law, the body of inquiry, investigators
and court establish the presence or absence of a publicly danger-
ous act, the guilt of the person who committed it, as well as other
circumstances relevant to the right resolution of the case.

Documentary materials include paper, photographic paper,
video and film tape, audiotape, etc. Fixing information on them
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can be carried out using letters, numbers, stenographic, telegraph
and other signs, images, diagrams, etc. Particularly significant
information can be recorded using various technical devices and
machines (cinema and video camera, tape recorder, etc.). Materials
of operational search activities can be recognized as evidence after
their verification and evaluation (art. 81 CPC of Uzbekistan).

The criminal procedural legislation of the Republic of Uzbekistan
does not contain special requirements for the collection, storage and
evaluation of electronic media and electronic information.

Thus, in the CIS member states, including the Russian Federation,
electronicinformation is not singled out as a separate source of evi-
dence and, asarule, gets classified as “other documents”. Electronic
information carriers are not defined as a separate type of evidence
either, and are viewed as part of material evidence.

In our opinion, in accordance with art. 20 of the CIS Charter of
22 January 1993, a comprehensive and coordinated reform of the
criminal procedurallegislation of the CIS member states is called for.

First of all, it is necessary to determine in the codes of criminal
procedure of the CIS member states the list of procedural documents
that can be drawn up in electronic form in the course of criminal
proceedings and to regulate the procedure for their issuance.

The interaction between the competent authorities of the CIS
countries in the field of criminal proceedings should be carried out
within a single virtual environment, and the exchange of informa-
tion should not take place between separate databases of law en-
forcement agencies, as it is currently the case. This will contribute
to the development of information technologies in criminal pro-
ceedings and will allow to carry out proceedings in criminal cases
in an electronic format.

In addition, it is critical to organize training/retraining for law
enforcement officers in the field of online forensics, which will
contribute to a more effective investigation of acts committed on
the Internet (credit card fraud, illegal arms and drug trafficking,
human trafficking and other cross-border crimes).!

! C.II. lllep6a, W.B. Yamuwua, op. cit., p. 301.



Chapter 2

COLLECTION AND USE OF ELECTRONIC
EVIDENCE IN THE FRAMEWORK
OF INTERNATIONAL COOPERATION
IN CRIMINAL MATTERS

(P.A. Litvishko)

§ 1. Legal Framework and General Rules for Collection of
Electronic Evidence through International Cooperation in
Criminal Matters

International treaties in force do not lay down any definitions
of electronic evidence. It is defined in the following international
legal documents:

Regulation of the European Parliament and of the Council of 2023
on European Production Orders and European Preservation Orders
for electronic evidence in criminal proceedings and for the execu-
tion of custodial sentences following criminal proceedings defines
electronic evidence as “subscriber data, traffic data or content data
stored by or on behalf of a service provider, in an electronic form”.!

Guidelines on electronic evidence in civil and administrative
proceedings, adopted by the Committee of Ministers of the Council
of Europe in 2019 (“Electronic evidence” means any evidence derived
from data contained in or produced by any device, the function-
ing of which depends on a software program or data stored on or
transmitted over a computer system or network”).?

! Regulation (EU) 2023/1543 of the European Parliament and of the Council of
12 July 2023 on European Production Orders and European Preservation Orders
for electronic evidence in criminal proceedings and for the execution of custodial
sentences following criminal proceedings (art. 3).

% Guidelines CM(2018)169-add1final of the Committee of Ministers of the
Council of Europe on electronic evidence in civil and administrative proceedings
(Adopted by the Committee of Ministers on 30 Jan. 2019, at the 1335th meeting of
the Ministers’ Deputies), Explanatory Memorandum.
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Model Law on Mutual Assistance in Criminal Matters of 2007,
as amended in 2022 (United Nations Office on Drugs and Crime)
(“Electronic evidence means any data or information generated,
stored, transmitted or otherwise processed in electronic form that
may be used to prove or disprove a fact in legal proceedings”).!

Guidelines for identification, collection, acquisition and pres-
ervation of digital evidence of 2012 (International Organization
for Standardization) (“Digital evidence” means information or
data, stored or transmitted in binary form, that may be relied on
as evidence”).?

Practical Guide for Requesting Electronic Evidence across Bor-
ders of 2021 (UN) in its glossary narrowly defines electronic evidence
(e-evidence) as including “basic subscriber information, traffic data®
and content data”.*

Russian Draft United Nations Convention on Countering the Use
of Information and Communications Technologies for Criminal
Purposes of 2021 (“Electronic evidence” shall mean any evidentiary
information stored or transmitted in digital form (on an electronic
medium”).’

The cross-border sharing of electronic evidence may take place (1)
within the well established “reactive” triad of investigation, prosecu-
tion and judicial proceedings as part of international legal (judicial)
assistance, and equally (2) for the proactive purposes of preventing,
detecting or disrupting crime, during criminal intelligence opera-
tions or pre-investigative examinations as part of international law
enforcement (police-to-police) cooperation.

! Model Law on Mutual Assistance in Criminal Matters (2007), as amended with
provisions on electronic evidence and the use of special investigative techniques (2022)
(UN Doc. E/CN.15/2022/CRP.6 of 11 May 2022) (sec. 27).

2 ISO/IEC 27037:2012 Information technology — Security techniques —
Guidelines for identification, collection, acquisition and preservation of digital
evidence.

3 Apart from traffic data, various legal acts of the European Union also dis-
tinguish among metadata (constituting a separate category along with subscriber
data and content data) location data, access data and transactional data, which
are generally covered by traffic data.

* The Practical Guide for Requesting Electronic Evidence across Borders (Vienna:
United Nations, 2021), p. 238.

® URL: https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/
home, accessed Dec. 8, 2023.
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The legal framework for international cooperation of the Rus-
sian Federation in criminal matters involving crimes committed
with the use of ICT or in the field of computer information, as well
as in the collection of electronic evidence in cases relating to these
or any other criminal offences, even where currently our country
is not a party to any special criminal justice treaty on that subject,
is nonetheless quite extensive.

Legal assistance in the acquisition of both stored electronic evi-
dence and its real-time collection (interception)' is requested and
provided by the Russian Federation under universal sectoral, re-
gional ordinary crime and sectoral international instruments, such
as the 2000 Palermo Convention (UN), 1959 European Convention
and its additional protocols, 2005 Warsaw Convention (Council of
Europe), 1993 Minsk Convention, 2002 Kishinev Convention (CIS),
2015 Agreement on the Procedure for Establishing and Operation
of Joint Investigative and Operational Teams in the Territories of
the Member States of the Commonwealth of Independent States, as
well as pursuant to bilateral treaties on legal assistance and legal
relations, binding UN Security Council resolutions and on the basis
of the principle of reciprocity.

At the same time, such global and regional anti-crime and
counter-terrorism treaties are not customized to serve the electronic
evidence domain, do not cater to the needs of procuring a broad
scope of electronic evidence of all kinds with regard to any crimi-
nal offences and irrespective of the stages of criminal proceedings,
which may differ significantly in the states parties’ legal systems.

Some of those international agreements also regulate law en-
forcement (police) cooperation. Exclusively law enforcement assis-
tance, butnotlegal (judicial) assistance, is regulated by bilateral and
multilateral (CIS, SCO, CSTO, etc.) intergovernmental and interstate
agreements and arrangements:

+ on cooperation in combating crime (in particular, ordinary
criminal offences, ICT crimes, terrorism, extremism, corrup-

! Recommendation No. R (85) 10 of the Committee of Ministers to Member
States concerning the practical application of the European Convention on Mutual
Assistance in Criminal Matters in respect of letters rogatory for the interception
of telecommunications (Adopted by the Committee of Ministers on 28 June 1985
at the 387th meeting of the Ministers’ Deputies); Technical Specification: Lawful
Interception (LI); Requirements of Law Enforcement Agencies. ETSI TS 101 331
V1.8.1 (2021-07), 33 p.
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tion, money laundering). The same category includes special

treaties within the framework of the CIS: the 2001 Agreement

on Cooperation of the Member States of the Commonwealth of

Independent States in Combating Crimes in the Sphere of Com-

puter Information (Minsk Agreement) and the 2018 Agreement

on Cooperation of the Member States of the Commonwealth of

Independent States in Combating Crimes in the Sphere of Infor-

mation Technologies (Dushanbe Agreement), which replaces the

Minsk Agreement; within the framework of the CSTO, the 2014

Protocol on Interaction of the Member States of the Collective

Security Treaty Organization in Countering Criminal Activities

in Information Sphelre;1

« on cooperation in the field of ensuring international informa-
tion security;

« international interagency (RF Ministry of Internal Affairs, RF
Prosecutor General’s Office, etc.) agreements and other arrange-
ments.

The overwhelming majority of requests for legal assistance in
criminal cases related to ICT crimes are sent to the Prosecutor
General’s Office of the Russian Federation from Belarus, which is
primarily attributable to the location in Russia of major ICT service
providers and social media hosting services popular with Belarusian
users. The same circumstance is partly responsible for the relatively
small number of Russian requests for legal assistance in such cases
sent abroad to obtain electronic evidence, in particular from US
service providers. The main offences in relation to which assistance
is requested in both incoming and outgoing requests are cyber
fraud (social engineering techniques), cyber extortion (including
sextortion), and online child sexual exploitation and abuse (mostly
self-generated child sexual abuse material). In addition, incoming
requests also concern money/parcel (reshipping) mule scam and
romance scam, the latter being sometimes combined with invest-
ment fraud (pig butchering scam). A big problem is created by phone

! In 2014, the Collective Security Treaty Organization Consultative Coordi-
nation Center for Computer Incident Response (CSTO CCC) was established in
Moscow, which, among other things, exchanges notifications of contact points
of the CSTO member states on malicious activity emanating from or in relation
to one another’s address (information) space, information resources, software
vulnerabilities and information security threats.
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scammers operating from foreign call centers, especially those
located in Ukraine, in relation to clients of Russian banks.

The main problems in the investigation of those offences lie in
the areas of preservation of electronic traces; prompt interaction
with ICT service providers; encryption (particularly end-to-end en-
cryption in instant messaging apps); decentralized messaging apps
(no central server due to the applied blockchain and peer-to-peer
technology, no phone number required for subscriber registration
and identification); service providers’ zero-log policies, peer-to-peer
networks, Darknet, etc., almost all of them thus boiling down to the
technological challenges of user identification and authentication,
anonymization and attribution of cyber attacks. The complexity of
the rapid collection of digital evidence is generally caused by the
lack of a technical basis for the guaranteed identification of devices
connected to the Internet and consequently their subscribers and/
or end-users.

The exchange of information on computer incidents with au-
thorized bodies of foreign states, international, international non-
governmental organizations and foreign organizations operating in
the field of responding to computer incidents is carried out by the
National Coordination Center for Computer Incidents, except for
cases where the direct exchange of such information by a subject of
the critical information infrastructure with a foreign (international)
organization is provided for by an international treaty of the Rus-
sian Federation.'

Russian federal laws obligate service providers and some other
categories of data custodians to retain on the territory of the Rus-
sian Federation and provide to the Russian competent authorities
subscriber/user information, communications (traffic, connections)
data and content data: telecom operators (3 years, 3 years and up
to 6 months respectively), organizers of information circulation on

! Order of the RF Federal Security Service of 24 July 2018 No. 368 “On approval
of the Procedure for the exchange of information on computer incidents between
the subjects of the critical information infrastructure of the Russian Federation,
between the subjects of the critical information infrastructure of the Russian
Federation and authorized bodies of foreign states, international, international
non-governmental organizations and foreign organizations engaged in responding
to computer incidents, and the Procedure for obtaining information by the
subjects of the critical information infrastructure of the Russian Federation on
the means and methods of conducting computer attacks and on the methods for
their prevention and detection” (para. 11 of Appendix No. 1).
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the Internet, including organizers of instant messaging services
(1year, 1 year and up to 6 months respectively; they are also obliged
to provide the state security agency with decryption information for
electronic messages); proprietors and other possessors of techno-
logical communication networks having a unique identifier of the
aggregate of communication means and other technical means on
the Internet (autonomous system number) (3 years for user informa-
tion and traffic data, and there is no retention obligation imposed
upon them for content data); and hosting providers (3 years for user
information, 1 year for connections and other traffic data, and there
is no retention obligation imposed upon them for content data).
To implement those federal laws, the Government of the Russian
Federation has enacted a number of resolutions on the relevant
obligations of ICT service providers and other custodians.'

! Federal Law of 7 July 2003 No. 126-FZ “On Communications” (arts. 53,
56°(9-10) and 64); Federal Law of 27 July 2006 No. 149-FZ “On Information,
Information Technologies and Information Protection” (arts. 10, 10>, 10°-10%);
RF CPC (arts. 5(14%, 24"), 13, 29 and 185-186"); Federal Law of 12 Aug. 1995 No. 144-
FZ “On Operational Search Activities” (arts. 6 and 8); Rules for the interaction of
telecom operators with authorized state bodies carrying out operational search
activities, approved by Resolution of the RF Government of 27 Aug. 2005 No.
538; Rules for the interaction of organizers of information dissemination in the
information and telecommunications network “Internet” with authorized state
bodies carrying out operational search activities or ensuring the security of the
Russian Federation, approved by Resolution of the RF Government of 31 July 2014
No. 743; Rules for the storage by telecom operators of text messages of users of
communications services, voice information, images, sounds, video and other
messages of users of communications services, approved by Resolution of the
RF Government of 12 Apr. 2018 No. 445; Rules for the interaction of proprietors
or other possessors of technological communication networks having a unique
identifier of the aggregate of communication means and other technical meansin
theinformation and telecommunications network “Internet” with authorized state
bodies carrying out operational search activities or ensuring the security of the
Russian Federation, approved by Resolution of the RF Government of 29 Oct. 2019
No. 1385; Rules for the storage by organizers of information dissemination in the
information and telecommunications network “Internet” of information on facts of
reception, transmission, delivery and/or processing of voice information, written
text, images, sounds, video or other electronic messages of users of the information
and telecommunications network “Internet” and information about such users, and
providing it to authorized state bodies carrying out operational search activities
or ensuring the security of the Russian Federation, approved by Resolution of the
RF Government of 23 Sept. 2020 No. 1526; Rules for the storage by an organizer of
information dissemination in the information and telecommunications network
“Internet” of text messages of users of the information and telecommunications
network “Internet”, voice information, images, sounds, video and other electronic
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Violation of these retention and other related obligations entails
administrative liability (articles of Ch. 13 (administrative offences
in the field of communications and information) of the Code of
Administrative Offences of the Russian Federation).

Russian law enforcement and judicial authorities normally apply
the following algorithm of actions to obtain data from foreign ICT
service providers (referred to in various sources as electronic (digital)
evidence, which is anarrow meaning of this concept), depending on
the type of datarequired in a criminal case, crime report examina-
tion or criminal intelligence case, as well as to execute or otherwise
process respective foreign requests.

1. The ephemeral and transient nature of e-evidence causes law
enforcement’s race against time for laying their hands on it.

Where it is necessary to obtain information on communica-
tions that have already taken place (historical records), first of all
immediately send a request asking to preserve the data of interest,
since the periods of their storage vary significantly from country

messages of users of the information and telecommunications network “Internet”,
approved by Resolution of the RF Government of 26 Feb. 2022 No. 256; Rules
for the identification of users of the information and telecommunications
network “Internet” by an organizer of an instant messaging service, approved by
Resolution of the RF Government of 20 Oct. 2021 No. 1801; Rules for the storage
in the territory of the Russian Federation of information about facts of reception,
transmission, delivery and (or) processing of voice information, text messages,
images, sounds, video or other electronic messages, as well as other information
about interaction of users of information systems and (or) programs for electronic
computing machines functioning in technological communication networks,
whose proprietors or other possessors have an autonomous system number, and
information about these users, and its provision to authorized state bodies carrying
out operational search activities or ensuring the security of the Russian Federation,
approved by Resolution of the RF Government of 1 Sept. 2023. No. 1441; Rules for
the interaction of hosting providers with authorized state bodies carrying out
operational search activities or ensuring the security of the Russian Federation,
approved by Resolution of the RF Government of 22 Nov. 2023 No. 1952; Rules for
passing the identification and (or) authentication by persons who have applied to
a hosting provider for the purpose of obtaining computing capacity for placing
information in an information system permanently connected to the information
and telecommunications network “Internet”, approved by Resolution of the RF
Government of 29 Nov. 2023 No. 2011; Requirements for computing capacity used
by ahosting provider, for the performance by authorized state bodies carrying out
operational search activities or ensuring the security of the Russian Federation, in
cases established by federallaws, of measures for the purpose of fulfillment of tasks
entrusted to them, approved by Order of the RF Ministry of Digital Development,
Communications and Mass Media of 1 Nov. 2023 No. 935 (para. 9 of Annex No. 1).
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to country and from provider to provider, and can be very short or
not at all established by the legislation of the country or the rules
of the provider.! Otherwise, the initiators of requests for legal or
law enforcement assistance are likely to receive, after a long time,
replies about the absence of the requested data, which leads to use-
less waste of resources of both investigative authorities and foreign
counterparts on the knowingly unattainable purposes.

Such a request for data preservation is usually sent via the fol-
lowing one or simultaneously several channels:

(1) directly to a foreign service provider, in particular, the one
providing services on the territory of the Russian Federation, if
in their officially published policy they declare the possibility of
their interacting directly with foreign law enforcement and judicial
authorities, and possibly maintain the Russian language version
of their portal for relevant applications in electronic form. The
request may also be addressed to a branch or a representative of-
fice of a foreign person operating on the Internet on the territory
of the Russian Federation, or to a Russian legal entity established
by a foreign person operating on the Internet on the territory of the
Russian Federation, pursuant to art. 7 of Federal Law of 1 July 2021
No. 236-FZ “On the Activities of Foreign Persons on the Information
and Telecommunications Network “Internet” in the Territory of the
Russian Federation”;

! For example, such retention periods are not established in the legislation
of the United States, which is considered the principal recipient of the relevant
requests. See also on the latest developments in EU lawin this area: Data retention
developments in Europe. Overview of rulings of the Court of Justice of the European
Union related to data retention for the purposes of prevention and prosecution of
crime, in Cybercrime Judicial Monitor, Issue 6 — May 2021 (The Hague: Eurojust,
2021), pp. 19-33; Judgment of the Court of Justice of the EU (Grand Chamber) of
21 Dec. 2016 in Joined Cases C-203/15 and C-698/15; Judgments of the Court of
Justice of the EU of 6 Oct. 2020 in Case C-623/17 and in Joined Cases C-511/18,
C-512/18 and C-520/18; Court of Justice of the European Union, PRESS RELEASE
No 123/20, Luxembourg, 6 Oct. 2020 (The Court of Justice confirms that EU law
precludes national legislation requiring a provider of electronic communications
services to carry out the general and indiscriminate transmission or retention of
traffic data and location data for the purpose of combating crime in general or of
safeguarding national security). URL: https://curia.europa.eu/jcms/upload/docs/
application/pdf/2020-10/cp200123en.pdf; Judgment of the Court of Justice of the EU
(Grand Chamber) of 20 Sept. 2022 in Joined Cases C-793/19 and C-794/19; SIRIUS
EU Digital Evidence Situation Report 2022, pp. 53-56.
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(2) through the channels of law enforcement (police-to-police)
cooperation, i.e. through I-24/7 INTERPOL communications net-
work (through the INTERPOL NCB of the RF Ministry of Internal
Affairs and its regional branches), or through other similar networks;
directly to a foreign law enforcement or judicial authority on the ba-
sis of international treaties of the Russian Federation,' interagency
agreements or based on the principle of reciprocity; to police or other
law enforcement or judicial liaison officers posted at an embassy or
consular post of the relevant foreign state in Russia.

Thereafter, when forwarding requests for the production of the
following types of electronic evidence in relation to historical com-
munications, one should include in such requests an indication
as to the implemented preservation, reflecting the identification
reference number, code or other attributes of the saved material
reported by the service provider.

2. Arequest to provide data on the subscriber/user, the equipment
used by him or her, his or her correspondence with the provider’s
technical support service can be sent directly to the foreign provider
or through the channels of law enforcement (police-to-police) as-
sistance in the manner described above. However, many countries
and providers require that these data be obtained only through the
use of legal assistance procedures, especially if they concern the
identification of users of dynamic IP addresses, therefore in such
cases, the request must be sent to the competent authorities of a
foreign state in accordance with art. 453 of the Criminal Procedure
Code of the Russian Federation of 2001 (with further amendments,
hereinafter referred to as RF CPC).

3. A request for legal assistance in obtaining retrospective in-
formation on completed connections between subscribers and/
or subscriber devices (historical traffic data, including GPS or cell

! These are mainly bilateral and multilateral intergovernmental and interstate
agreements on cooperation in the field of combating crime and/or on cooperation
in the field of ensuring international information security, which regulate the
sending and execution of requests for law enforcement assistance, but do not
concern requests for legal assistance.

See also: K.K. KneBuos, “Tlepenucka B MecCeH I Kepax Kak JOKa3aTeJbCTBO.
Cnoco6s1 nonyuenus u opopmiaenus” [Correspondence in messengers as
evidence. Methods of obtaining and registration], Yzo108nutii npoyecc 10 (2020),
pp. 42-45.
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site location tracking data (cellular tower and triangulation data))’
pursuant to art. 186" RF CPC, is sent to the competent authorities
of a foreign state in accordance with art. 453 RF CPC, to which at-
tached is a relevant decision of a Russian court or its certified copy.
By virtue of art. 455 RF CPC and the RF legislation on secrecy of
communication, the mutual legal assistance procedure must also be
observed in cases where a foreign state unilaterally allows receiving
from them of this type of data under the aforementioned simplified
law enforcement assistance procedure.”

4. Arequest for legal assistance to obtain historical content data,
including the inspection and seizure of electronic messages or
other messages transmitted over telecommunications networks, as
provided for in art. 185(7) RF CPC, is sent to the competent authori-
ties of a foreign state in accordance with art. 453 RF CPC, to which
comes attached a relevant decision of a Russian court or a certified
copy thereof.

It should be noted that the concept of content may differ from
country to country. For instance, geolocation data and profile pic-
tures (avatars) are considered content data in the United States.’

One should also take account of the differences in the scope of
the concepts of personal privacy and secrecy of communication
depending on the country.*

In the United States, communications which a customer has not
accessed (unretrieved communications, i.e. where he or she has not
logged on, opened, viewed, read or listened to them) for up to 180
days from the moment of their delivery, and which are stored on a

! AM. Barmer, B.B. Borukos, C.J0. Cko6enun, H.H. Unbu, Lu@possie credo.
npecmynaenuii: monozpagus [Digital traces of crimes: monograph] (M.: [Tpocnexr,
2021), 168 p.

% See, e.g.: Request for Mutual Legal Assistance in Criminal Matters: Guidelines
for Authorities outside of the United Kingdom (London: Home Office, March 2022),
pp- 33-37; Agreement between the Government of the Russian Federation and
the Government of the United Kingdom of Great Britain and Northern Ireland on
Co-operation in Fighting Crime of 6 Oct. 1997.

3 The Practical Guide for Requesting Electronic Evidence across Borders (Vienna:
United Nations, 2021), p. 35.

* For information on the Russian approaches, see, e.g.: Cnocobbt noayuenus
Jdokasamenvbcme U UHPBoOpMayul 6 ces3u ¢ 0b6Hapy’cenuem (803MONHCHOCTILIO
00HapysicenUst) INeKMpOHHBIX Hocumeeli: yuebHoe nocobue [Methods of obtaining
evidence and information in connection with discovery (possibility of discovery)
of electronic media: study aid] / B.®. Baciokos, b.{I. 'aBpuios, A.A. Ky3Henos [u
np.); mox o6 pex. B.51. TaBpusioBa (M.: IIpocnekt, 2017), pp. 57 and 71.
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provider’s server, have the highest level of protection necessitating
that law enforcement authorities meet the most stringent proce-
dural requirements to receive them from a provider, as compared
to communications which the subscriber has accessed, or which are
stored on the provider’s server being “unclaimed” by the subscriber
for more than 180 days.' Such rules have their origin in the concept
of reasonable expectation of privacy.

The Czech legislation and practice proceed on the understanding
that the secrecy of communication (unlike the general privacy and
personal secret), being subject to disclosure through court proceed-
ings, only extends to communications which are in the process of
their transmission by an ICT service provider to the addressee, or
which, though they had been delivered to the addressee, he has not
had the opportunity to familiarize himself with due to objective rea-
sons beyond his control (for instance, in case of having been taken
into custody); which arrive to the person’s device after its seizure by
law enforcement (in this case, a judicial authorization for wiretap-
ping, monitoring and recording of conversations is required); which
are stored not in the memory of the seized device (for instance, in a
cloud storage), but which can be accessed from that device.”

5. Arequest for legal assistance for monitoring and recording of
conversations or other messages, as well as obtaining information
on connections between subscribers and/or subscriber devices
in real time, including prospective (real-time) GPS or cell site and
triangulation tracking data, pursuant to arts. 186-186' RF CPC, is
sent to the competent authorities of a foreign state in accordance
with art. 453 RF CPC, to which enclosed is a relevant decision of a
Russian court or a certified copy thereof.

6. If certain operational search measures, provided for by the
Federal Law “On Operational Search Activities” and related to
obtaining prospective information on subscriber connections or
the content of messages (control of communications, wiretapping,
capturing information from technical communications channels
and obtaining computer information) are to be undertaken abroad,
a request for assistance in conducting them can be forwarded to

! Digital Evidence in the Courtroom: A Guide for Law Enforcement and
Prosecutors (Washington, DC: U.S. Department of Justice, 2007), 81 p.

% Elektronické ditkazy v trestnim rizeni [Electronic evidence in criminal
proceedings] / R. Pol¢dk, F. Pury, J. Harasta a kolektiv. 1. vyd4ni (Brno: Masarykova
univerzita, 2015), s. 122-126, 184-185, 210-216.
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the competent authorities of a foreign state in accordance with
a treaty of the Russian Federation,' especially if the foreign state
conducts parallel investigations or proceedings in respect of the
same circumstances.

However, most countries require such measures to be requested
exclusively as part of legal assistance, and not law enforcement
assistance,” therefore in such cases the request must be sent to the
competent authorities of a foreign state in accordance with art. 453
RF CPC.

In this context, it is also worth noting that the Federal Law “On
Operational Search Activities” (arts. 7(6) and 14(3)) regulates the ex-
ecution of requests of international law enforcement organizations,
law enforcement agencies and special services of foreign states in
accordance with international treaties of the Russian Federation,
but not the sending of such requests abroad by Russian authorities,
nor does it mention the possibility of cooperation based on the
principle of reciprocity.

When drafting a request for the preservation or provision of
electronic evidence, it is necessary to ensure it contains precise
and detailed technical information, including, in particular, ac-
curate data on the time of access to an information resource on the
Internet, up to a second, the time zone, the IP address of the visited
resource, the name of the protocol or the port number through
which the connection took place. The absence of this information
or any part thereof in the request frequently renders its execution
impossible, or else it may lead to the provision of data with respect
to uninvolved persons or yield other erroneous data, for example,
if there was a mistake in the indicated time zone with regard to
dynamic addresses.

When sending requests for preservation or production of elec-
tronic evidence overseas, it is required to give special attention to

! For example, in accordance with the above mentioned Agreement between
the Government of the Russian Federation and the Government of the United
Kingdom of Great Britain and Northern Ireland on Co-operation in Fighting Crime
of 6 Oct. 1997.

% Special Investigative Techniques: Assessing the Need for Additional Regulation
in the Council of Europe’s Instruments of Legal Assistance in Criminal Matters: Dis-
cussion Paper by Mr Pyotr Litvishko (Russian Federation), PC-OC Mod Substitute
Member, Strasbourg, 19 Aug. 2021 [PC-OC/PC-OC Mod/Docs PC-OC Mod 2021/
PC-OC Mod (2021)04E]; Introductory Note to Discussion Paper PC-OC (2021)10EN.
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statement and justification therein of the requirements for confi-
dentiality, ensuring the secrecy of investigation, or covert nature
of operational search measures. For instance, in the United States,
whose competent authorities execute a large number of such in-
ternational requests, the files concerning judicial authorization of
disclosure of communication secrecy are uploaded onto a public
Internet portal of courts; service providers in turn notify, as a general
rule, their customer, whose details are requested, of the receipt and/
or results of consideration of the request.' Therefore the US coun-
terparts need a justification of the confidentiality requirement by
the requesting party, especially when the person of interest whose
details constitute the subject of the request, is aware of the investiga-
tion underway in relation to him or her. Many other countries also
require, in addition to such justification, the indication of a specific
period within which it should be prohibited to provide notification,
which is otherwise mandatory under their law, to the subscriber
or user whose electronic data were collected by their competent
authorities pursuant to a foreign request.

Ifthe materials of an incoming foreign request contain informa-
tion on criminal activity on the territory of the Russian Federation,
which calls for a separate domestic investigation, the relevant
criminal cases are initiated upon verification of such information.

In Russia, obtaining data of subscribers, including users of dy-
namicIP addresses, that do not contain information on connections

! The default notification can also take place automatically, by technical design
ofthe provided service. See: Data disclosure framework. General practices developed
by international service providers in responding to overseas government requests for
data (Vienna: United Nations, 2021), pp. 18-19.

See also: A.IO. Ymakos, C.B. [leTpakoB, Opeanu3ayus ezaumodeiicmeus
c1edcmeeHHbIX 0P2an08 ¢ NpPedcmasumerimy Aa0OMUHUCMPAayuli COYUANbHBLX
cemell N0 60NpPOCam c60e8peMerHH020 npedocmasienus u 0alvHeliulezo AaHalu3a
INIeKEMPOHHOTL UHPOPMAYUL 1O Y20JI08HbIM 0eNam 0 MANCKUX U 0C060 MSANCKUX
npecmynaeHusx npomue JUUHoCmu, obujecmeeHHoll 6e3onacHocmu u Koppyn-
YUOHHBLX npecmynienusx: npakmuueckoe nocobue [Organization of interaction
of investigative authorities with representatives of administrations of social net-
works on issues of timely provision and further analysis of electronic information
in criminal cases of grave and especially grave crimes against the person, public
security, and corruption crimes: practical manual] (CI16: CaukT-IleTepOyprckas
akagemus CjeICTBEHHOI0 KOMUTeTa, 2022), pp. 24-25.
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or content of messages, does not require a court decision' (the latest
case law of the European Court of Human Rights, however, proceeds
from the requirement of a court decision for certain types of sub-
scriber data as well, such as details of the user of a dynamic Internet
protocol address®), and consequently, in the international dimen-
sion, does not require going through a lengthy judicial assistance
procedure either. Such data may be provided to foreign counterparts
through INTERPOL or other police channels (among others, through
law enforcement liaison officers accredited at embassies), as well as
directly by the authorities conducting preliminary investigations or
operational search activities. For instance, identifying foreign users
of the Blue Whale Challenge and other child suicide games hosted
on some Russian social media platforms (that are popular outside
Russia, in Russian-speaking countries and among expat communi-
ties) and putting minors out of harm’s way has been possible by way
of overseas agents applying directly to Russian law enforcement, in
particular the RF Investigative Committee, or through foreign police
liaison officers stationed at embassies in Russia, or INTERPOL, or
SPOCs, to promptly establish the potential victim’s identity behind
their user accounts. The Russian law enforcement also regularly
and spontaneously tipped off their foreign counterparts regarding
such communications.

When Russian authorities are required to produce stored data on
the content of messages or on connections, to monitor and record
conversations or the content of other messages, or to collect con-
nections data in real time, or to carry out operational search mea-
sures (such as control of communications, wiretapping, capturing
information from technical communications channels or obtaining
computer information), as a result of which one gathers historical
or prospective connections data (including cell site and triangula-

! Resolutions of the RF Supreme Court of 30 Mar. 2016 No. 82-AJ116-1, of 11
Oct. 2016 No. 82-A/116-5.

% Benedik v. Slovenia, no. 62357/14, 24 Apr. 2018, ECHR; Conditions for obtaining
subscriber information in relation to dynamic versus static IP addresses: overview
of relevant court decisions and developments. Discussion paper prepared by the
Secretariat in cooperation with T-CY members of the Protocol Drafting Group.
Strasbourg, Version 25 Oct. 2018, T-CY (2018)26. See also: Directive (EU) 2019/713 of
the European Parliament and of the Council of 17 Apr. 2019 on combating fraud and
counterfeiting of non-cash means of payment and replacing Council Framework
Decision 2001/413/JHA.
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tion data) or content data, in compliance with the requirements of
Russian law for the permissibility of these actions depending on
the category of a criminal offence,'foreign authorities should send
arequest for legal assistance asking to carry out such investigative
or other procedural actions or operational search measures, and if
it is prescribed or permitted by law of their state, attach to such a

! In Russia, threshold values of categories of crimes (which are not below the
medium gravity, and therefore fall within the conventional concept of a “serious
crime” by virtue ofart. 15 of the RF Criminal Code, art. 2 of the Palermo Convention,
and other conventions) are used in relation to real-time collection (interception)
of data on the content of communications, i.e. monitoring and recording
conversations (art. 186 RF CPC), wiretapping of telephone or other conversations,
and operational experiment (art. 8 of the Federal Law “On Operational Search
Activities”).

The assessment of intrusiveness and permissible thresholds of encroaching
on personal privacy and secrecy of communication for law enforcement purposes
varies widely throughout states, and consequently, ideally, seriousness/gravity of
an offence cannot be taken to represent a one-size-fits-all attribute with respect
to (electronic) evidence collection.

See also: Statement of the Delegation of the Russian Federation at the Fifth
Session of the Ad Hoc Committee to Elaborate a Comprehensive International
Convention on Countering the Use of Information and Communications Tech-
nologies for Criminal Purposes (Vienna, 11-21 April 2023) related to International
Cooperation. URL: https://www.unodc.org/unodc/en/cybercrime/ad_hoc_com-
mittee/home, accessed Apr. 14, 2023; B.®. Baciokos, “IIponenypsl oaydeHust
CBEJIEHUH O COJep)KaHUM 3JIEKTPOHHBIX COOOIIEHNH NIpU pacciefoBaHUU
MIPeCcTyIJIEHNH B yTOJOBHO-IIPOLIeCCyaJTbHOM 3aKOHOAATeIbCTBe Poccuiickon
denepanuu u Pecny6sinku Kasaxcran” [Procedures for obtaining information
on the content of electronic messages during the investigation of crimes in the
criminal procedure legislation of the Russian Federation and the Republic of
Kazakhstan], Paccaedosanue npecmynienuii: npobiemvt U nymu ux peuleHus
4(14) (2016), pp. 124-129; B.®. Bacokos, “OcMOTp, BbIEMKA 3JIEKTPOHHBIX CO-
o0IIeHni 1 NoJTy4eHre KOMIbIoTepHON MHpopmanuu” [Inspection, seizure
of electronic messages and obtaining computer information], Yzoz06Huvtil npo-
yecc 10 (2016), pp. 64-67; C.B. MupoHoB, “O Heobxo00umocmu KOHKpemu3ayuu
0nepamueHo-po3biCKHO20 MEPONPUAMUS CHAMUE URPOPMAYUU C MEeXHUUEeCKUX
KaHan08 853U U 00ve0uHeHUss modc0ecmeeHHbLX Onepamu8Ho-po3blCKHbLX
Meponpusmuli 6 eduHoe onepamusHo-po3vickHoe Meponpusmue” [On the need
to specify the operational search measure in the form of capturing information
from technical communications channels and combine the equivalent opera-
tional search measures into a single operational search measure], in YrosoBHbII
IIpolecC ¥ KpUMUHAJJUCTUKA: TeOPHs, IPAKTUKa, AugaKkTuKa (KoH(IUKTH 1
KOH(MJIUKTHBIE CUTYaIIUH B 1OCY1eOHOM IIPOU3BOJICTBE II0 YTOJOBHOMY JI€JTY
u B cyje; OcoOeHHOCTH IIpernojaBaHusA YTOJI0BHOTO IIPOIECCa ¥ COBpeMeHHast
YroJIOBHO-IIpOIleccyasibHasA npakTuka): Co. MaTep. BCepoc. Hay4.-IPaKT. KOH-
depennuu (57-e KpUMUHAJUCTUYEeCKUE YTeHUs1) (M.: AkamemMus ypaBJeHUs
MBJ Poccup, 2016), pp. 710-716.

72



Collection and use of Electronic Evidence in the Framework of international...

request the respective decision of a foreign court or other competent
judicial authority.

Incoming foreign requests for the (reactive) preservation of traf-
fic or content data get processed taking into account the maximum
allowable periods of the (proactive) retention of these data estab-
lished by the legislation of the Russian Federation, and that after
their expiry the data are automatically deleted.' Currently, there is
a need for establishing in the Russian legislation the right, power
and obligation of telecom operators, organizers of information dis-
semination on the Internet, proprietors or other possessors of tech-
nological communication networks having a unique identifier of the
aggregate of communication means and other technical means on
the Internet (autonomous system number) and hosting providers to
preserve electronic evidence, as well as specific permissible time
limits for such preservation, at the request of a competent authority
of aforeign state related to the investigation or judicial proceedings
in a criminal case, in excess of the retention periods under the cur-
rent law, in cases of expiration of the latter, as well as establishing
administrative liability for violation of such an obligation.” This
actually also applies to data preservation by Russian service provid-
ers at requests of Russian law enforcement and judicial authorities.
In addition, such preservation constitutes an international legal
obligation that is to be implemented in domestic law.’

As a general rule, neither a foreign request for legal assistance
nor a foreign court or equivalent judicial decision would be required
where an investigator transfers the above mentioned data abroad
under art. 161 RF CPC on his own initiative (spontaneous informa-
tion) or otherwise decides to disclose data from his criminal case
file at his discretion, or where the data are transferred within an
international joint investigative team as part of its activities.

! See, e.g.: Resolution of the RF Government of 12 Apr. 2018 No. 445 “On
approval of the Rules for the storage by telecom operators of text messages of users
of communications services, voice information, images, sounds, video and other
messages of users of communications services” (para. 8).

% Such preservation period is usually 90 days, with the possibility of its exten-
sion (e.g., under the US legislation and the Budapest Convention).

3 Agreement on Cooperation of the Member States of the Commonwealth of
Independent States in Combating Crimes in the Sphere of Information Technolo-
gies of 28 Sept. 2018 (art. 5(u)); Draft United Nations Convention on Countering
the Use of Information and Communications Technologies for Criminal Purposes.
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Due to the fact that traffic and content data are covered by
secrecy of communication, and their receipt in accordance with
international treaties is considered a coercive measure, normally
requiring a court decision or in a number of countries, a decision
of a public prosecutor, the simplified expedited procedures for di-
rect communications between the competent state authorities in
sending and executing MLA requests provided for by treaties, are
generally not applicable to the requests for legal assistance atissue,
in particular due to the respective declarations and reservations
of the Russian Federation to the treaties (for example, to the 2001
Second Additional Protocol to the European Convention on Mutual
Assistance in Criminal Matters). Communications on these types
of legal and law enforcement assistance are ordinarily carried out
through the RF Prosecutor General’s Office as a central authority.

No coercive or compulsory measures may be used in executing
foreign requests for legal assistance in cases of criminal offences
under foreign law that are qualified by Russian law as administrative
offences or constitute neither a criminal nor an administrative of-
fence (the absence of dual criminality). Forinstance, thereis alarge
number of Belarusian requests for legal assistance in criminal cases
of computer fraud, which, under Russian law, is considered petty
theft (an administrative offence). Such requests, on the instructions
of the RF Prosecutor General’s Office, are executed in accordance
with art. 29.1.5 of the RF Code of Administrative Offences of the
Russian Federation by the authorities handling cases on adminis-
trative offences, including the warning of participants of requested
procedural actions of administrative responsibility under arts.
17.7, 17.9 and 19.26 of the RF Code of Administrative Offences and,
where required by the requestor, also under their country’s crimi-
nal law, but not under Russian criminal law." In exceptional cases,
such requests for assistance in criminal cases can, nonetheless, be
executed by criminal investigation authorities, in particular on the
instructions of the public prosecutor, in accordance with art. 457
RF CPC, including interrogations of suspects or accused persons,
provided that the measures of procedural coercion set out in RF
CPC are not applied, and without warning the participants of the

! Apprising of the criminal liability for refusal to testify, knowingly false testi-
mony (perjury), false accusation and unauthorized disclosure of the investigative
information.
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requested actions about the above mentioned responsibility under
the criminal law of the requested state.

Those two categories of requests must not allow the conduct of
requested investigative or other procedural actions or operational
search measures interfering with the fundamental human rights
and freedoms (coercive measures), which, as a general rule, depend-
ing on the country, require a decision of a court, judge or public
prosecutor (human rights criterion). In the Russian Federation,
such intrusive actions restricting the constitutional rights of an
individual and a citizen and requiring a court sanction are enumer-
ated in arts. 12-13 and 29 RF CPC and arts. 8-9 of the Federal Law
“On Operational Search Activities”.

Thus, arequest for international assistance may only be executed
insofar as the requested measure is allowed under the domestic
law of the requested state, where appropriate subject to judicial
authorization or its equivalent, hence a default ground for refusal
of assistance would be the sought measure’s inapplicability in a
similar domestic case or that it is contrary to the requested state’s
domestic law, for example, where the investigated offence lacks
dual criminality.’

The counter-terrorism and other sectoral conventions, which lay
down the obligations of their parties to establish responsibility for
the offences or unlawful acts they define, at the same time oblige
the parties to provide each other assistance only in criminal mat-
ters. Meanwhile, the corporate liability for the offences prescribed
by these conventions may be criminal, civil or administrative. This
alternative formula is included in most contemporary multilateral

! The respective treaty ground for refusal of assistance is discretionary and
may be applied in each individual case either formally by the central authority
or, factually, by a court denying authorization for the requested action. See: UN
Convention against Transnational Organized Crime (art. 18(21)(c)); UN Convention
against Corruption (art. 46(9, 21(c)); Explanatory Report to the Council of Europe
Convention on Laundering, Search, Seizure and Confiscation of the Proceeds
from Crime and on the Financing of Terrorism. Warsaw, 16.V.2005, p. 35, para.
224; UNODC Revised Manual on the Model Treaty on Mutual Assistance in Criminal
Matters, p. 89, para. 88; G. Vermeulen, W. De Bondt and C. Ryckman, Rethinking
international cooperation in criminal matters in the EU. Moving beyond actors,
bringing logic back, footed in reality (Antwerpen-Apeldoorn-Portland: Maklu, 2012),
pp. 140-145; Directive 2014/41/EU of the European Parliament and of the Council
of 3 Apr. 2014 regarding the European Investigation Order in criminal matters (“in
asimilar domestic case”).
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global and regional (in particular, the Council of Europe) anti-crime
treaties. Such administrative liability of legal persons for criminal
offences (crimes) is also prescribed by the Convention on Cyber-
crime (art. 12), therefore, such substantive conventional provisions
can serve as the basis for the application of procedural provisions of
these treaties concerning the obligations of the parties to cooperate
in criminal matters, equally in respect of cases on administrative
offences against legal persons charged with the commission of acts
covered by the convention.

It should be taken into account that terminological designations
(and even more so the translations thereof) of categories of offences
cannotserve per seas a criterion for the applicability of treaties or do-
mestic legislation on administrative offences, since they differ from
country to country; they should be distinguished from criminal of-
fences or crimes (felonies and misdemeanors) based on by which law
(criminal or administrative) of the requesting or requested state they
are proscribed. The most unambiguous in this regard are authentic
texts drawn up in onelanguage, of treaties between countries having
common legal traditions and systems, for example, those concluded
within the Commonwealth of Independent States. For instance,
the 2018 Agreement on Cooperation of the CIS Member States in
Combating Crimes in the Sphere of Information Technologies (arts.
2-3 and 5) uses the concepts of a “criminally punishable act” and
a “crime”, providing for specific forms of cooperation, including in
the prevention of these crimes, which may also cover the interaction
of the parties in cases of administrative offences.'

Specific forms of cooperation in the fight against both crimes
and administrative offences are set forth in treaties on international
information security,” which either contain a direct indication as
to the interaction in the field of administrative offences, or use the

! When ratifying the Agreement, the Russian Federation made a reservation
to the effect that it reserves the right to consider the acts proscribed by particular
provisions ofart. 3 of the Agreement (criminally punishable acts), both as criminally
punishable in accordance with the RF Criminal Code, and as administratively
punishable in accordance with the RF Code of Administrative Offences (Federal
Law of 1 July 2021 No. 237-FZ “On ratification of the Agreement on Cooperation
of the Member States of the Commonwealth of Independent States in Combating
Crimes in the Sphere of Information Technologies”).

% See, e.g.: the Agreement between the Government of the Russian Federation
and the Government of Turkmenistan on cooperation in the field of ensuring
international information security of 5 Apr. 2019.
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concept of an “offence” (sometimes in tandem of “crimes and other
offences”), covering both criminal and administrative offences,
and also, less often, deal with cooperation of the parties in the law
enforcement field in general, countering illegal activities, ensuring
public order, law and order, and security.

Judicial and extrajudicial removal of content or other restric-
tions imposed on access to information resources provided for by
the legislation of the Russian Federation can also be undertaken on
the basis of eligible foreign requests and communications to block
relevant information, given that they comply with the provisions
of the Russian law.

As was mentioned above, identification of the device which ac-
cessed the Internet may not always be possible due to the Internet
provider lacking the technical capability to do it. Using the software
that conceals or disguises/substitutes the user’s IP address (Tor
and other proxy servers, anonymizers, VPNs with zero-log policy,
etc.) can make his or her identification challenging, but basically it
remains possible, which is also the case when one uses pools of IP
addresses distributed by NAT (Network Address Translation) tech-
nology, where the same external IP address can be simultaneously
allocated to many subscribers.'

! A variation of CGNAT (LSN) (Carrier-Grade NAT), in which one public IP
address in the fourth version of the Internet Protocol (IPv4) is used to provide
access to the Internet for a random (dynamic) list of internal IP addresses of
subscribers. The use of this technologyis primarily caused by the exhaustion of IPv4
addresses and the insufficient implementation of the sixth version of the Internet
Protocol (IPv6), which significantly expands the number of IP addresses. Since
this technology selects dynamically which internal IP addresses of subscribers
will use the public IP address, several hundred and even thousands of subscribers/
end-users can simultaneously be logged at this IP address. Therefore, to determine
the specific internal IP address of the subscriber/end-user that used the public IP
address, itis necessary to know the precise time of the subscriber/end-user’s access
session and connections, the IP address and the source port of this access. However,
the source port number information required for subscriber identification is
not logged at internet-facing servers or retained by a lot of service providers,
which makes attribution difficult or impossible based on the lists of hundreds or
thousands of subscribers. See: Common challenges in combating cybercrime. As
identified by Eurojust and Europol. Joint Report. June 2019, pp. 6-8.

In accordance with the Rules for the interaction of telecom operators with
authorized state bodies carrying out operational search activities, approved by
Resolution of the RF Government of 27 Aug. 2005 No. 538 (para. 13), data on NAT
transmissions are transferred by a telecom operator directly to the equipment of
the control points of the national security agencies, without the telecom operator
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When executing a foreign request to establish a subscriber’s
dynamic IP address, if the request does not contain indispensable
accurate data on the time of access to an information resource on the
Internet, up to asecond, including information on the time zone, the
IP address of the visited resource, the protocol name or port number
through which the connection was made, service providers usually
produce very large sets of subscriber data, a priori collaterally scoop-
ing up dragnets of personal data pertaining to dozens of uninvolved
or otherwise irrelevant citizens (data mining), the permissibility of
transferring which to foreign requestors for their own subsequent
filtering, collation, matching and further analysis is evaluated in
each specific case, taking account of the practical possibility for
the foreign initiator to specify or narrow down their request, the
necessity and proportionality of the cross-border transfer of such
personal data, based on the provisions of the Federal Law of 27 July
2006 No. 152-FZ “On Personal Data”, in particular its art. 12 (cross-
border transfer of personal data). Otherwise, such across-the-board,
indiscriminate and excessive personal data normally cannot be
shared with foreign counterparts.

Some countries explicitly prohibit foreign requests to search
for evidence (fishing expedition) in their territory, for example,
information about whether a person holds any bank accounts in
the requested state.

If there exist relevant legal grounds, anonymization of partici-
pants of the requested proceedings (art. 166(9) RF CPC) can be ap-
plied if it is necessary to ensure their safety, especially where they
turn out to be fully uninvolved in any illicit activities; their personal
and other identifying data may be excluded (deleted altogether or
blacked out) from the files prepared to be transferred abroad, in-
cluding by editing pre-made copies of records of interrogation and
other records.” This approach is consistent with the principles of
proportionality and necessity and data protection requirements.

themselves having either access to the relevant information system or technical
capability of establishing to what specific subscribers the sessions of a certain IP
address relate.

! Dieinternationale Rechtshilfe in Strafsachen: Wegleitung [International legal
assistance in criminal matters: Guidance]: 9. Aufl. 2009 (Rechtsprechung Stand Mai
2010) (Bern: Bundesamt fiir Justiz, Fachbereich Rechtshilfe, 2009): Ziff. 2.1.3, S. 17.

2 A similar procedure is prescribed by art. 2 of the Regulation of the Federal
Council of the Swiss Confederation on International Legal Assistance in Criminal
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In many cases, the subscriber is registered under fictitious per-
sonal data, and the address indicated by him or her either does not
exist, or the person of interest does not reside there; or the criminals
use unwitting people’s compromised bank or personal data for
cover (identity thefts), or the equipment or device of the user being
investigated for possible involvement in the offence had been in-
fected with malware, or the persons who cashed out or transferred
the stolen money or goods are just “mules”. To fill in evidence gaps
in such cases, one carries out questionings of witnesses and sus-
pects, confrontations, seizure of equipment and computer forensic
examinations.'

If the citizens concerned are persons who provide or provided
confidential assistance to the authorities engaged in operational
search activities, this is explicitly communicated to the RF central
authority for international legal and law enforcement assistance in
the manner established by law (art. 21 of the Federal Law “On op-
erational search activities”). At the same time, for example, if such
persons provided their personal data or bank details for the com-
mission of crimes, their actions may contain elements of crimes, for
instance, proscribed by art. 174 of the RF Criminal Code.

If, in the course of consideration or execution of a foreign request
by Russian authorities, one discovers the elements of a crime falling
under the jurisdiction of the Russian Federation (arts. 11-12 of the
RF Criminal Code), in particular, if there is information about the
presence of a person involved in the crime on the territory of the Rus-
sian Federation, Russian authorities normally initiate the transfer to
Russia from the requesting foreign authority of copies of materials
of the relevant foreign criminal case file, including statements or
other crime reports, documentary evidence of damage to victims
(bank statements, etc.), computer forensic expert opinions, samples
of malicious software, by way oflegal or law enforcement assistance,

Matters of 24 Feb. 1982 (IRSV) (“Removal of data”): If a document contains data
that may not be transferred abroad, the executing authority shall make a copy or
a photocopy from which the data to be kept secret have been omitted. It notes the
fact, the place and the reason for the omission on the document and certifies that
the document otherwise correspondsin all parts to the original. The same applies
mutatis mutandis to other information carriers.

! Methodological recommendations for exercising prosecutorial supervision over
the execution of laws in the investigation of crimes in the field of computer information
(Moscow: Prosecutor General’s Office of the Russian Federation, 2013), 25 p.
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in order toresolve the issue of instituting criminal proceedings and/
or initiating a criminal intelligence case in the Russian Federation,
and, especially if the Russian Federation refuses to extradite the
accused to the foreign state, it is expedient to initiate the transfer of
his or her criminal prosecution to the Russian Federation.'

When organizing domestic pre-investigation probes and investi-
gations into such facts, only on the basis of an initial foreign request
for the conduct of certain procedural actions, it should be carefully
weighed, to what extent the performance of actions not requested by
foreign partners, for example, an interrogation of a suspect, within
those own domestic investigations, would contradict the interests
of a foreign investigation and the requirements for confidentiality
of the fact of existence and substance of a foreign request, where
possible, also by way of coordination, preliminary consultations
and approvals with the foreign initiators of the request.

In 2021, the second edition of the Practical Guide for Request-
ing Electronic Evidence across Borders, jointly prepared by the UN
Office on Drugs and Crime, the UN Security Council’s Counter-
Terrorism Committee Executive Directorate and the International
Association of Prosecutors in cooperation with a number of struc-
tures of the European Union, was released (for law enforcement
and judicial use only), representing to date the most comprehensive
guidebook for law enforcers and judiciary, containing the algorithm
of collecting electronic evidence in international cooperation, de-
tailed information on national and international legal frameworks
in force in this field, rules of key ICT service providers concerning
their processing of requests from foreign competent authorities
for preservation and production of electronic evidence, including
their voluntary and emergency disclosure without a request for
international legal assistance, the legal capacities of countries for
fulfilling foreign requests for monitoring and recording (real-time
interception®) of communications. Information regarding the modes

! Recommendation No. R (85) 10 of the Committee of Ministers to Member
States concerning the practical application of the European Convention on Mutual
Assistance in Criminal Matters in respect of letters rogatory for the interception
of telecommunications (Adopted by the Committee of Ministers on 28 June 1985
at the 387th meeting of the Ministers’ Deputies) (para. 5).

? See also: Recommendation No. R (85) 10 of the Committee of Ministers to
Member States concerning the practical application of the European Convention
on Mutual Assistance in Criminal Matters in respect of letters rogatory for the
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of data preservation and production established by states and/or
providersis periodically updated and supplemented. The Guide also
highlights some challenges and practical solutions concerning the
admissibility of e-evidence, its presentation in court, encryption,
“cloud jurisdiction”, virtual private and peer-to-peer networks, proxy
servers, the quasi-judicial role of service providers, human rights
aspects of the circulation of electronic evidence, provides templates
and model request forms.'

The extensive EU country material on electronic evidence, in-
cluding the regimes for its retention and preservation, receipt and
provision from abroad, is contained in “Fiches Belges” database, a
tool of the European Judicial Network.?

In 2019, the Committee of Ministers of the Council of Europe
adopted Guidelines on electronic evidence in civil and adminis-
trative proceedings, which are also relevant for use in criminal
proceedings.’

§ 2. Cross-Border Access to Information Systems,
Information and Telecommunications Networks and Data
for the Purpose of Gathering Electronic Evidence.
International Information Security

Cyberspace includes a number of levels (layers), the central of
which is the logical (virtual, digital) level that has no material geo-
graphic boundaries. At the same time, the physical, technological
substrate (carrier) of cyberspace is comprised of the ICT infra-
structure, hardware and software, geographically localized within
particular states, which includes, among others, the equipment of
end-users (they, in turn, constitute the social layer), as well as ICT

interception of telecommunications (Adopted by the Committee of Ministers on
28 June 1985 at the 387th meeting of the Ministers’ Deputies).

! The Practical Guide for Requesting Electronic Evidence across Borders (Vienna:
United Nations, 2021), 241 p.

% Fiche Belge on electronic evidence. URL: https://www.ejnforum.eu/cp/e-
evidence-fiche/223/0, accessed Dec. 12, 2023.

® Guidelines CM(2018)169-add1final of the Committee of Ministers of the
Council of Europe on electronic evidence in civil and administrative proceedings
(Adopted by the Committee of Ministers on 30 Jan. 2019, at the 1335th meeting of
the Ministers’ Deputies), Explanatory Memorandum.
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service providers and other data custodians having the concrete

“nationality”.!

The exercise of extraterritorial jurisdiction to enforce in cyber-
space is associated with the need to comply with the fundamental
international legal principles in it.”

State sovereignty and international norms and principles that
flow from sovereignty (such as non-intervention or non-interference
in the internal affairs of other States) apply to State conduct of ICT-
related activities and to their jurisdiction over ICT infrastructure
within their territory.®

Apartfrom the jurisdictional criterion of the location of informa-
tion infrastructure objects (information systems and information
and telecommunications networks) in the internal geographic space
of the state, there also exist grounds for establishing and exercising
prescriptive and enforcement state jurisdiction in the information

! See also: I.B. Kpacukos, H.H. Jlunkuna, ITpunyun meppumopuaibHozo
cysepeHumema U KOHUenyus deiumumayuu wpucukryuil 2ocydapcms 8
Kubepnpocmparcmaee: monozpagus [The principle of territorial sovereignty and
the concept of delimitation of states’ jurisdictions in cyberspace: monograph]
(Caparos: 111 «Hayka», 2021), 153 p.; J. Wasilewski, Cyberprzestepczosé¢ — wybrane
aspekty prawnokarne i kryminalistyczne: praca doktorska [Cybercrime: selected
criminal law and criminalistics aspects: doctoral thesis] (Biatystok: Uniwersytet
w Biatymstoku, 2017), 428 s.

% Seeinmore detail: IT.A. JIuTBUIIKO, “TparcepaniuuHble ONepamueHo-pasoick-
Hble meponpusmus u cledcmeeHHble delicmeus 6 céeme nNOCAeOHUX USMEHEHUT
anmumeppopucmuueckozo 3sakorodamenvcmea Poccuu” [Cross-border operational
search measures and investigative actions in the light of recent changes in the
counter-terrorism legislation of Russial, in OnTumMusanus nesiTeJJbHOCTH Opra-
HOB IIpeJIBapUTEJIbHOIO CJIeICTBUS U JO3HAHUSA: IPABOBbIE, YIIPaBJIeHYECKUE U
KPUMHUHAJIUCTAYECKHE IPO0JIeMbl: COODHUK HayYHBIX cTaTell MeskJyHapOIHOM
Hay4YHO-IIpaKTU4ecKoi KoHdepennuu / nox pen. .IT. MoskaeBoit (M.: AkagemMust
ynpassaenus MBJl Poccun, 2017), pp. 352-358.

® UN General Assembly Resolution 73/27 of 5 Dec. 2018 “Developments in
the field of information and telecommunications in the context of international
security” reaffirming the set ofinternational rules, norms and principles of respon-
sible behaviour of States, enshrined in the reports of the Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in
the Context of International Security, concerning the applicability of international
law to State use of ICTs.

See also: E. 3unoBseBa, C. IIluTeKoB, “lIdpoBoii CyBEpEHUTET B IPAKTUKE
Me)kIyHapoaHbIX oTHomeHui” [Digital sovereigntyin the practice of international
relations], MexcOyrapodrnas scusus 3 (2023), pp. 38-51; C.B. Kopocreuiés, “IIpo-
6J1ema onpesiesieHns1 00'beMa CyBepeHHbIX I0JTHOMOYH I rOCyAapCcTBa B U(POBYIO
anoxy” [The problem of determining the scope of sovereign powers of the state in
the digital era], Ynpaeaenueckoe koncyromuposatue 6 (2020), pp. 41-49.
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space with respect to computer data stored, transmitted or otherwise
processed using information systems (servers) and communica-
tions networks located in other countries. These grounds can be the
following: the “targeting criterion”, that is the orientation of such
information resources towards the territory of the state (which may
be inferred from the language, payment currency, options offered
for delivering goods or providing services, domain name, etc. used
on these resources), interactivity of the portal (website), factual
consequences of its operator’s intentional actions from abroad that
unfold on the territory of the state, as well as the accessibility of
these information resources from the territory of the state (the last
one per se, as arule, is not recognized as sufficient). These criteria,
in addition to the geographical criterion, were developed mainly
by international and national private law," and are reflected in the
materials of the interpretation of the 2001 Budapest Convention on
Cybercrime.?

The main legal acts that determine the jurisdiction of the Rus-
sian Federation (both substantive (prescriptive) and procedural
(enforcement)) in the information space, are the following.

The definition of the information infrastructure of the Russian
Federation is given by the strategic planning document, Decree of
the President of the Russian Federation of 5 December 2016 No. 646
“On Approval of the Doctrine of Information Security of the Russian
Federation” (para. 2), as “a combination of informatization objects,
information systems, Internet websites and communication net-
works located in the territory of the Russian Federation, as well as
in the territories under the jurisdiction of the Russian Federation or

! J.Worona, Cyberprzestrzeri a prawo miedzynarodowe. Status quo i perspektywy:
rozprawa doktorska [Cyberspace and international law. Status quo and prospects:
doctoral dissertation] (Biatystok: Uniwersytet w Biatymstoku, 2017), s. 80, 84, 97-99,
104-106, 137-138; J. Worona, Cyberprzestrzei a prawo miedzynarodowe. Status quo i
perspektywy[Cyberspace and international law. Status quo and prospects: doctoral
dissertation] (Warszawa: Wolters Kluwer, 2020), 488 s.

? T-CY Guidance Note #10: Production orders for subscriber information (Article
18 Budapest Convention) adopted by the T-CY following the 16th Plenary by written
procedure (28 Feb. 2017) (T-CY(2015)16 of 1 Mar. 2017). This guidance note defines
the notions of the “offering services in the territory of a Party” and the “real and
substantial connection” of a service provider to that Party.

83



CHAPTER 2

used under international treaties to which the Russian Federation
is a party”.!

Federal Law of 31 July 2020 No. 259-FZ “On Digital Financial As-
sets, Digital Currency and on Amendments to Certain Legislative
Acts of the Russian Federation” (art. 14) determines that the objects
of the Russian information infrastructure encompass domain
names and network addresses located in the Russian national do-
main zone, information systems, the technical means of which are

located on the territory of the Russian Federation, and complexes

! There are a number of legal acts regulating the issue of data localization.

In accordance with para. 31 of the Decree of the President of the Russian
Federation of 9 May 2017 No. 203 “On the Strategy for Development of the
Information Society in the Russian Federation for 2017-2030”, in order to protect
data in the Russian Federation, it is necessary, among others, to ensure the
processing of data on Russian servers with electronic interaction of persons
located on the territory of the Russian Federation, as well as the transfer of such
data on the territory of the Russian Federation using communication networks of
Russian operators.

According to art. 18 of Federal Law of 27 July 2006 No. 152-FZ “On personal
data”, when collecting personal data, including through the use of the Internet,
the operator is obliged, as a general rule, to ensure recording, systematization,
accumulation, storage, clarification (update, change), and extraction of personal
data of citizens of the Russian Federation with the use of databases located on
the territory of the Russian Federation. The RF Code of Administrative Offences
(art. 13.11(8) (violation of the legislation of the Russian Federation in the field of
personal data)) establishes administrative liability for failure by the operator to
fulfill this obligation.

Accordingto art. 13 of Federal Law of 27July 2006 No. 149-FZ “On information,
information technologies and information protection”, technical means of
information systems used by state bodies must be located on the territory of the
Russian Federation. Operators of state information systems should not allow,
when operating information systems, to use databases and technical means
situated outside the territory of the Russian Federation that are not part of such
information systems; when operating information systems, they are obligated to
use computing capacities of a hosting provider who deploys technical means used
for providing computing capacity to place information in the information system
permanently connected to the Internet, on the territory of the Russian Federation.
In addition, operators of state information systems, when creating or operating
information systems, as well as interacting in an electronic form, inter alia, with
citizens (natural persons) and organizations, are not entitled to use information
systems and/or programs for electronic computing machines functioning through
theuse of the Internet, thatbelong to foreign legal persons and/or foreign nationals,
except for cases established by the RF Government. Violation of said obligation
entails administrative liability (art. 13.27.1 (Violation of the requirement to place
technical means ofinformation systems on the territory of the Russian Federation)
of the RF Code of Administrative Offences).
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of software and hardware means located on the territory of the
Russian Federation; user equipment located on the territory of the
Russian Federation.

For the purposes of art. 5 (state system for detecting, prevent-
ing and eliminating the consequences of computer attacks on
information resources of the Russian Federation) of the Federal
Law of 26 July 2017 No. 187-FZ “On the Security of the Critical In-
formation Infrastructure of the Russian Federation”, “information
resources of the Russian Federation” are comprised of “informa-
tion systems, information and telecommunication networks and
automated control systems located on the territory of the Russian
Federation, in diplomatic missions and (or) consular posts of the
Russian Federation”.!

Federal Law of 1 July 2021 No. 236-FZ “On the Activities of For-
eign Persons on the Information and Telecommunications Network
“Internet” in the Territory of the Russian Federation” (informally,
the law on “landing” of foreign IT companies in Russia) (art. 4),
regulating the problem of localization of data,” gives a definition
of a foreign person operating on the Internet in the territory of the
Russian Federation, against whom compulsory enforcement mea-
sures may be applied to make it comply with the requirements of
the legislation of the Russian Federation.

Laws and by-laws in the field of communications and information
referred to in this work establish the relevant obligations of foreign
organizations and foreign citizens, who are determined based on
the criterion of their services or other activities being directed at
the target audience in the Russian Federation; some of those duties
consist in identification and authentication of users and storage of
information exclusively in the territory of the Russian Federation
(datalocalization) (for example, arts. 10', 10>, 10°~107 (obligations of

! The Law contains the incomplete list of state foreign missions (only dip-
lomatic missions and consular posts). See, e.g.: the Federal Law “On the Public
Prosecutor’s Office of the Russian Federation” (art. 39'), which contains a complete
list of state foreign missions of the Russian Federation (“diplomatic missions and
consular posts of the Russian Federation, missions of the Russian Federation to
international organizations, other official representations of the Russian Federa-
tion and representations of federal executive bodies located outside the territory
of the Russian Federation”).

? Counter-Terrorism Committee Executive Directorate (CTED). The Srate
of International Cooperation for Lawful Access to Digital Evidence: Research
Perspectives. CTED Trends Report. January 2022, 33 p.
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the organizer of information dissemination on the Internet, hosting
provider and some other custodians) of the Federal Law of 27]July
2006 No. 149-FZ “On information, information technologies and
information protection”), and the corresponding liability for their
violation (Ch. 13 (administrative offences in the field of communica-
tions and information) of the RF Code of Administrative Offences).'

The substantive jurisdiction of states in relation to relevant acts
in the information space (in particular, the establishment of man-
datory territorial jurisdiction based on the criteria of the physical
presence of the offender in the country’s territory or the use of the
information system in the country’s territory when committing an
offence) is regulated by particular provisions of the sources of Euro-
peanlaw: the directives of the European Parliament and Council of
the European Union of 2019 on Combating Fraud and Counterfeiting
of Non-Cash Means of Payment,2 of 2015 (as amended in 2018) on
the Prevention of the Use of the Financial System for the Purposes
of Money Laundering or Terrorist Financing,® of 2013 on Attacks

! See on the Belgian court ruling regarding the Skype messenger located in
Luxembourg: Cybercrime Judicial Monitor. Issue 5 — December 2019 (The Hague:
Eurojust, 2019), pp. 6-8; The Practical Guide for Requesting Electronic Evidence
across Borders (Vienna: United Nations, 2021), p. 78.

The essence of the decisions of the Supreme Court of Belgium regarding
“Yahoo!” onrequests for subscriber information (2015) and regarding “Skype” on
requests for content data (2019) was subsequently reflected in the provisions of
the Belgian Criminal Procedure Code on the obligations of providers rendering
services in Belgian territory to comply with Belgian warrants for the production
of evidence.

See, e.g.: “Facebook moracus B Poccuu mrpadsi Ha 17 MutH py6seii” [Facebook
paid out its 17 million rubles fines in Russia], Bedomocmu, 19 Dec. 2021. URL:
https://www.vedomosti.ru/business/news/2021/12/19/901441-facebook, accessed
Mar. 6, 2022.

% Directive (EU) 2019/713 of the European Parliament and of the Council of
17 Apr. 2019 on combating fraud and counterfeiting of non-cash means of payment
and replacing Council Framework Decision 2001/413/JHA (art. 12).

The preparatory materials for this directive (Procedure 2017/0226/COD) reflect
the process of resolving the problem of a positive conflict of territorial jurisdictions
of the EU countries based on the criteria of the physical presence of the offender in
the country’s territory or use of the information system in the country’s territory
when committing an offence.

3 Directive (EU) 2015/849 of the European Parliament and of the Council of
20 May 2015 on the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing, amending Regulation (EU) No 648/2012
of the European Parliament and of the Council, and repealing Directive 2005/60/
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against Information Systems,' as well as the Council Framework
Decision of 2008 on Combating Certain Forms and Expressions of
Racism and Xenophobia by means of Criminal Law.*

The procedural jurisdiction of a state over information systems,
networks and data, based on the localization of the service pro-
vider/data custodian or their operations, is illustratively defined in
relation to a requested state in the UNODC Model Law on Mutual
Assistance in Criminal Matters: it is the state, in which the service
provider having possession, control or custody of the sought data
is located or established, or through storage, transmission or other
data processing activities, otherwise operates from this state.

At the persistent requests of the Russian delegation’s members at
the Ad Hoc Commiittee to Elaborate a Comprehensive International
Convention on Countering the Use of Information and Communi-
cations Technologies for Criminal Purposes, who also participated
in the work on the said UNODC Model Law, this formula for deter-
mining a requested “touchpoint state”,” in a somewhat reduced
form, along with the criterion of data storage location (location of
the ICT device, computer system in the territory of the requested
state), was included into the draft convention articles dedicated to
international cooperation.*

The Budapest Convention on Cybercrime names as the only
criterion for determining a requested state to be addressed via in-
ternational cooperation the territory of the location of the sought

EC of the European Parliament and of the Council and Commission Directive
2006/70/EC (Consolidated text with EEA relevance).

! Directive 2013/40/EU of the European Parliament and of the Council of 12 Aug.
2013 on attacks against information systems and replacing Council Framework
Decision 2005/222/JHA (art. 12).

% Council Framework Decision 2008/913/JHA of 28 Nov. 2008 on combating
certain forms and expressions of racism and xenophobia by means of criminal
law (art. 9).

3 “A touchpoint describes the connection of a service provider with its users.
Therefore, if a subscriber’s registration information or IP address resolves to a
specific State, this means that State is the touchpoint.” (The Practical Guide for
Requesting Electronic Evidence across Borders (Vienna: United Nations, 2021), p. 241.)

* Statement of the Delegation of the Russian Federation at the Fifth Session of
the Ad Hoc Committee to Elaborate a Comprehensive International Convention
on Countering the Use of Information and Communications Technologies for
Criminal Purposes (Vienna, 11-21 April 2023) related to International Cooperation.
URL: https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/home,
accessed Apr. 14, 2023.
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data (communications to be intercepted, computer systems), which
does not conform with the modern cloud computing reality, rep-
resents an insufficient and outdated approach. The 2022 Second
Additional Protocol to the Budapest Convention rightly substitutes
it for the location of the physical presence of the service provider in
the relevant state.'

The location of data (servers) is actually of lesser value than the
location of a service provider/data custodian having possession,
control or custody of the sought data, or of the provider’s operations
(storing, transmitting or otherwise processing the data) in the cloud
computing environment, where it is normally hard or altogether
unfeasible even for the service provider themselves to identify the
exact location of data flows (the “loss of location” problem). There-
fore, the way for determining a requested state party solely based
on the data storage location is misplaced and not consistent with
the current national practices of requesting this type of judicial as-
sistance from states, whose “nationality” the relevant data custodian
has. A requesting authority is almost never in a position to know
where the service provider may store or otherwise process their data,
on what servers, that may be situated anywhere all over the world.

The exceptions are wiretapping and other kinds of real-time in-
terception of communications or other data, which can be requested
not only from the state of the service provider, but in many if not
most cases, from the states where the following persons or facilities
are located:

the subscriber/user and/or the end-point device belonging to or
used by him or her;

the gateway, terminal or transit equipment or network of the
service provider, through which the data pass.

Substantive criminal jurisdiction of the Russian Federation in
respect of offences athand can be asserted only if they fall under the
provisions of arts. 11-12 of the RF Criminal Code, and its procedural
criminal jurisdiction can be exercised only if there are grounds
enshrined in arts. 2-3 RF CPC.? Determined on a general basis are

! Explanatory Report to the Second Additional Protocol to the Convention
on Cybercrime on enhanced co-operation and disclosure of electronic evidence,
Strasbourg, 12.V.2022, paras. 99 and 128.

% See also: Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations | Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University
Press, 2017), pp. 51-78.
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also territorial investigative and court jurisdictions (arts. 32 and
152 RF CPC).

Contrary to the popular belief that there are no statutory im-
pediments to direct transborder communications, including via
telecommunications, between criminal investigators and private
individuals (potential witnesses etc.) who are abroad on a vol-
untary basis and which do not involve any procedural actions,
in reality, such contacts are generally not considered acceptable
outside the framework of international legal or law enforcement
assistance because it may be a violation of the sovereign territory
of a foreign state.

Countries generally tend to regard remote “intangible” activi-
ties of representatives of a foreign state carried out from within its
territory and physically reaching the persons and objects that are
known to be located in those countries as activities undertaken
within their own territory. Such activities include cross-border
contacts via any telecommunication networks (electromagnetic
systems): terrestrial (landline, cable, for example, fiber-optic
communications, radio relay, tropospheric scatter and other
mobile (wireless) radio communications), space (satellite) radio
communications, in other words, for instance, by telephone,
video conferencing, e-mail, social media, instant messaging on
the Internet with persons knowingly staying and using relevant
end-point equipment on the territory of the country concerned.!

! CY.M. Paulussen, Male Captus Bene Detentus? Surrendering suspects to the
International Criminal Court (Tilburg University, Intersentia, 2010), pp. 45-47, 278—
279,403; A. Deeks, “An International Legal Framework for Surveillance”, Virginia
Journal of International Law 55:2 (2015), pp. 300 and 303-312; S. St. Vincent, “Inter-
national Law and Secret Surveillance: Binding Restrictions upon State Monitoring of
Telephone and Internet Activity”, pp. 2-4, 6, Center for Democracy & Technology, 4
Sept.2014. URL: https://cdt.org/insight/international-law-and-secret-surveillance-
state-monitoring-of-telephone-and-internet-activity/; A.I. BoseBons, IIpasogoe
pe2yruposarie Ho8blX HANPasAeHULl medxcOyHapooHozo compyoHuuecmaa 8 chepe
yeonosHoz20 npoyecca [Legal regulation of the new directions of international co-
operation in the field of criminal procedure] (M.: IOpsmmtuadoOpM™, 2002), p. 312;
A.T.BoseBong, I[lpomusodeiicmaue KOMNbIOMepHbIM NPeCmynieHUsM: NPasosble
0CHO8bL MedcdyHapodHo20 compyOHuuecmea [Counteraction of computer crimes:
legal foundations of international cooperation] (M.: lOpauTtuadopwMm, 2002), p. 240;
N.M. Hypb6ekoB, Takmuko-opeanusayuoHHble 0cObeHHOCcmU 83aumodeiicmeus
npu paccaedosaruu npecmynienutl mexco0yHapooHozo xapaxmepa: Ouc. ... Kauo.
1opud. nayk [Tactical and organizational particularities of interaction in the in-
vestigation of crimes of an international character: PhD in Law dissertation] (M.,
2010), pp. 223-226.
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Thus, the legal fiction of the “territorialization” of cyberspace
is applied.!

The international treaties regulating investigative and judicial
cross-border hearings to obtain testimony by video or telephone
conference, the parties’ declarations and reservations thereto, the
internationallegal principles of sovereign equality of states and non-
interference in the internal affairs of other states imply the prohibi-
tion for carrying out these actions if the country in the territory of
which their participant (interviewed, identifying, being identified,
etc.) islocated does not permit these actions, even in the cases when
there is arelevant request or consent of the participant himself and
there isno need for the assistance of an “intermediary” acting in this
country (its official, or consul of the sending state, lawyer, notary, or
any other private commissioner) who traditionally fulfills functions
of ensuring, proving and certifying the participant’s identity, the
fact of his voluntary participation, and other conditions.

This approach to the physical extraterritorial effect of tele-
communications? is reflected, for example, in art. 20 of the 2000

See also: Criminal Procedure Code of Georgia (art. 113(11-13) on cross-border
interviews by electronic means of communication outside the procedure of
international legal assistance with the consent of the relevant foreign state).

! JL.B. TepeHTheBa, “PasrpanndeHye dKCTPAaTePPUTOPUATLHON U TEPPUTO-
praJIbHOH IopucauKIny B KubepnpoctpaHncTBe” [Delimitation of extraterritorial
and territorial jurisdiction in cyberspace], IIpaso u yugposas skonomura 1(15)
(2022), pp. 41-51.

? Wireless data transmission is carried out through electromagnetic radio
waves which are oscillations of the electromagnetic field propagating through
space which field, in turn, is one of the two forms of existence of the matter, along
with the substance.

On the material nature of the electromagnetic field and related issues, see: A.
JIyKbsIHOBAQ, “OJIEKTPOHHBIN 0(pUIINATbHBIN JOKYMEHT KaK IpeIMET IPeCTYILIIe-
HUsI, IpegycMoTpeHHoro cT. 327 YK P®” [An electronic official document as an
objectofacrime envisaged by art. 327 of the RF Criminal Code], Yzon0610e npaso3
(2016), p. 59; H.H. besiombITLEB, “Kpunmosanioma kak npedmem Xuw,eHus nymem
ucnoawv3osanus komnviomepuotl mexuuru” [Cryptocurrency as an object of theft
through the use of computer technology], in Vicriosnis30BaHMEe KPUIITOBAJIIOT B
IIPOTHBONPABHBIX LIEJISAX M METOIMKA IPOTUBOEUCTBUSA: MaTepUaIbl Mex1y-
HapOJHOI0 HAyYHO-NIPAKTUYECKOI0 «KpyTrJioro crosia» (Mocksa, 25 anpeJsis 2019
ropga) / mox obmr. pea. A.M. barmera (M.: MockoBckas akageMusi CieICTBEHHOTO
komureta Poccuiickoit enepanumy, 2019), pp. 16-22; B.B. Berukos, C.B. XapueH-
Ko, “O nonsmuu komnvlomepHoti npecmynnocmu” [On the concept of computer
crime], in IIpoTuBoneiicTBre KNOepIPECTYIJIEHUsIM U IPECTYIJIEHUsIM B cpepe
BBICOKMX TEXHOJIOTM: MaTepHUaJIbl BcepoCCUIUCKOM Hay YHO-TTPaKTUYECKOM KOH-
¢epennuu (MockBa, 10 nexabps 2020 roxa) / ITox 061, pen. 1.H. Koxxkyxapuka
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Convention on Mutual Assistance in Criminal Matters between
the Member States of the European Union and art. 31 of the 2014
Directive regarding the European Investigation Order in criminal
matters, governing cross-border interception of telecommunica-
tions without the technical assistance of another member state
whose territory is affected by the interception, by means of remote
access, and providing for mandatory notification and substantial
authority to the affected state to influence the progress and the
results of the interception.’

These documents proceed from the premise that the intercept-
ing state is or later becomes aware of the fact that the subject of the
interception is, will be or has been during the interception, on the
territory of the notified state, which serves as a condition for the
intercepting state to notify unfailingly this other state and for the
latter to have the corresponding powers.

In this regard, as well as in the context of cross-border hearings
by video or telephone conference, the question arises as to the
need to verify the location of the person in respect of whom these
actions are planned. It may be argued that, in the absence of any
indication to the contrary, and in particular if a person subject to
remote questioning voluntarily declares that he or she is in the ter-
ritory of the state whose authorities will conduct the questioning,
the presumption of the location of the person within the territory
of this state, and not abroad, should apply. Otherwise, these actions
are to be carried out within the framework of international legal
assistance (for example, in accordance with arts. 9-10 of the 2001
Second Additional Protocol to the European Convention on Mutual
Assistance in Criminal Matters) or unilaterally in agreement with
a foreign state, where the person is staying, if the state in question
allows such proceedings to be carried out outside the legal assis-

(M.: MockoBckas akagemusi CiaencTBeHHOro komuteTra Poccutickoit @enepanumy,
2021), pp. 26-30.

! Explanatory report on the Convention of 29 May 2000 on Mutual Assistance in
Criminal Matters between the Member States of the European Union (comment on
Title III); Zasady obrotu prawnego z zagranicq w sprawach karnych w postepowaniu
przygotowawczym [Principles oflegal interaction with foreign countries in criminal
matters in preparatory proceedings] / pod red. E. Zalewskiego, K. Karsznickiego,
A.Wisniewskiej, C. Michalczuka (Warszawa: Prokuratura Krajowa, 2009), s. 22-25;
Zakon ze dne 20. bfezna 2013 ¢. 104/2013 Sb., o mezindrodni justi¢ni spolupréci ve
vécech trestnich [Law on international judicial cooperation in criminal matters]
(§§ 62-63).
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tance procedure.'(The legislation of the Russian Federation does
not provide for such a possibility.)

There are proxy servers, VPN, TOR, SSL software technologies
that allow to change the IP address of an Internet user, create dy-
namic and unrecognizable IP addresses, technologies for substitut-
ing (changing) a subscriber number or aunique identification code
using SIP telephony, complicating or making the above-mentioned
verification® impossible, which is why the requirement for its un-
conditional implementation in all cases seems unjustified.

If, upon the performance of a proceeding, itis discovered that the
person in respect of whom it had been carried out, was in the terri-
tory of a foreign state during its conduct, this should not adversely
affect the admissibility of the evidence thus obtained for the state
that performed such a proceeding as the ultimate user in accordance
with its national legislation, since it cannot be imputed to it that it
committed a violation of the peremptory norms of international
law— the principles of sovereign equality of states, non-interference
in domestic affairs of another state, or the commission of any other
internationally wrongful act.

It is obvious that apart from the interception of telecommu-
nications, where the subscriber/end-user to be approached and
interacted with or the terminal (but, of course, not “transit”)

! See, e.g.: art. 113(11-13) of the Criminal Procedure Code of Georgia (Interview
procedure) (“A public prosecutor, or an investigator with the consent of a public
prosecutor, shall be authorised to interview, remotely with the use of electronic
means, a person staying within the territory of a foreign state without sending a
request for legal assistance if interviewing a person using such procedure is per-
mitted by arelevant international treaty of Georgia, the law of the state where this
person is present, or/and by the clearly formed practice of this state. A person may
notbeinterviewed in this mannerif the person to be interviewed has not expressed
adirectand explicit consent to be interviewed. A person may be questioned in this
manner at the investigation stage as well”).

% Since 2021, the RF Code of Administrative Offences has the dedicated art.
13.2.1 for this (Non-compliance by a telecom operator with the obligations relating
to the transmission of a subscriber number and (or) a unique identification code
in an unchanged form, to the termination of the provision of communications
services and (or) traffic transit services and failure to connect to the system for
ensuring compliance by telecom operators with the requirements for the provi-
sion of communications services and traffic transmission services in a public
communications network).

% Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations |
Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017),
pp- 33-34 and 55-56 (data stored (at rest) v. data transmitted (in transit)).
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equipment to be accessed is knowingly located on foreign soil, the
same restrictions from the point of view of international law apply
to all other possible cross-border online covert special investigative
techniques (criminal intelligence operations) (in relation to Russia,
such activities are listed in art. 6 of the Federal Law “On Operational
Search Activities”),' involving interaction with the user or access to
equipment, for example, a test purchase, infiltration, operational
experiment (sting operation), use of persons providing confidential
assistance to authorities carrying out operational search activities,
special technical measures,” measures to lure the implicated user
from abroad, while taking account of the circumstance that actual
observance of such international legal limitations for domestic in-
vestigations is hardly practicable in a highly virtualized and mobile
environment.

Such covert special investigative techniques, as cross-border
observations or covertinvestigations, are associated with enhanced
risks of unauthorized intrusion into the sovereign space of the
requested state, therefore, when ratifying the 2001 Second Addi-
tional Protocol to the European Convention on Mutual Assistance
in Criminal Matters, the Russian Federation made a reservation
on the use of the right not to accept arts. 17 and 19 of the Protocol
regulating these actions. Similar restrictions apply, under certain
conditions, to the use of the Russian ICT infrastructure for the pur-
pose of carrying out such actions.

However, the mentioned covert actions can, if necessary, be car-
ried out within the framework of another type of legal assistance —
joint investigations (art. 20 of the Protocol), as well as based on
the provisions of many other international treaties of the Russian

! Special Investigative Techniques: Assessing the Need for Additional Regula-
tionin the Council of Europe’s Instruments of Legal Assistance in Criminal Matters:
Discussion Paper by Mr Pyotr Litvishko (Russian Federation), PC-OC Mod Substi-
tute Member, Strasbourg, 19 Aug. 2021 [PC-OC/PC-OCMod/Docs PC-OCMod 2021/
PC-OCMod (2021)04E]; Introductory Note to Discussion Paper PC-OC (2021)10EN.

? E.g., invirtual investigations by “government hacking”, using loggers, such as
IP Grabber (Grabify IP Logger), hardware and software keystroke loggers, sniffers,
compromising electromagnetic emanations, or embedding exploits (backdoors).

Céop u ananru3 yug@dposvlx ciedo8 npecmynieHus: npaxmuieckoe nocoobue
[Collection and analysis of digital traces of a crime: practical manual] / C.B.IleTpa-
KoB, M.A.T'yaxkoBa, /I.I1. Bamyk, A.A. Tumodees, [I.H. [Turnnsnun, 11.C. Benepos,
I.0. CopoxkuH, A.B. [Teitaiino (CII6: U3n-Bo CaHKT-IleTepOyprckoii akaaeMun
CrencTBeHHOro KoMmuTera, 2023), 96 p.
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Federation, such as the Palermo (art. 20) and Merida (art. 50) con-
ventions on special investigative techniques, including electronic
surveillance and undercover operations, numerous agreements
on law enforcement assistance in carrying out operational search
activities (criminal intelligence operations), among which the most
specialized are the 2018 Agreement on Cooperation of the CIS Mem-
ber States in Combating Crimes in the Sphere of Information Tech-
nologies and the 2014 Protocol on Interaction of the CSTO Member
States in Countering Criminal Activities in Information Sphere.'

In 2022, the 2007 UNODC Model Law on Mutual Assistance
in Criminal Matters was updated with provisions on electronic
evidence and supplemented with a special investigative technique
“electronic surveillance”, whose definition mentions “manipula-
tion of messages, data or signals” and “any covert engagement in
electronic communications with suspects involving undercover
measures”, which may include the use of online infiltrated agents
and confidential informants.>

In 2021, the Council of Europe Cybercrime Convention Com-
mittee approved the terms of reference® for its new Working group
on undercover investigations by means of computer systems and
extension of searches.*

! See also on criminal intelligence cyber operations: Resolution of the Parlia-
mentary Assembly of the Collective Security Treaty Organization of 19 Dec. 2023
No. 16-7.3 “On the Draft Model Guidance of the Competent Authorities of the CSTO
Member States in the Sphere of Ensuring the Collective Security by Operational
Search Activities”.

2 Model Law on Mutual Assistance in Criminal Matters (2007), as amended with
provisions on electronic evidence and the use of special investigative techniques
(2022) (UN Doc. E/CN.15/2022/CRP.6 of 11 May 2022) (sec. 27).

® Terms of reference (document T-CY (2021)19 of 15 Nov. 2021) for the T-CY
Working group on undercover investigations by means of computer systems and
extension of searches.

* Asapplied to the Russian legislation on criminal proceedings and operational
search activitiesin force, in a general sense, by asearch in information systems and
telecommunications networks should be understood not a search in some premises
or other physical objects, or inspection of premises, but other investigative actions
or operational search measures, namely inspection and seizure (with copying
onto a medium) of electronic messages or other communications transmitted
over telecommunications networks, capturing information from technical
communications channels or obtaining computer information.

One should also distinguish between two types of a remote search: extended
search, associated with extending an inspection from the initial ICT device onto
other devices connected via network with thatinitial device, on the one hand, and
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Taking into account international practice and the convergence
of the institutions of preliminary investigation and operational
search activities (reflected, in particular, in the 2001 Second Addi-
tional Protocol to the European Convention on Mutual Assistance in
Criminal Matters ), and for the purpose of ensuring the admissibility
of evidence collected in this manner, itisrecommended that, when
thereis aninitiated criminal case (criminal proceedings, as opposed
to criminal intelligence operations), requests for the conduct of these
covert activities should be sent through the use of legal (judicial),
and not law enforcement (police-to-police) assistance.

At the 74th session of the UN General Assembly (2019), the UN
Secretary-General presented a report on the challenges faced by
Member States in countering the use of information and com-
munications technologies for criminal purposes. According to the
report, a number of states parties to the Budapest Convention on
Cybercrime keep voicing concerns about unilateral direct cross-
border access by states to data that are not in the public domain.'

Nevertheless, the current case law of individual European coun-
tries shows that their high courts tend to view as not contrary to
international law and to the territorial sovereignty of other states,
lawful online searches in relation to computer data stored on servers
or in cloud storage facilities abroad.

Significant attention to restrictions and prohibitions on cross-
border access to persons, information systems and data, including

aremote search (where there is a connected “remote workstation” in the searched
place, Remote Desktop Protocol (RDP) brute forcing, etc.), thatis generally carried
out in a covert manner, without the participation of the owner of the ICT device
concerned and without physical access to that device (“government hacking”),
on the other.

See:J. Wasilewski, Cyberprzestepczos¢ — wybrane aspekty prawnokarne i krymi-
nalistyczne: praca doktorska [Cybercrime: selected criminal law and criminalistics
aspects: doctoral thesis] (Biatystok: Uniwersytet w Bialymstoku, 2017), s. 372-402;
Cnocobvt noayuenus 0okasamenbcms u UHGOpMay UL 8 cés3u ¢ 0OHapyxcenuem
(603MO3CHOCMBIO 0OHAPYIHCEHUS) INEKMPOHHLIX HOcumeeli: yuebrHoe nocobue
[Methods of obtaining evidence and information in connection with discovery
(possibility of discovery) of electronic media: study aid] / B.®. Baciokos, b.51. T'aB-
puios, A.A. Kysuenos [u ap.]; mog o6m1. pen. b.4. T'aBpusosa (M.: [IpocnexT, 2017),
pp. 77-79.

' Countering the use of information and communications technologies for
criminal purposes: Report of the Secretary-General (UN Doc. A/74/130 of 30 July 2019).

2 Cybercrime Judicial Monitor.Issue 5— December 2019 (The Hague: Eurojust,
2019), pp- 19-20 and 23.
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cross-border searches, is dedicated in the Online Investigative
Principles for Federal Law Enforcement Agents published in 1999
by the US Department of Justice.'

Indicative of different approaches of the states concerned to the
legality of cross-border searches and seizures of data in informa-
tion systems and networks is the well-known criminal case of the
early 2000s of the United States against hackers A. Ivanov and V.
Gorshkov, who were lured by US agents from Russia to the United
States by way of an undercover action on the Internet, where, as part
of another sting operation, they gave away access to their Russian
information resources; whereupon these resources were subjected
to unilateral cross-border search and seizure. Ivanov and Gorshkov
were convicted and sentenced in the United States, and the Russian
investigative authorities, in turn, initiated a criminal case against
the US special agent, who carried out the said search and seizure,
on the charges ofillegal access to computer information committed
by a person using his official position.”

In our view, such unlawful acts can be classified both as those of
a territorial character under art. 11 of the RF Criminal Code (based
on the physical location of informational resources on the territory
of the Russian Federation (in a computer, on a server, etc.)) and of
an extraterritorial nature under art. 12 of the RF Criminal Code (on

! Online Investigative Principles for Federal Law Enforcement Agents. Prepared
by the Online Investigations Working Group. Final Version (November 1999), 93 p.
URL: https://info.publicintelligence.net/DoJ-Onlinelnvestigations.pdf.

% See: art. 272 (illegal access to computer information committed by a person
with the use of his official position), art. 273 (use of malicious computer programs
committed by a person with the use ofhis official position) of the RF Criminal Code.

See in more detail: S.W. Brenner, “Law, Dissonance, and Remote Computer
Searches”, North Carolina Journal of Law & Technology, vol. 14, issue 1 (2012),
pp. 43-92; Ph. Attfield, “United States v Gorshkov Detailed Forensics and Case Study;
Expert Witness Perspective”, in Proceedings of the First International Workshop on
Systematic Approaches to Digital Forensic Engineering (SADFE’05) (2005), 22 p.;
N. Seitz, “Transborder Search: A New Perspective in Law Enforcement?”, Yale Jour-
nal of Law & Technology7 (2004-2005), pp. 23-50; J.L. Goldsmith, “The Internet and
the Legitimacy of Remote Cross-Border Searches”, University of Chicago Public Law
& Legal Theory Working Paper 16 (2001); Law Enforcement Challenges in Transborder
Acquisition of Electronic Evidence from “Cloud Computing Providers”: Discussion
paper, prepared by Joseph J. Schwerha, Strasbourg, 15 January 2010, Project on
Cybercrime www.coe.int/cybercrime; United States v. Ivanov. UNODC Sherloc
Case Law Database. URL: https://sherloc.unodc.org/cld/en/case-law-doc/cyber-
crimecrimetype/usa/2001/united_states_v._ivanov.html, accessed Dec. 14, 2023.
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the grounds of the victim’s citizenship, direction of the act against
the interests of the state)."

For the purpose of preventing unilateral cross-border covert
cyber operations by establishing precise requirements for filing
an international request for legal or law enforcement assistance to
carry them out, for the content of such a request, as well as for its
execution, at the initiative of the Prosecutor General’s Office of the
Russian Federation, the Russian Federation has introduced a dedi-
cated article into the draft comprehensive international convention
on countering the use of information and communications tech-
nologies for criminal purposes,” designed to provide granular and
self-contained regulation for deploying covert special investigative

! See on US courts determining the jurisdiction according to the location of the
damage caused through crimes committed abroad and the extraterritorial effect of
the US criminal law with regard to the relevant corpora delicti: D.L. Buresh, “The
Computer Crimes of Vasiliy Gorshkov and Alexey Ivanov”, Journal of Advanced
Forensic Sciences, vol. 1, issue 2 (2022), pp. 27-32.

See also: Tallinn Manual 2.0 on the International Law Applicable to Cyber Op-
erations / Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press,
2017), pp. 11-29 and 51-78.

? Modelled on the relevant provisions of the UNTOC and UNCAC as well as the
2007 UNODC Model Law on Mutual Assistance in Criminal Matters as amended
in 2022.

“Article [...] Special investigative techniques

1. For the purpose of effectively combating offences covered by this Conven-
tion, identifying and tracing instrumentalities and proceeds of such offences, or
property the value of which corresponds to such proceeds, each State Party shall, to
the extent permitted by the fundamental principles of its domesticlegal system and
under the conditions prescribed by its domestic law, take the necessary measures
to allow for the use of covert special investigative techniques, such as electronic
or other forms of surveillance, online undercover operations or extended searches
by its competent authorities in its territory or in the territory under its jurisdic-
tion, and to ensure that the evidence collected through the use of such measures
is admissible in judicial proceedings.

2. If there are reasonable grounds to believe that a serious offence covered by
this Convention has been, is being or is likely to be committed, a State Party shall,
within its possibilities and under the conditions prescribed by its domestic law, at
therequestof another State Party for legal orlaw enforcement assistance, and where
necessary jointly with the competent authorities of that other State Party, carry
out covert special investigative techniques, such as electronic or other forms of
surveillance, online undercover operations or extended searches byits competent
authorities in its territory or in the territory under its jurisdiction, and provide the
evidence collected through the use of such measures to the requesting State Party.

3. Arequest made in accordance with paragraph 2 of this article shall specify:

(a) Particular individuals, entities, locations or devices, instrumentalities,
proceeds or property subject to the requested measure;
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techniques, as compared to the non-self-executing régime envisaged
by the Palermo and Merida Conventions framework (arts. 20 and 50
respectively, that generally apply by reference to other international
agreements and arrangements). The Russian Federation pointed
out the need to prevent — through the provisions of this article —
unilateral cross-border surreptitious cyber operations, which aim
to bypass the bilateral coordination, risk generating blue-on-blue
undercover activities, abuses of human rights, tensions between
states because of them undertaking unilateral cyber operations of
this kind, and generally run counter to international law. Other-
wise this field also risks to remain a grey zone in international law
enforcement.

Itis the highly anonymous and obfuscated nature of cyberspace
that makes the proactive deployment of cross-border online un-
dercover operations indispensable for law enforcement to be able
to identify international perpetrators of child abuse, drug or arms
trafficking and many others, collect electronic evidence of their mis-
deeds and bring them to justice. Undercover operations represent a
separate tool for collecting evidence for criminal justice purposes,
among others, and cannot be conflated with just one type of elec-
tronic surveillance in the form of covert real-time interception of
telecommunications or joint investigations.'

(b) Particular network access, equipment or service level identifiers subject to
the requested measure;

(c) Where that person(s), entity or equipment, instrumentalities, proceeds or
property are, or are suspected to be, located in the requested State or any relevant
service providerislocated or established in, or, through data processing activities,
otherwise operates from the requested State;

(d) The type of covert special investigative technique for which the assistance
is sought, and the persons, service providers or entities that may be required to
assist in its implementation;

(e) The duration for which the assistance is sought;

(f) The nature of the data or information that is expected to be collected, and
specifically the links to serious crime investigated in the requesting State, as well
as justification of the prosecution.”

! Statement of the Delegation of the Russian Federation at the Fifth Session of
the Ad Hoc Committee to Elaborate a Comprehensive International Convention
on Countering the Use of Information and Communications Technologies for
Criminal Purposes (Vienna, 11-21 April 2023) related to International Cooperation.
URL: https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/home,
accessed Apr. 14, 2023.
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Still, such attempts to establish minimum global rules of the
game hit aroadblock of resistance on the part of some cyber powers,
who are allegedly interested in keeping their unilateral proactive
cross-border cyber operations of “government hacking” in a legal
grey zone.

In order to preclude foreign and international bodies from un-
dertaking unilateral measures to illegitimately collect evidence and
intelligence themselves, on their own, including electronic evidence,
in or from the territory of the Russian Federation, including through
remote cross-border contacts from abroad with individuals and
legal entities located on the territory of the Russian Federation, or
to lure Russian nationals in this manner to travel abroad in order
to detain them there, the Prosecutor General’s Office of the Rus-
sian Federation has presented a draft “blocking” (see more on this
term below) federal law which was filed with the State Duma of the
Federal Assembly of the Russian Federation in 2023." If the law is ad-

! Draftlaw No. 462337-8 “On amendments to the Criminal Code of the Russian
Federation and article 151 of the Criminal Procedure Code of the Russian Federa-
tion” (concerning the establishment of responsibility for unlawful performance
of investigative, other procedural actions and operational search measures in the
territory of the Russian Federation), Explanatory note thereto.

“Article 294'. Unlawful performance of investigative, other procedural actions
and operational search measures in the territory of the Russian Federation

The conduct by a foreign official or an official of a public international
organization (international authority), in which the Russian Federation does not
participate, of an actionin the territory of the Russian Federation thatin accordance
with thelegislation of the Russian Federation constitutes an investigative or other
procedural action, or operational search measure, in the interests of a foreign state,
public international organization (international authority), in which the Russian
Federation does not participate, including through the use of video conferencing
systems or other means of communication with a person who is present in the
territory of the Russian Federation, in violation of the procedure for interaction
with foreign and international law enforcement and judicial authorities provided
forbyaninternational treaty and (or) thelegislation of the Russian Federation, and
for purposes contrary to the interests of the Russian Federation, in the absence of
elements of crimes envisaged in articles 276 and 284° of the present Code, — shall
be punished by a fine in the amount from five hundred thousand to two million
rubles or by deprivation of liberty for a term of up to five years.”

The objects of the acts stipulated by draft art. 294', on the one hand, and
arts. 276 (espionage) and 284° (provision of assistance in executing decisions of
international organizations, in which the Russian Federation does not participate,
or foreign state authorities) of the RF Criminal Code, aimed mainly at countering
the intelligence activities of special services of foreign states, on the other hand,
differ significantly. The corpus delicti provided for by draft art. 294' of the RF
Criminal Code constitutes a publicly dangerous violation of the international
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legal procedure for interaction between law enforcement and judicial authorities,
specifiedin aninternational treaty and (or) the legislation of the Russian Federation
(the RF Criminal Procedure Code and Federal Law of 12 Aug. 1995 No. 144-FZ “On
Operational Search Activities”), when carrying out relevant actions or measures on
the territory of the Russian Federation for purposes contrary to the interests of the
Russian Federation; and the purpose of causing damage to national security may
not necessarily be pursued. The objects of draft art. 294' of the RF Criminal Code
are public relations aimed at protecting the interests of the Russian Federation
frominterference inits internal affairs in the field of administration of justice and
pre-trial proceedings, from violation of the procedure for interstate interaction
in this area, of territorial sovereignty as a component of the foundations of the
constitutional system of the Russian Federation.

The subjects of the crime envisaged by the draft are the relevant officials,
regardless of their citizenship.

Theinterests of the Russian Federation mentioned in the draftarticle are mainly
reflected in strategic planning documents, such as the National Security Strategy
of the Russian Federation, the Information Security Doctrine of the Russian
Federation, the Fundamentals of the State Policy of the Russian Federation in the
field of International Information Security, and the Concept of Foreign Policy of the
Russian Federation, approved by decrees of the President of the Russian Federation.

Atthe same time, the provision of assistance by citizens of the Russian Federa-
tionin connection with the performance of actions referred to in draft Article 294"
of the RF Criminal Code, such as transfer, including with the use of information
and telecommunication networks (including the Internet), or collecting informa-
tion for transfer, is covered by arts. 275 (state treason) and 275" (cooperation on
a confidential basis with a foreign state, international or foreign organization) of
the RF Criminal Code.

The legislation of foreign countries used in elaborating the draft law contains
separate criminalization of espionage and unrelated unauthorized activities of
representatives of foreign authorities on the territory of these countries.

(See in more detail on foreign laws used in the drafting: P.A. Litvishko, Non-
Treaty Forms of Extraterritorial Judicial and Law Enforcement Activities, in Collec-
tion of Materials on International Cooperation of the Investigative Committee of
the Russian Federation (Moscow: Prospekt, 2016), pp. 132-173; I1.A. JINTBHIIIKO,
“O pocculickux uHuyuamueax no npomueodelicmeuro NPomMusoNpasHomy coopy
dokasamenvcme 6 kubepnpocmpancmee npedcmasumensimy UHOCMPAHHBLX
2ocydapcme u medxcdynapodnuix opearnos” [On Russian initiatives for countering
unlawful collection of evidence in cyberspace by representatives of foreign states
and international authorities], in [Ipo6JsieMbI TPOTUBOAENCTBUS KUOEPIIPECTYII-
HOCTH: MaTepHraJsbl MEXKIYHAPOLHOH HayYHO-IIPAKTHYeCKOoi KoHpepeHnu (Mo-
CKBa, 28 anipesis 2023 1.) (M.: MockoBckas akagemus CjieJCTBEHHOTO KOMUTETa
Poccuiickoit ®enepanuy, 2023), pp. 93-101.)

Asregards art. 286 (exceeding of official powers) of the RF Criminal Code, the
scope of such powers and the fact of their excess by a foreign official, as a general
rule, are determined by the state of the official, which can also engage the immunity
of its official from foreign criminal jurisdiction.

(See in more detail: Analytical Guide to the Work of the International Law Com-
mission. Immunity of State officials from foreign criminal jurisdiction. URL: https://
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opted, it will criminalize and penalize, among other things, actions
unacceptable to Russia, provided for in art. 32(b) of the Budapest
Convention on Cybercrime.

Apart from officers of law enforcement and judicial authorities
of foreign states, defendants under art. 294" of the RF Criminal
Code could be, under certain circumstances and with due regard
to their immunities under international law, consular officers and
diplomatic agents of foreign states’ embassies and other missions in
the Russian Federation, performing a hearing, including by video or
telephone conference, service of documents or other proceedings by
way of consularlegal assistance in criminal matters in contravention
of the procedure prescribed by art. 5(j) of the 1963 Vienna Conven-
tion on Consular Relations and/or other international treaties to
which the Russian Federation is a party.

It is notable that under the draft federal law, methods and in-
strumentalities for the commission of such an offence include the
use of video conference or other means of communication with a
person (in the sense of law, a natural person, including those acting
on behalf and/or in the interest of a legal person) who is present on
the territory of the Russian Federation. Therefore, the constituent
elements of the offence are absent where the law enforcement or
judicial activities undertaken from overseas consist in interacting
with a device, also in an automated mode, located on Russian soil,
but not with a human being there. This is explained, firstly, by the
enhanced intrusiveness inherent in the cross-border interference
in human rights rather than in the functioning of equipment or
software, and secondly, by the circumstance that such illegal access
to and interaction with hardware or software can fall within and be
classified under other provisions of the criminal law, like it was in
the aforementioned case of Ivanov and Gorshkov.

Such norms also serve as an additional means of challenging
the admissibility of evidence obtained in the way specified therein.
However, it would be erroneous to presume in all cases the auto-
matic undermining of the admissibility of evidence collected in such
an illegal way, even if it contained elements of an internationally

legal.un.org/ilc/guide/4_2.shtml, accessed Dec. 15, 2023; I1.A. JIuTBumko, “Bos-
Oy>KIeHHe U paccieoBaHNe YyTOJIOBHOTO [ieJIa O IPEeCTYIJIeHUH, COBEPIIEHHOM
JOJIKHOCTHBIM JIMIIOM MHOCTPaHHOro rocygapcrsa’ [Initiation and investigation
of a criminal case on a crime committed by an official of a foreign state], Meorcdy-
HapoOHoe y201108H0e npaso u medcdyHapoonas ocmuyus 3 (2014), pp. 5-8.)
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wrongful act, since the admissibility is determined by the interested
ultimate user of this evidence, especially if they apply the so-called
protective norms (Schutznorm), which allow the admissibility of
evidence to be preserved in case of breach of international law,
provided that the fundamental rights of the suspect or accused
are not violated (prohibition of torture, right to defence, fair trial).!

The prevailing opinion in international law at the moment is
that said cross-border remote access, search and seizure of data
without the consent of the state in which this data is located,
expressed in an international treaty or on a case-by-case basis,
contravene the principles of territorial sovereignty (in particular,
through interference with or usurpation of an inherently govern-
mental function exclusively reserved to the territorial state under
international law)* and non-interference in the internal affairs
of another state, constitute an internationally wrongful act and
may entail the inadmissibility of evidence collected in this way.*
However, at the same time , there is an ongoing discussion about
the need to reach international agreements on the legalization of
such unilateral actions, as well as about the existence of situations
that preclude their wrongfulness, when the fundamental principle
of territoriality cannot be observed, for instance, where there is
“loss of location” of the data when using cloud computing and
anonymizing techniques, or law enforcers are mistaken in good

! B.-J. Koops and M. Goodwin, Cyberspace, the Cloud, and Cross-Border Crimi-
nal Investigation. The Limits and Possibilities of International Law, in Tilburg Law
School Legal Studies Research Paper Series, No. 05/2016, p. 75.

See also on judicial evaluation of electronic evidence gathered abroad: Cyber-
crime Judicial Monitor. Issue 8 — June 2023 (The Hague: Eurojust, 2023) pp. 11-14.

? Tallinn Manual 2.0 on the International Law Applicable to Cyber Opera-
tions / Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press,
2017), pp. 11-29 and 51-78.

3 J1.B. Kpacukos, TeppumopuanvHulii cysepeHumem u 0eaumumaniis opuc-
OJukyulti 6 kubepnpocmparcmee [Territorial sovereignty and delimitation of ju-
risdictions in cyberspace], in 'ocygapcTBo 1 npaBo B HOBOU WH(PpOPMAIMOHHOU
peasibHOCTH: CO. Hayy. Tp. / PAH. MHUOH. LleHTp conuaJst. Hay4.-uH(GOPM. UCCIIE].
OTp. npaBoBeneHus; Poc. roc. yH-T mpaBocyaus. Kad. nHGOpMaIlMOHHOr 0 IpaBa,
nHpopmaruku u maremaruky; OTB. pex. Andeposa E.B., Jlosmos JI.A. (M., 2018),
pp- 99-111; 1.B. Kpacukos, “OKcTpaTeppUTOPUAIBLHBIN JOCTYN K HH(MOPMAIIUU:
po06J1eMbl MeRJyHAPOIHOT'O ¥ BHYTPUTOCYJapCTBEHHOI'0 IIPABOBOI0 PETyJIn-
poBanus” [Extraterritorial access to information: problems of international and
domestic legal regulation], Coyuanvhuie u cymanumapHuoie Hayku. Omevecmeer-
Has u 3apybedxcnas aumepamypa. Cep. 4: Tocyoapcmeo u npaso4 (2018), pp. 97-102.
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faith as to the actual location of data, or under the “principle of
ubiquity” of data.’

Asregards the possibility of reaching international arrangements
on said unilateral actions of a normative (treaty) rather than ad hoc
character, it appears to be nonrealistic in the short and medium
term, especially in a multilateral format. At the global level, the
work on draft UN Convention on Countering the Use of Information
and Communications Technologies for Criminal Purposes in 2023
evidenced the lack of support with the majority of member states
for inclusion of both an article analogous to art. 32(b) of the Buda-
pest Convention, and even an article, which is actually classic for
universal conventions, on covert special investigative techniques in
cyberspace that were not, moreover, of a unilateral nature as drafted.

In the regional (2022 Second Additional Protocol to the Council
of Europe Convention on Cybercrime) and even integrative Euro-
pean areas of trust (2023 EU Regulation on European Production
Orders and European Preservation Orders for electronic evidence in
criminal proceedings and for the execution of custodial sentences
following criminal proceedings and Directive laying down harmon-
ised rules on the designation of designated establishments and the
appointment of legal representatives for the purpose of gathering
electronic evidence in criminal proceedings), the highest attainable
level of cooperation comes down to allowinglimited direct contacts
of states parties with a foreign private sector of service providers to
obtain data of interest.

Thisis also true for the most advanced level of bilateral arrange-
ments in this field — executive agreements concluded pursuant to
the US CLOUD Act.

Hence, any recognition and development as a treaty norm of
states’ rights and powers for a covert cross-border unilateral direct
access to the data themselves stored or transmitted in informa-
tion systems or networks of service providers, let alone in user ICT
devices, seem to be a nonstarter in the short and medium terms.

! A.-M. Osula, Remote search and seizure of extraterritorial data: PhD in law dis-
sertation (Tartu: University of Tartu Press, 2017), 96 p.; A.-M. Osula and M. Zoetek-
ouw, “The Notification Requirement in Transborder Remote Search and Seizure:
Domestic and International Law Perspectives”, Masaryk University Journal of Law
and Technology, vol. 11, No. 1 (2017), pp. 103-127; B.-J. Koops and M. Goodwin,
Cyberspace, the Cloud, and Cross-Border Criminal Investigation. The Limits and
Possibilities of International Law, in Tilburg Law School Legal Studies Research
Paper Series, No. 05/2016, 102 p.
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On the contrary, in order to prevent the situations at stake,
starting from 2022, the Russian Federation has been introducing
a relevant norm into bilateral intergovernmental agreements on
cooperation in ensuring international information security. In ac-
cordance with the Agreement between the Government of the Rus-
sian Federation and the Government of the Republic of Azerbaijan
on Cooperation in the Field of International Information Security of
24 June 2022 (art. 2), “cross-border access to computer information
stored in the information system of one of the States of the Parties,
without official interaction with the relevant competent authorities
of the States of the Parties, is not allowed; such interaction can be
carried out, in particular, within the framework of bilateral and
multilateral international treaties, including on legal assistance in
criminal matters, as well as within the framework of international
cooperation of law enforcement authorities.”

When developing the documents for the Convention on Cyber-
crime, their authors highlighted risks of “friendly fire” for law en-
forcement cyber operations: “In addition to affectingindividuals and
third parties, transborder access could pose a risk to domestic and
international law enforcement operations. Investigations often rely
on secrecy and the cooperation of third parties. Transborder access
could create situations where a law enforcement entity of another
State fails to coordinate, data becomes unavailable to domestic law
enforcement entities, or a suspect is notified of an investigation. As
has occasionally happened, law enforcement entities within a State
or from different countries could find themselves investigating each
other because they mistake legitimate law enforcement activities
for criminal activities.”

18 U.S. Code § 1952 criminalizes the use of the mail or any facility
ininterstate or foreign commerce in aid of racketeering enterprises.
Under the UK criminal law (introduced in 1998) on conspiracy to
commit offences outside England and Wales, any act done by means

! See also: Agreement between the Government of the Russian Federation
and the Government of the Republic of Tajikistan on Cooperation in the Field of
Ensuring International Information Security of 19 June 2023 (art. 7); Agreement
between the Government of the Russian Federation and the Government of the
Republic of the Union of Myanmar on Cooperation in the Field of International
Information Security of 5 Dec. 2023 (art. 3).

% Transborder access and jurisdiction: What are the options? Report of the Trans-
border Group adopted by the T-CY on 6 Dec. 2012. Strasbourg, 6 Dec. 2012, T-CY
(2012)3, p. 16, para. 2.3.6; pp- 29-31, para. 4 (Scenarios of transborder access).
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of a message (however communicated) is to be treated for the pur-
poses of the condition of territoriality as done in England and Wales
if the message is sent or received in England and Wales.'

At the same time, criminal jurisdiction claimed by the legisla-
tion of individual countries in respect of transit of communications
passing through these countries, is assessed by lawyers as unjustifi-
ably broad.”

Pursuant to the Home Office’s Guidelines for authorities outside
of the United Kingdom on Requests for Mutual Legal Assistance
in Criminal Matters of 2012, “subject to the provisions of relevant
bilateral or other international instruments, contact may be made
with witnesses in the UK directly by letter, fax or telephone without
informing the central authorities”.® The later editions of these Guide-
lines fully reversed that provision: “Witnesses, victims, suspects and
defendants [in the UK], must not be contacted directly [by letter, fax
or telephone] unless UK law enforcement agencies have first been
informed, except where that contact is direct service of process.*
Once UK law enforcement has been notified and consented, the
witness can be contacted directly”.’

In 2015, in connection with the Litvinenko inquiry, the Ministry
of Foreign Affairs of the Russian Federation issued an official state-
ment to the effect that “...Thisis not the first time the British “public
inquiry” has demonstrated such disregard for international and
Russian law: it transpired during the hearings that its secretariat,
in order to make enquires, repeatedly via means of communication
contacted potential witnesses located in the Russian Federation
without giving advance notice to the Russian authorities. Thereby
they extended enforcement jurisdiction of a foreign State to the ter-

! Criminal Law Act 1977 (S. 1A inserted (4.9.1998) by 1998 c. 40, s. 5(1)).

% S.W. Brenner and B.-]. Koops, “Approaches to Cybercrime Jurisdiction”,
Journal of High Technology Law, vol. IV, No. 1 (2004), 46 p.; Tallinn Manual 2.0 on
the International Law Applicable to Cyber Operations | Ed. by M.N. Schmitt, L. Vihul
(Cambridge: Cambridge University Press, 2017), pp. 33-34, 55-56 (data stored (at
rest) v. data transmitted (in transit)).

% Guidelines for authorities outside of the United Kingdom on Requests for Mutual
Legal Assistance in Criminal Matters of 14 Sept. 2012 (10th Ed.), p. 35.

* Thatis, a summons, judgment or other procedural documents.

® Requests for Mutual Legal Assistance in Criminal Matters: Guidelines for
Authorities Outside of the United Kingdom of 23 Mar. 2015 (12" Ed.), p. 18; Request
for Mutual Legal Assistance in Criminal Matters: Guidelines for Authorities outside
of the United Kingdom (London: Home Office, March 2022), p. 23.
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ritory of Russia without the latter’s consent, violated its sovereignty
and the fundamental international principle of non-interference in
internal affairs. By the way, the same legal norms are also in force
in the United Kingdom. Witnesses located in the UK must not be
contacted directly by means of communication unless UK law en-
forcement agencies have first been informed”.!

International treaties on legal assistance regulating the service
of summonses and other procedural documents, their direct cross-
border postal transmittal, declarations and reservations of states
parties to them, and national rules (for example, in Switzerland)
prohibit, by implication, such transmissions specifically and ex-
clusively by post (as a rule, requiring documentary confirmation
of physical personal service by hand), if the respective addressee
country does not permit them. However, the same prohibition is
presumed with regard to transmissions sent to addressees, who are
known to the sender to be permanently present abroad, via SMS
messages or e-mail, since this flows from the international legal
principles of sovereign equality of states and non-interference in
the internal affairs of other states. In addition, such unauthorized
methods of service should result in the fact that the delivery will not
have legal effect and will not entail any binding legal consequences
for the recipients.

Atthe same time, it is reasonable to assume an acceptable excep-
tion to such a ban in cases where the addressee who stays abroad,
irrespective of his or her citizenship, has in advance given his or
her voluntary, informed and documented consent to the cross-
border receipt of specific procedural correspondence (including
summonses advising of the negative consequences of failure to
appear) by such means of communication, except for post, since it
is not associated with any coercive measures taken by the sending
state in the territory of the receiving state. In such cases, it should
not matter whether the phone number of the participant of the
proceedings belongs to a telephone numbering range assigned to
a Russian or foreign telecom operator, whether the email account
belongs to a Russian or foreign provider, whether it is hosted by

! “Deputy Director of the Information and Press Department, MFA of Russia,
A.M. Bikantov’s answer to the media question on the ‘Litvinenko case’”, official
website of the RF MFA, 31 July 2015, accessed July 31, 2015, http://www.mid.ru/

foreign_policy/news/-/asset_publisher/cKNonkJE02Bw/content/id/1629306.
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Russian or foreign servers, particularly since foreign operators and
providers may offer these services in the territory of the Russian
Federation, which is especially obviousin relation to the widespread
use of foreign e-mail accounts by Russian nationals.

However, Russian laws and regulations approach such remote
cross-border communications with the utmost caution in terms of
non-violation of foreign jurisdiction: for example, Russian courts
may send SMS notifications only to a mobile phone number of a
cellular communication operator functioning on the territory of
the Russian Federation;' in criminal proceedings, copies of a court
decision made in the form of an electronic document, a summons
or notification in electronic form are sent only within the limits of
the Russian information systems enumerated in the law.”

The extraterritorial effect of telecommunications is reflected
at length in international instruments, documents and method-
ological papers of the United Nations® and regional organizations,
in particular the Council of Europe, on the subject of cybercrime.
These have focused on the exercise of prescriptive and enforcement
jurisdiction in cyberspace® and the need to observe international law

! Order of the Judicial Department at the RF Supreme Court of 25 Dec. 2013 No.
257 “On approval of the Regulations for organizing notifications to participants of
proceedings by SMS messages” (para. 2.3 of the Regulations).

? RF CPC (arts. 474'(5-6) and 474%).

3 Comprehensive Study on Cybercrime (New York: United Nations, 2013),
pp- 183-185, 187-188 and 216-223; The 2013 Comprehensive study of the problem
of cybercrime and responses to it by Member States, the international community
and the private sector: Executive summary (UN Doc. UNODC/CCPCJ/EG.4/2013/2),
paras. 29 and 35(c). URL: https://www.unodc.org/unodc/en/organized-crime/
expert-group-to-conduct-study-cybercrime-feb-2013.html; C.S.D. Brown, “In-
vestigating and Prosecuting Cyber Crime: Forensic Dependencies and Barriers
to Justice”, International Journal of Cyber Criminology, vol. 9, issue 1 (2015), pp. 61,
71, 77-79 and 98.

* See also: Council of the European Union conclusions on improving criminal
justice in cyberspace of 9 June 2016; B.O. Kassitun, “IIpo6JieMbl yCTaHOBJIEHU S
opucauknuu B HTepHeTe” [Problems of establishing jurisdiction on the In-
ternet], 3akonodameavcmeo 5 (2001); A.M1. XanuynnauH, “MecTo coBepIIeHUs
IIPECTYIJIEHUS KaK IPU3HAK COCTaBa IIPECTYIJIEHUS B c(pepe KOMIIBIOTEPHOMH
nHpopmanun” [Place of commission of a crime as an element of corpus delicti in
the field of computer information], AkmyaavHvie npobaemvl IKOHOMUKU U NPABA
1(2012), pp. 291-294; J1.B. TepeHTbeBa, “TeppuUTOpraabHbIN ACIEKT IOPUCTUKIINU
U cyBepeHHuTeTarocygapcrsa B kubepmupocrpancrse” [Territorial aspect of juris-
diction and sovereignty of a state in cyberspace], Lex russica4 (2019), pp. 139-150;
JI.B. TeperTbeBa, “IIpUHIUIIBI YCTAHOBJIEHUS TEPPUTOPHUAJIBHON IOPUCIUKIINU
rocynapcra B kubeprpocrpaHcTBe” [Principles of establishing territorial jurisdic-
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principles such as respecting the territorial sovereignty of another
state and non-intervention in its domestic affairs.

In cases of aforementioned actions and communications per-
formed without informing the authorities of the state on whose
territory the information system used by their addressee is located,
they can beregarded as violating international legal principles of the
sovereign equality of states, non-interference in the internal affairs
of another state, viewed as constituting a crime or other offence or
internationally wrongful act.! This fully applies to transnational
relations with ICT service providers, including of virtual assets.
Therefore, states nowadays strive to elaborate and approve inter-
national rules for mutual Iawful conduct of such kind.

tion of a state in cyberspace], Lex russica 7 (2019), pp. 119-129; A.I1. MockaJieHKo,
“CMapT-KOHTPAKTHI KaK “YyMHBIE” UH(OPMAIMOHHBIE aKTUBBI B CHCTEME UHTEJI-
JIeKTyaJIbHOH cobcTBeHHOCTH [Smart contracts as “smart” information assets in
the intellectual property system], MexcdyrapoOdroe nybauuroe u uacmuoe npaso
3 (2021), pp. 17-21; B.A. Bateips, MescOyrapooHoe meppumopuaivbHoe npaso
[International territorial law] (M.: MesxxyHaponHble oTHomeHus1, 2021), p. 431;
J. Worona, Cyberprzestrzeri a prawo miedzynarodowe. Status quo i perspektywy:
rozprawa doktorska [Cyberspace and international law. Status quo and prospects]
(Biatystok: Uniwersytet w Biatymstoku, 2017), s. 108-150; Resolution of the Plenum
of the RF Supreme Court of 15 Dec. 2022 No. 37 “On some issues of court practice
in criminal cases of crimes in the sphere of computer information, as well as other
crimes committed with the use of electronic or information and telecommunica-
tions networks, including the Internet network” (para. 19).

! In accordance with Decree of the President of the Russian Federation of
12 Apr. 2021 No. 213 “On approval of the Fundamentals of the state policy of the
Russian Federation in the field of international information security” (para. 8 of
the Fundamentals), the use of ICTs to interfere in the internal affairs of sovereign
states is one of the main threats to international information security.

In accordance with the updated Concept of Foreign Policy of the Russian
Federation approved by Decree of the President of the Russian Federation of
31 Mar. 2023 No. 229 (paras. 15, 17-18 and 30), in view of the long-term trends in
the development of the situation in the world, the national interests of the Russian
Federation in the foreign policy domain include the protection of the sovereignty
ofthe Russian Federation against any destructive foreign influence; strengthening
the legal foundations of international relations; development of safe information
space. The system of international relations should be based on the principles of
sovereign equality of states, non-interference in internal affairs, and the rule of
international law in regulating international relations. In order to ensure inter-
national information security and strengthen Russian sovereignty in the global
information space, the Russian Federation intends to give priority attention to,
among other things, adopting measures aimed at countering the policy of un-
friendly states to use information and communications technologies to interfere
with the internal affairs of states.
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The threat of infringement on sovereignty caused Russia not to
become a party to the 2001 Convention on Cybercrime.

A Cybercrime Convention Committee’s guidance note indicates
that “[i]t should be taken into account that many Parties [to the
Convention] would object — and some even consider it a criminal
offence — if a person who is physically in their territory is directly
approached by foreign law enforcement authorities who seek his or
her cooperation”.2 However, the contentious art. 32(b) of the 2001
Budapest Convention on Cybercrime® on the right and power to

! Decree of the President of the Russian Federation of 15 Nov. 2005 No. 557-rp
“On Signing of the Convention on Cybercrime” (repealed in 2008).

See in more detail: T. Bopucos, “BupTtyanbHbili MUp 3aKpHIT. [loueMy MbI
He MOAIHCAIN KOHBEeHIINIO NpoTuB KubepupectymHoctu” [The virtual world
is closed. Why we didn’t sign the Convention on Cybercrime], Poccuiickas
2aszema — PedepanvHulil ebinyck No. 256(5335), 12 Nov. 2010; M.A. ®enoTos,
“KOHCTUTYIIMOHHBIE OTBETHI HA BHI3OBHI KuOeprpocTpancTBa” [Constitutional
responses to the challenges of cyberspace], Lex russica 3 (2016), pp. 164-182;
B.-J. Koops and M. Goodwin, Cyberspace, the Cloud, and Cross-Border Criminal
Investigation. The Limits and Possibilities of International Law, in Tilburg Law
School Legal Studies Research Paper Series, No. 05/2016.

% Seealso on Switzerland’s criminal classification under art. 271 of the Criminal
Code of the Swiss Confederation of direct approaches by foreign authorities to ICT
service providers in Switzerland and related issues, as well as information on the
Russian Federation: The Practical Guide for Requesting Electronic Evidence across
Borders (Vienna: United Nations, 2021), pp. 16 and 228-230.

% Convention on Cybercrime of 23 Nov. 2001 (arts. 31-34); Explanatory Report
to the Convention on Cybercrime, paras. 292-297.

Itisnoteworthy that its “prototype” is para. 6 (“Transborder access to stored data
not requiring legal assistance”) of the Principles on transborder access to stored
computer data (Annex 1 to the Communiqué of the Ministerial Conference of the
G-8 Countries on combating Transnational Organized Crime (Moscow, October
19-20,1999) (UN Doc. A/54/547 of 12 Nov. 1999) (“Notwithstandinganythingin these
Principles, a State need not obtain authorization from another State whenitis acting
in accordance with its national law for the purpose of: a. accessing publicly avail-
able (open source) data, regardless of where the data is geographically located; b.
accessing, searching, copying, or seizing data stored in a computer system located
inanother State, ifactingin accordance with the lawful and voluntary consent of a
person who has the lawful authority to disclose to it that data. The searching State
should consider notifying the searched State, if such notification is permitted by
national law and the datareveals a violation of criminal law or otherwise appears
to be of interest to the searched State.”).

Provisions of art. 32 of the Budapest Convention are nearly verbatim reproduced
inart. 40 of the Arab Convention on Combating Information Technology Offences
of 21 Dec. 2010 concluded within the League of Arab States.

When necessary to immediately preserve data held by Russian ICT service
providers and make preliminary inquiries about the availability of such data in
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unilateral trans-border access to computer data that are stored in
another state party to the Convention and are not publicly available,
with the lawful and voluntary consent of the person who has the
lawful authority to disclose the data to the foreign party, and without
a mandatory notification to this other state (as part of inspection
of the (cooperative) suspect’s device with an open mailbox, whose
data is located in another state party to the Convention, and other
scenarios of an unlimited scope, wherever and whenever the person
in question is located"), in its official interpretation given by the
said guidance note, is practically not applicable to soliciting from
foreign ICT service providers the data of their customers, since, al-
legedly, “[s]ervice providers are unlikely to be able to consent validly
and voluntarily to disclosure of their users’ data under Article 32.
Normally, service providers will only be holders of such data; they
will not control or own the data, and they will, therefore, not be in
a position validly to consent”.?

Nonetheless, this paragraph, initially intended to prevent cross-
border searches and seizures of non-public data without the consent
of their owners, due to the wording employed in it, is prone to ex-
tensive interpretation when assessing compliance with the criteria
of lawfulness and voluntariness. There is no legal certainty as to
whose law and by whom will be assessed and applied® (whether at

Russia, foreign authorities can use the INTERPOL 1-24/7 network to contact the
NCB of INTERPOL of the RF Ministry of Internal Affairs for this purpose.

! Ifthe person providing the consentis located not abroad, but on the territory
of the state whose foreign authority is obtaining access to the data, the provisions
of art. 32(b) of the Budapest Convention will largely coincide with the provisions
of art. 18(1)(a) of this Convention, against which the Russian Federation raised no
objections.

2 T-CY Guidance Note #3: Transborder access to data (Article 32) adopted by the
12th Plenary of the T-CY (2-3 Dec. 2014) (T-CY (2013)7 E of 3 Dec. 2014), pp. 4-5 and
7-8, paras. 3, 3.6 and 3.8) // Guidance Notes. URL: https://www.coe.int/en/web/
cybercrime/guidance-notes.

® For example, in the Russian Federation such actions may constitute
crimes under art. 272 (illegal access to computer information committed by a
person with the use of his official position), art. 273 (use of malicious computer
programs committed by a person with the use of his official position) of the RF
Criminal Code. See also draft art. 294" above; Statement of the Delegation of the
Russian Federation at the Fifth Session of the Ad Hoc Committee to Elaborate a
Comprehensive International Convention on Countering the Use of Information
and Communications Technologies for Criminal Purposes (Vienna, 11-21 April
2023) related to International Cooperation. URL: https://www.unodc.org/unodc/
en/cybercrime/ad_hoc_committee/home, accessed Apr. 14, 2023.
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the location of the foreign authority retrieving the data,'the data
subject, the operator (controller) of personal data, service pro-
vider, server, terminal user equipment). At the same time, guidance
notes to the Convention, although being the official source of its
interpretation, nonetheless, are not binding on its states parties.
In addition, ICT service providers, contrary to the guidance note,
are usually personal data controllers who determine the purposes
and means of their processing (in Russia, this concept is covered
by the term “operator”). The case law of the Federal Supreme Court
of Switzerland indicates that service providers do have such a law-
ful authority to transfer data to local and foreign law enforcement
and judicial agencies, if they have stipulated the possibility thereof
among the terms and conditions of use of their services accepted
by the client. (The papers on the implementation of the Budapest
Convention contain an opposite view).?

The provisions of art. 32(b) of the Budapest Convention do not
contain any mechanisms for resolving possible withdrawals of the
given consent by the authorized person, a requirement that such
consent be not only voluntary but also informed, jurisdictional and
other clauses as to the basic procedure for challenging by the persons

! The drafters of subsequent documents to the Budapest Convention leaned
towards this option. See: Transborder access and jurisdiction: What are the options?
Report of the Transborder Group adopted by the T-CY on 6 Dec. 2012. Strasbourg,
6 Dec. 2012, T-CY (2012)3, p. 22, para. 3.2.3.4; T-CY Guidance Note # 3: Transborder
access to data (Article 32) adopted by the 12th Plenary of the T-CY (2-3 Dec. 2014)
(T-CY (2013)7 E of 3 Dec. 2014), p. 7, para. 3.5.

2 Bundesgericht, Urteil der L. 6ffentlich-rechtlichen Abteilungi.S. Oberstaats-
anwaltschaft des Kantons Ziirich gegen Unbekannt (Beschwerde in Strafsachen)
1B_344/2014 vom 14. Januar 2015. See the opposite opinion: T-CY Guidance Note
# 3: Transborder access to data (Article 32) adopted by the 12th Plenary of the T-CY
(2-3Dec. 2014) (T-CY (2013)7 E of 3 Dec. 2014), p. 7, para. 3.4; Transborder access and
Jjurisdiction: What are the options? Report of the Transborder Group adopted by the
T-CY on 6 Dec. 2012. Strasbourg, 6 Dec. 2012, T-CY (2012)3. P. 21-23, paras. 3.2.3.3,
3.2.3.5.

Country-specific information on the implementation in national legislation
and practical application (including issues of admissibility of evidence) by the EU
member states of the provisions of arts. 18 and 32 of the Budapest Convention is
published annually (in varying scope) in a joint publication of Eurojust, Europol
and EJN: SIRIUS EU Digital Evidence Situation Report. 2nd Annual Report. 2020. 68 p.

See also: Recommendation No. R (95) 13 of the Committee of Ministers to
Member States concerning problems of criminal procedural law connected with
information technology (Adopted by the Committee of Ministers on 11 Sept. 1995
at the 543rd meeting of the Ministers’ Deputies), paras. 17-18.
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concerned of direct accesses to and retrievals of data sanctioned by
the Convention, establishment and enforcement of other essential
legal remedies for data subjects, either.

According to the results of UNODC research published in 2013
and remaining relevant at the present time, direct cross-border ac-
cess to computer systems and data, including in the cloud, without
prior authorization of the state where they are located, is deemed
impermissible by the majority of “host countries” which ordinar-
ily require that legal assistance processes are observed for these
purposes. There is a similar attitude with respect to foreign law
enforcement directly and remotely approaching service providers
situated in those countries for subscriber, traffic or content data.
In turn, service providers themselves also tend to adhere to the
international legal assistance channels for disclosing the said data,
with some exceptions where a foreign judicial or other relevant order
of the requesting party is sufficient.' Voluntary disclosure of data
(subscriber information, traffic and sometimes content data) to for-
eign authorities, in particular in emergency situations, is currently
established, to the best of our knowledge, only by service provid-
ers in the United States and Canada in accordance with domestic
legislation of these countries.” For European service providers this
is not typical even in case of an emergency.

Legislation, policy (including the foreign policy line under the
coordinating role of the Ministry of Foreign Affairs®) or practice of
the Russian Federation do not provide for the possibility of direct

' Comprehensive Study on Cybercrime (New York: United Nations, 2013),
pp. 218-222; A.I1. PenxakoB, Kommenmapuii K cmamoe 2 @edepaibHozo 3akoHa
om 6 uions 2016 zoda Ne 375-P3 [Commentary on article 2 of the Federal Law of 6
July 2016 No. 375-FZ], CIIC KoncysabsrauTlLiioc (2016).

2 18 U.S. Code § 2702 — Voluntary disclosure of customer communications
or records.

3 The principles of sovereignty and non-interference in the internal affairs
of another state are not duly respected by some norms of EU law in the field of
processing personal data for law enforcement, judicial and penitentiary purposes.
Directive 2016/680 establishes a unilateral transfer of personal data directly to
recipients in third countries, bypassing their competent authorities (Directive
(EU) 2016/680 of the European Parliament and of the Council of 27 Apr. 2016 on
the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA, preamble para. 73, art. 39).
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access of foreign law enforcement and judicial authorities with
any requests (including requests for data preservation,'voluntary
disclosure of data in emergency situations, also with the consent
of the user) to Russian ICT providers (the so-called asymmetric
(diagonal) cooperation), reserving such contacts exclusively to the
purview of Russian authorities (the “State-in-the-middle” approach).
The required urgency of the request and of its processing must be
secured by 24/7 interagency communication networks, such as IN-
TERPOL's 1-24/7, provided that their functioning is uninterrupted
and otherwise fully reliable.

Atthe same time, unlike, for instance, Switzerland, which crimi-
nalized any unauthorized actions on behalf of and in the interests of
foreign states in its territory (art. 271 of the Swiss Criminal Code),* so
far the Russian Federation has not enacted any “blocking statutes”,?
that would restrict, prohibit and penalize the actions of both Russian
ICT service providers fulfilling foreign requests received by them
directly from abroad (whereas there are pieces of such legislation
adopted in relation to other subjects),* and of foreign officials for-
warding such requests.

See also on the assumed permissibility of extraterritorial direct warning in
cases of danger of violation of the right to life and in other exceptional cases (duty
to warn): Investigation of, accountability for and prevention of intentional State
killings of human rights defenders, journalists and prominent dissidents: Report of
the Special Rapporteur on extrajudicial, summary or arbitrary executions (UN Doc.
A/HRC/41/36 of 4 Oct. 2019), para. 67; Annex to the Report of the Special Rapporteur
on extrajudicial, summary or arbitrary executions: Investigation into the unlawful
death of Mr. Jamal Khashoggi (UN Doc. A/HRC/41/CRP.1 of 19 June 2019), para. 368.

! The service provider’s reaction to such requests already involves their dis-
closure of information that confirms or refutes the availability or absence of the
data that are to be preserved.

% The Practical Guide for Requesting Electronic Evidence across Borders (Vienna:
United Nations, 2021), p. 230.

* Transborder access and jurisdiction: What are the options? Report of the Trans-
border Group adopted by the T-CY on 6 Dec. 2012. Strasbourg, 6 Dec. 2012, T-CY
(2012)3, p. 22, para. 3.2.3.4; P.A. Litvishko, Non-Treaty Forms of Extraterritorial
Judicial and Law Enforcement Activities, in Collection of Materials on International
Cooperation of the Investigative Committee of the Russian Federation (Moscow:
Prospekt, 2016), pp. 132-173; JI.B. ToJsioBKO, I'0cydapcmaeo u ez2o y20a08Hoe cCy0onpo-
u3sodcmeo: monozpagus [State and its criminal proceedings: monograph] (M.:
Nanarenbckuit [Jom «Topopeily, 2022), pp. 43-72 and 442-443.

* Federal Law of 1 May 2022 No. 125-FZ “On amendment to the Federal Law “On
measures to influence (counter) unfriendly actions of the United States of America
and other foreign states””; Federal Law of 28 June 2014 No. 173-FZ “On the specifici-
ties of performing financial transactions with foreign citizens and legal entities,
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Draftarticle 294' of the RF Criminal Code discussed above is also
aimed at filling in this gap.

On the other hand, with regard to outgoing requests from Russian
law enforcement, investigative and judicial authorities for voluntary
preservation of electronic evidence or provision of subscriber infor-
mation, transmitted directly to foreign service providers (mainly
operating under US law) and related to the services provided by them
in Russia, these are considered admissible insofar as they are envis-
aged by guidances or other instructions of these service providers
for foreign law enforcement and judiciary, officially published on
their portals and thus denoting the express consent, implicit ap-
proval or acquiescence of the state of the service provider to such
way of cross-border communications.'

In addition, these requests may be addressed directly to service
providers “localized” (“landed”) in the Russian Federation in accor-
dance with Federal Law of 1 July 2021 No. 236-FZ “On the Activities
of Foreign Persons on the Information and Telecommunications
Network “Internet” in the Territory of the Russian Federation”.

It should be borne in mind that in cases of such voluntary asym-
metric cooperation, many service providers by default, unless being

on amending the Code of Administrative Offences of the Russian Federation and
repealing certain provisions of legislative acts of the Russian Federation”; Decree
ofthe President of the Russian Federation of 11 Sept. 2012 No. 1285 “On measures to
protect the interests of the Russian Federation in the conduct of foreign economic
activities by Russian legal entities”; RF Criminal Code arts. 275 (state treason), 275"
(cooperation on a confidential basis with a foreign state, international or foreign
organization), 276 (espionage), and 284° (provision of assistance in executing de-
cisions of international organizations, in which the Russian Federation does not
participate, or foreign state authorities).

! Some countries have enshrined this approach at the legislative level. For
example, in 2018, Georgia introduced an international production order, which
empowers a Georgian judge to issue a production order in respect of persons or
entities outside of the territorial jurisdiction of Georgia if the following conditions
aremet, cumulatively: agreement of the person who is the subject of the order with
the voluntary disclosure of electronic data; and permission from the host country
of the foreign entity for such disclosure through its laws or executive policies. Such
orders must be obtained from a court by the prosecutor and must be transmitted
through an official who is authorized by the attorney general. Non-compliance
with such orders does not entail anylegal liability. In accordance with article 18 of
the Council of Europe Convention on Cybercrime, Georgia has used international
production orders in respect of Facebook and other international service providers
in connection with services offered in Georgia. (Countering the use of information
and communications technologies for criminal purposes: Report of the Secretary-
General (UN Doc. A/74/130 of 30 July 2019), para. 109.)
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given (justified) confidentiality instructions in the request or a gag
order attached to the request, normally notify' the customer, whose
data is requested, of the receipt and results of consideration of the
request. They can also immediately send a copy of it to the customer
concerned, as well as demand reimbursement of the costs of pro-
cessing the request, of ensuring the preservation and provision of
data in response to it.>

Article 18 of the Budapest Convention laid down the foundations
fortargetjurisdictional criterion empowering the parties’ competent
authorities to directly order a service provider offering its services
in the territory of the Party to submit subscriber information relat-
ing to such services in that service provider’s possession or control.
Thus, given the volatility of the location of data in the cloud, the
only factors that matter are the location where the service is offered
and the fact that the data of interest are possessed or controlled by
the service provider, but not the location (including abroad) of the
service provider or the data (servers) themselves, including their
possible dispersal over the territories of different countries, the
circumstance that the user’s device is in roaming mode, or “loss of
location” of data, as well as any other parameters.®

! Default notification can also occur in an automatic mode, by technical design
ofthe provided service. See: Data disclosure framework. General practices developed
by international service providers in responding to overseas government requests for
data (Vienna: United Nations, 2021), pp. 18-19.

% See, e.g.: Pinterest Law enforcement guidelines, URL: https://help.pinterest.
com/en/article/law-enforcement-guidelines.

* Transborder access to data and jurisdiction: Options for further action by the
T-CY: Report prepared by the Ad-hoc Subgroup on Transborder Access and Jurisdiction
adopted by the 12th Plenary of the T-CY (2-3 Dec. 2014). Strasbourg, 3 Dec. 2014,
T-CY (2014)16, pp. 10-14 and 16-20; Transborder access and jurisdiction: What are
the options? Report of the Transborder Group adopted by the T-CY on 6 Dec. 2012.
Strasbourg, 6 Dec. 2012, T-CY (2012)3; Criminal justice access to data in the cloud:
challenges, Discussion paper of 26 May 2015 prepared by the T-CY Cloud Evidence
Group; Criminal justice access to data in the cloud: Cooperation with “foreign” ser-
vice providers, Background paper of 3 May 2016 prepared by the T-CY Cloud Evi-
dence Group; Criminal justice access to electronic evidence in the cloud — Informal
summary of issues and options under consideration by the Cloud Evidence Group
of 17 Feb. 2016; Criminal justice access to electronic evidence in the cloud: Recom-
mendations for consideration by the T-CY: Final report of the T-CY Cloud Evidence
Group (T-CY (2016)5 of 16 Sept. 2016); T-CY Guidance Note #10: Production orders
for subscriber information (Article 18 Budapest Convention) adopted by the T-CY
following the 16th Plenary by written procedure (28 Feb. 2017) (T-CY(2015)16 of 1
Mar. 2017) (issuing a production order for subscriber information with regard to
ICT service providers located abroad, but offering their services in the territory of
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A provision identical to art. 18 of the Budapest Convention is
contained in art. 27 of the current draft UN Convention on Coun-
tering the Use of Information and Communications Technologies
for Criminal Purposes.

In Russia, orders for such information from service providers
offering their services in its territory are presented and executed
with due regard to the requirements of Federal Law of 1 July 2021
No. 236-FZ “On the Activities of Foreign Persons on the Information
and Telecommunications Network “Internet” in the Territory of the
Russian Federation”.

In turn, for the purposes of the Budapest Convention, “it is un-
derstood that a communication is in a Party’s territory if one of the
communicating parties (human beings or computers) is located
in the territory or if the computer or telecommunication equip-
ment through which the communication passes is located on the
territory”.!

In the interpretation of the Federal Supreme Court of Switzer-
land, the norm of art. 18 of the Budapest Convention applies only
to domestic, and not foreign service providers, or subsidiaries or
partner firms of foreign providers located in the state exercising
jurisdiction, that store data in the territory of this state, for example,
by operating server farms.*

In 2018, the United States adopted the CLOUD Act, which pro-
vides for a mutual regime of forwarding direct orders for producing
all types of data to ICT service providers, their branches and sub-
sidiaries (including those of US service providers) located in states,
with which the United States has entered into relevant executive

the Party issuing the order). Guidance Notes. URL: https://www.coe.int/en/web/
cybercrime/guidance-notes.

! Explanatory Report to the Convention on Cybercrime. Budapest, 23.X1.2001,
para. 222.

2 Bundesgericht, Urteil der I. 6ffentlich-rechtlichen Abteilungi.S. Oberstaats-
anwaltschaft des Kantons Ziirich gegen Unbekannt (Beschwerde in Strafsachen)
1B_344/2014 vom 14. Januar 2015.

This decision, however, was taken prior to the issuance of the guidance note
to art. 18 of the Budapest Convention (7-CY Guidance Note #10: Production orders
for subscriber information (Article 18 Budapest Convention) adopted by the T-CY
following the 16th Plenary by written procedure (28 Feb. 2017) (T-CY(2015)16 of 1
Mar. 2017) (issuing a production order for subscriber information with regard to
ICT service providers located abroad, but offering their services in the territory of
the Party issuing the order)).
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agreements. At the same time, the orders of the other contracting
party to the agreement sent to the US service providers may not
intentionally target data of US persons or persons located in the
United States. (The first such agreement was concluded in 2019 with
the United Kingdom, which also passed the relevant law).!

United States legal practice precludes prospective real-time
collection of content solely on behalf of foreign governments. Two
exceptions to this rule exist, however. If there is a parallel or joint
investigation conducted by United States law enforcement, the
United States authorities may be permitted to share the product
with overseas law enforcement. Real-time content is available also
to countries with a bilateral CLOUD Act executive agreement with
the United States.”

In 2022, the Second Additional Protocol to the Convention on
Cybercrime on enhanced co-operation and disclosure of electronic
evidence was adopted, which regulates: direct disclosure by domain
name registrars and ICT service providers, located in the territory
of a state party to the Protocol (this is a mandatory territorial condi-
tion), of information in their possession or control on domain name
registrants or subscribers, pursuant to a request or an order of law
enforcement or judicial authorities of another state party (in many
aspects, due to reservations, regimes of notifications and consulta-
tions with the state of the service provider, this provision may boil
down to inter-state interaction); giving effect to orders from another
state party for expedited production of subscriber information and
traffic data; expedited disclosure of stored computer data through
the 24/7 Network points of contact without a request for legal as-
sistance and provision of mutual legal assistance in emergencies;
thelanguage of communications, including direct communications
with service providers; the use of video conferencing for taking of
testimony or a statement, other hearings and proceedings, including
for the purposes of identifying persons or objects, audio confer-
ences; joint investigation teams and joint investigations; protection
of personal data.’

! Clarifying Lawful Overseas Use of Data Act (CLOUD Act) of 2018; Crime
(Overseas Production Orders) Act 2019.

% The Practical Guide for Requesting Electronic Evidence across Borders (Vienna:
United Nations, 2021), p. 39.

3 Second Additional Protocol to the Convention on Cybercrime on enhanced
co-operation and disclosure of electronic evidence, Explanatory Report thereto.
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Regulation (EU) 2023/1543 of the European Parliament and of
the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal
proceedings and for the execution of custodial sentences following
criminal proceedings; Directive (EU) 2023/1544 of the European
Parliament and of the Council of 12 July 2023 laying down harmon-
ised rules on the designation of designated establishments and the
appointment of legal representatives for the purpose of gathering
electronic evidence in criminal proceedings' apply to the issuance
by an authority of a EU Member State of an order commanding a
service provider offering services in the Union and established in
another EU Member State, or, if not established, represented by a
legal representative in another EU Member State (thus “localized”
for the purposes of the Regulation and some other instruments
indicated in the Directive), to produce or to preserve electronic
evidence regardless of the location of the data constituting the
relevant electronic evidence. The irrelevance of the data storage
location is also reflected in the Regulation’s provisions concerning
the procedures for considering a conflicting obligation of a service
provider under the law of a third country.

The Regulation applies to the issuance of orders in respect of
data pertaining to services offered only within the EU. Therefore,
for instance, in cases of a Russian provider offering their services
there (which, in turn, requires that they designate their establish-
ments or appoint legal representatives in one or more EU Member
States), it can be ordered to yield exclusively this kind of data. The
Regulation does notlay down any obligation for service providers to
decrypt data, and prescribes the imposition of turnover pecuniary
penalties on them for infringing its provisions.

! Regulation (EU) 2023/1543 of the European Parliament and of the Council of
12 July 2023 on European Production Orders and European Preservation Orders
for electronic evidence in criminal proceedings and for the execution of custo-
dial sentences following criminal proceedings; Directive (EU) 2023/1544 of the
European Parliament and of the Council of 12 July 2023 laying down harmonised
rules on the designation of designated establishments and the appointment of
legal representatives for the purpose of gathering electronic evidence in criminal
proceedings. See: E-evidence — cross-border access to electronic evidence. URL:
https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/
types-judicial-cooperation/e-evidence-cross-border-access-electronic-evidence_
en, accessed Dec. 17, 2023.
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Determining whether a service provider offers services in the
Union requires an assessment as to whether the service provider
enables natural orlegal persons in one or more Member States to use
its services. However, the mere accessibility of an online interface
in the Union, such as for instance the accessibility of a website or
an email address or other contact details of a service provider or an
intermediary, taken in isolation, should be considered insufficient
to determine that a service provider offers services in the Union.
A substantial connection to the Union should also be relevant to
determining whether a service provider offers services in the Union.
Such a substantial connection to the Union should be considered to
exist where the service provider has an establishment in the Union.
Inthe absence of such an establishment, the criterion of a substantial
connection should be based on specific factual criteria such as the
existence of a significant number of users in one or more Member
States, or the targeting of activities towards one or more Member
States. The targeting of activities towards one or more Member States
should be determined on the basis of all relevant circumstances, in-
cluding factors such as the use of alanguage or a currency generally
used in that Member State, or the possibility of ordering goods or
services. The targeting of activities towards a Member State could
also be derived from the availability of an application (‘app’) in the
relevant national app store, from the provision of local advertising
or advertising in the language generally used in that Member State,
or from the handling of customer relations, such as by the provision
of customer service in the language generally used in that Member
State. These two cumulative conditions (enabling persons to use the
services atissue and the substantial connection) are set forth in the
definitions of offering services in the Union and on the territory of
a Member State used in the Regulation and Directive.

Orders are addressed for execution directly to a designated es-
tablishment or to a legal representative of the service provider con-
cerned in the relevant EU Member State (enforcing State). Where an
order isissued to obtain traffic or content data, the issuing authority
should notify the competent authority in the enforcing State of such
an order at the same time as it transmits this order to the addressee,
in particular for the purpose of checking the existence of grounds
for it to refuse the provision of the data concerned. However, where
such an order is issued to obtain electronic evidence in criminal
proceedings with substantial and strong links to the issuing State,
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no notification to the enforcing authority is required. Such links
should be assumed where, at the time of issuing the order, the issu-
ing authority hasreasonable grounds to believe that the offence has
been committed, is being committed or is likely to be committed in
the issuing State, and where the person whose data are requested
resides in the issuing State (a cumulative condition). The Regulation
sets forth rather broad criteria for assuming and determining the
jurisdiction of the place of the commission of the offence and the
place of residence of the person.

The Regulation lays down a special procedure of judicial review,
with the participation of the service provider, issuing and enforcing
States, for cases where the service provider at hand objects to the
execution of an order coming from abroad within the EU on the
grounds that compliance with the order would lead to the breach of
their conflicting legal obligation under the applicable law of a third
country. At the end of the procedure, a court of the issuing State has
the final say as to the enforceability of the order and unilaterally
overcoming the third country’slegal prohibition of the disclosure of
the data concerned, which cannot be regarded as compatible with
the ensuring of comity in respect of the sovereign interests of third
countries declared in the Regulation. The said objection may not
be based on the sole fact that the data are stored in a third country;
among other factors, the said court assesses the degree of connec-
tion between the service provider and the third countryin question,
and in this context, the data storage location alone shall not suffice
for the purpose of establishing a substantial degree of connection.

Judicial authorities empowered to issue or validate orders, are,
with regard to orders to obtain traffic or content data, exclusively a
judge, a court or an investigating judge (orders issued by an investi-
gating authority are subject to validation by such judges or courts),
with regard to orders to obtain subscriber data or data, including
traffic data, requested for the sole purpose of identifying the user,
as well as orders to preserve data of any category, they also include
public prosecutors in addition to such judges or courts (orders is-
sued by an investigating authority are subject to validation by such
judges, courts or public prosecutors); the Regulation sets out a
special procedure for the issuance and ex post (as opposed to prior)
validation of orders to obtain subscriber data or data requested for
the sole purpose of identifying the user, as well as orders to preserve
data, in emergency cases defined in the Regulation.
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For secure digital communication and data exchange between
issuing and enforcing authorities and service providers, the Regu-
lation provides for the use of a dedicated decentralised IT system,
some of whose components are based on the e-CODEX system,’'
the Regulation also provides for the legal effect and admissibility
of electronic documents, use of electronic signatures and seals.

However, even within the EU, there is significant criticism of
such outsourcing of functions of judicial authorities, with their
safeguards and personal data protection standards, in favor of such
cross-border public-private partnerships, privatization of public
functions, and some point out the insufficiency of notifications to
the competent authorities of the state of the service provider.”

Thus, one can observe a steady course towards the development
oflegal frameworks to meet the growing demand of law enforcement
and judicial practice forimmediate cross-border actions, which are
essentially unilateral in nature, and aimed at obtaining electronic
intelligence and evidence directly from foreign service providers and
other actors outside the international legal (judicial) assistance or
law enforcement (police-to-police) cooperation, which excludes the
activation and engagement of their mechanisms for assessing and
refusing assistance, imposing conditions for its provision in order
to protect the public interest, personal data, privacy, and other hu-
man rights, immunities and privileges (including electronic ones),
establishing authenticity of communications, etc. In turn, the ser-
vice providers are in no position to evaluate all these parameters
themselves (in particular, assess eventual prejudice to the states’
sovereignty, security or other essential interests, risks of political
persecution or other human rights abuses by the requesting state),
nor are they able to conclude whether the sought data is indeed
relevant, proportionate and necessary in a democratic society, or
the standard of proof is met.

! Regulation (EU) 2022/850 of the European Parliament and of the Council of
30 May 2022 on a computerised system for the cross-border electronic exchange
of data in the area of judicial cooperation in civil and criminal matters (e-CODEX
system), and amending Regulation (EU) 2018/1726 (Text with EEA relevance).

% Cross-border data access in criminal proceedings and the future of digital justice.
Navigating the current legal framework and exploring ways forward within the EU
and across the Atlantic. Report of a CEPS and QMUL Task Force | Carrera S., Stefan
M., Mitsilegas V. (Brussels: Centre for European Policy Studies (CEPS), 2020), 99 p.
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One witnesses a gradual partial dismantling of the architecture
of inter-State interaction. On the whole, modern aspirations for de-
centralization and world order without intermediaries, be it states
or other corporate structures, are characteristic of many spheres of
human life, especially in the context of its progressing virtualization.
This centrifugal trend also expresses itself in the development of
peer-to-peer networks, blockchain, smart contracts, decentralized
autonomous organizations, 5G broadband technology, Metaverse
and Web 3.0 with their decentralized configuration, uberization,
etc. Such technological categories have now moved into the realm
of ideological ones.

In 2021, the Open-ended intergovernmental expert group to
conduct a comprehensive study of the problem of cybercrime pre-
sented their report on the outcome of this study with conclusions
and recommendations for consideration by the Commission on
Crime Prevention and Criminal Justice.'

The problems of combating cybercrime are inextricably linked
with the issues of ensuring international information security and
are related respectively as a part and a whole.

Resolution 73/27 “Developments in the field of information
and telecommunications in the context of international security”,
adopted by the UN General Assembly on 5 December 2018 on the
Russian initiative, reaffirmed the set of international rules, norms
and principles of responsible behaviour of States, enshrined in the
reports of the Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of
International Security, concerning the applicability of international
law to State use of ICTs, in particular, the following:

State sovereignty and international norms and principles that
flow from sovereignty (such as non-intervention or non-interference
in the internal affairs of other States®) apply to State conduct of ICT-

! Report on the meeting of the Expert Group to Conduct a Comprehensive
Study on Cybercrime held in Vienna from 6 to 8 April 2021 (UN Doc. UNODC/
CCPCJ/EG.4/2021/2).

2 Many sources distinguish between the concepts of intervention, which re-
quires a constituent element of coercion, and interference, which does not have a
coercive character. See: Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations | Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University
Press, 2017), pp. 24 and 312-325; Peacetime Regime for State Activities in Cyberspace.
International Law, International Relations and Diplomacy (ed. K. Ziolkowski) (Tal-
linn: NATO CCD COE, 2013), pp. 162-165, 186 and 189-238.
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related activities and to their jurisdiction over ICT infrastructure
within their territory;

States must meet their international obligations regarding inter-
nationally wrongful acts attributable to them under international
law. However, the indication that an ICT activity was launched or
otherwise originates from the territory or objects of the ICT in-
frastructure of a State may be insufficient in itself to attribute the
activity to that State. Accusations of organizing and implementing
wrongful acts brought against States should be substantiated,;

States should not knowingly allow their territory to be used for
internationally wrongful acts using ICTs. States must not use prox-
ies to commit internationally wrongful acts using ICTs and should
seek to ensure that their territory is not used by non-State actors to
commit such acts;

States should respond to appropriate requests for assistance by
another State whose critical infrastructure is subject to malicious
ICT acts. States should also respond to appropriate requests to
mitigate malicious ICT activity aimed at the critical infrastructure
of another State emanating from their territory, taking into account
due regard for sovereignty.'

In 2021, the UN General Assembly called upon Member States
to be guided in their use of information and communications tech-
nologies by two consensus final reports (of the Open-ended Working
Group on Developments in the Field of Information and Telecom-
munications in the Context of International Security” and of the
Group of Governmental Experts on Advancing Responsible State
Behaviour in Cyberspace in the Context of International Security®).*

Inits Resolution 75/240 “Developments in the field of information
and telecommunications in the context of international security” of

! Seealso: International code of conduct for information security: Annex to the
letter dated 9 Jan. 2015 from the Permanent Representatives of China, Kazakhstan,
Kyrgyzstan, the Russian Federation, Tajikistan and Uzbekistan to the United Na-
tions addressed to the Secretary-General (UN Doc. A/69/723), paras. 1-3; IIpumere-
Hue medcOyHapoOHo20 npasa 8 kubepnpocmparcmee [Application of international
law in cyberspace], Unnekc 6e3omacuHocty, No. 4(115), T. 21 (2015), pp. 99-116.

> UN doc. A/75/816 of 18 Mar. 2021.

3 UN doc. A/76/135 of 14 July 2021.

* Resolution 76/19 “Developments in the field of information and telecommu-
nicationsin the context of international security, and advancing responsible State
behaviour in the use of information and communications technologies” adopted
by the UN General Assembly on 6 Dec. 2021.
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31 December 2020 adopted on the Russian initiative, the UN General
Assembly, decided to convene, starting from 2021, under the auspices
of the United Nations, a new open-ended working group on security
of and in the use of information and communications technologies
2021-2025, acting on a consensus basis, to continue, as a priority,
to further develop the rules, norms and principles of responsible
behaviour of States and the ways for their implementation and, if
necessary, to introduce changes to them or elaborate additional
rules of behaviour; to consider initiatives of States aimed at ensuring
security in the use of information and communications technolo-
gies; to establish, under the auspices of the United Nations, regular
institutional dialogue with the broad participation of States; to con-
tinue to study, with a view to promoting common understandings,
existing and potential threats in the sphere of information security,
inter alia, data security, and possible cooperative measures to pre-
vent and counter such threats, and how international law applies to
the use ofinformation and communications technologies by States,
aswell as confidence-building measures and capacity-building; and
to submit, for adoption by consensus, annual progress reports and
a final report on the results of its work to the General Assembly at
its eightieth session.

Multilateral and bilateral interstate and intergovernmental
agreements of the Russian Federation on cooperation in the field of
ensuring international information security stipulate, among other
things, the fight against cybercrime, exchange of information for law
enforcement and judicial purposes as the main areas of coopera-
tion. It should be borne in mind, however, that like multilateral and
bilateral interstate and intergovernmental agreements of the Rus-
sian Federation on law enforcement (police-to-police) cooperation
in the field of combating crime, as well as international interagency
arrangements, envisaging the mutual assistance of the parties in
combating computer crimes, the said agreements in the field of
international information security, of course, do not regulate the
rendering of legal assistance in the field of criminal justice, that s,
obtaining evidence in criminal cases.

It is necessary to keep in mind the possible use for criminal jus-
tice purposes of intelligence gathered by national security agencies,
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which requires compliance with certain standards and criminal
procedural guarantees, including, in certain cases, judicial review."

In 2006, the ECtHR found that carrying out the strategic monitor-
ing of international wireless telecommunications, that is, telecom-
munications which are not effected via fixed telephone lines but,
for example, via satellite or radio relay links, and using data thus
obtained, does notillegally interfere with the territorial sovereignty
of the foreign states in which the persons being monitored reside
and therefore is not contrary to public international law (In that
case, signals emitted from foreign countries were monitored by
interception sites situated on German soil and the data collected
were used in Germany.)®

After the global surveillance programs “PRISM”, “ECHELON”,
“Upstream”, “Boundless Informant” systems and some other tele-
communications intercept programs operated by the US NSA, UK
Government Communications Headquarters and other countries’
special services providing signals intelligence and united in the Five
Eyes Signals Intelligence Alliance were leaked in 2013, it revived dis-
cussion about whether transit countries’ engaging in the strategic
mass surveillance of transit “external” bulk communications (where
at least one party is outside the transit country) passing through
their territory via cable (mostly submarine communications fibre-
optic cables) and wireless systems (such as satellite and radio-relay
links) was consistent with international law. In addition, questions
arose over obtaining these content and metadata from telecom-
munications service providers incorporated or located in those
countries. In 2021, the ECtHR resolved a number of long-standing
cases concerning these issues by developing a set of human rights
criteria for compatibility with the European Convention on Human
Rights of mass interception of communications (both external and
internal) and the reception and transmission of such intercept
products between foreign intelligence services.*

! G.Vermeulen, W. De Bondt and C. Ryckman, Rethinking international coopera-
tion in criminal matters in the EU. Moving beyond actors, bringing logic back, footed
in reality (Antwerpen-Apeldoorn-Portland: Maklu, 2012), pp. 95-100 and 533-535.

2 Weber and Saravia v. Germany (dec.), no. 54934/00, 29 June 2006, ECHR,
paras. 26, 66, 81, 83 and 86-88.

% Big Brother Watch and Others v. the United Kingdom [GC], nos. 58170/13,
62322/14 and 24960/15, 25 May 2021, ECHR; Centrum for réttvisa v. Sweden [GC],
no. 35252/08, 25 May 2021, ECHR; New technologies. Factsheet, European Court of
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There still exist legal challenges relating to the covert use of
geolocation, GPS/GLONASS tracking devices, etc. on the vehicles
of suspects and other objects crossing the border of another state.
This measure constitutes a special investigative technique under
art. 20 of the Palermo Convention, namely electronic surveillance,
and other treaties (and qualifies as an operational search measure
“surveillance” under art. 6 of the Federal Law “On Operational
Search Activities”), represents a particular type of international
cooperation and requires an advance approval by the state into
whose territory the vehicle or other object equipped with such a
device is expected to arrive, or a prompt notification to the state
concerned of the said object approaching its border if this was not
initially anticipated and was established during the monitoring. In
addition to that, some countries’ laws regard these types of actions
as procedural (judicial) ones requiring the international mutual
legal assistance process rather than law enforcement cooperation
for their conduct.'

Human Rights, July 2023; Mass surveillance. Factsheet, European Court of Human
Rights, September 2022.

For information on obtaining telecommunications data from satellite and
the so-called space theory (Weltraum-Theorie) applied in operations of German
special services, see: A. Frischholz, “BND-Skandal. Uberwachung und Spionage
am rechtlichen Abgrund®, Computer Base, 13 Nov. 2015, URL: http://www.
computerbase.de/2015-11/bnd-skandal-ueberwachung-und-spionage-am-
rechtlichen-abgrund/, accessed Dec. 18, 2023.

' Judicial collaboration versus police collaboration. Subject submitted for dis-
cussion in the PC-OC at its 43rd meeting in 2001 by Mr M. Knaapen (Netherlands).
Strasbourg, 30 Jan. 2013 [PC-OC\Docs 2001\20Erev]; art. 134.3 of the Criminal
Procedure Code of the Republic of Moldova on a special search measure “locat-
ing or tracking via the Global Positioning System (GPS)”; Zakon ze dne 20. bfezna
2013 €. 104/2013 Sb., o mezindrodni justicnispolupracive vécech trestnich [Law on
international judicial cooperation in criminal matters] (§§ 62-63); A.A. Xaiinapos,
“ITosyyerue nHGOPMALMY O MECTOHAXOKJEHUH JIUIIA, TPAHCIOPTHOI'O CPEJICTBA
U MHOTO 0O'beKTa Kak HOBOe cjefcTBeHHoe aeiicTBue” [Obtaining information
about the location of a person, vehicle or other object as a new investigative ac-
tion], Becmnuk Akademuu I'enepanvroii npokypamyput Poccuiickoti Pedepayuu
4(60) (2017), pp. 103-108; Die internationale Rechtshilfe in Strafsachen: Wegleitung
[Internationallegal assistance in criminal matters: Guidance]: 9. Aufl. 2009 (Recht-
sprechung Stand Mai 2010) (Bern: Bundesamt fiir Justiz, Fachbereich Rechtshilfe,
2009): Ziff. 3.6.3, S. 76-77.

See also: Proposal by Switzerland regarding regulation by the convention of the
use oftechnical recording devices in the territory of another state party: Draft Third
Additional Protocol to the European Convention on Mutual Assistance in Criminal
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§ 3. Special Investigative Techniques: Assessing the Need for
Developing the Regional Frameworks

I Introduction’

The importance and timeliness of raising the subject of special
investigative techniques (hereinafter referred to as “SIT(s)”) can
hardly be overestimated. The new reality characterized by such
major factors as virtualization, anonymization and pseudonymiza-
tion leaves the judicial and law enforcement communities no option,
calling for equally surreptitious means and methods of their work.
The employment of stealthy operations is more than ever gaining
on relevance, especially in the online environment, compared to
the physical world often being the only way to collect admissible
evidence, expose criminals, disrupt and dismantle transnational
criminal networks.*

This chapter explores the nature of SITs, the international global
(UN, FATF) and regional (CoE, CIS, SCO and CSTO) as well as domes-
tic legal frameworks, and addresses the challenges of their desig-

Matters: Document prepared by the Secretariat, Strasbourg, 8 September 2023
[PC-OC/(2023)07E], p. 5.

! This chapter was originally published as papers of the Council of Europe’s
(CoE) Committee of Experts on the Operation of European Conventions on Co-
operation in Criminal Matters (PC-OC): Special Investigative Techniques: Assessing
the Need for Additional Regulation in the Council of Europe’s Instruments of Legal
Assistance in Criminal Matters: Discussion Paper by Mr Pyotr Litvishko (Russian
Federation), PC-OC Mod Substitute Member, Strasbourg, 19 August 2021 [PC-OC/
PC-OCMod/Docs PC-OC Mod 2021/ PC-OC Mod (2021)04E]; Introductory Note to
Discussion Paper PC-OC (2021)10EN.

% Cf.: para. 24 of the Explanatory Report to the Second Additional Protocol
to the Convention on Cybercrime on enhanced co-operation and disclosure of
electronic evidence (Strasbourg, 12.V.2022) states that “[t]he drafters also consid-
ered other measures which, after thorough discussion, were not retained in this
Protocol. Two of these provisions, namely, “undercover investigations by means
of a computer system” and “extension of searches”, were of high interest to the
Parties but were found to require additional work, time and consultations with
stakeholders.”; Terms of reference (document T-CY (2021)19 of 15 Nov. 2021) for the
T-CY Working group on undercover investigations by means of computer systems
and extension of searches; Statement of the Delegation of the Russian Federation
at the Fifth Session of the Ad Hoc Committee to Elaborate a Comprehensive In-
ternational Convention on Countering the Use of Information and Communica-
tions Technologies for Criminal Purposes (Vienna, 11-21 April 2023) related to
International Cooperation. URL: https://www.unodc.org/unodc/en/cybercrime/
ad_hoc_committee/home, accessed Apr. 14, 2023.
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nation and definitions. It identifies the problems of their coverage
in the treaties, and relationships and differences in interpretation
and application. The chapter concludes with the proposals for the
required CoE regulations.

I1. Designation/Definition Challenge. Council of Europe
Framework: National vs. International SITs

It is common knowledge that names are too often just arbitrary
labels which do not reflect intrinsic qualities of things they are at-
tached to. Shakespeare’s “What’s in a name?” is of relevance when
one starts talking about SITs.

For the most part, SITs are associated with law enforcement in-
telligence' which, in turn, is considered an outgrowth of military
and national security intelligence that dates back to ancient times;”
references to it can be found in ancient Chinese writings (Sun Tzu,
fl. 4th century BC) and the Bible (Numbers 13).°

The methods to transform the product of SITs (the biblical “fruit
of theland”) into evidence and adduce itin court, as well as the evi-
dential value allocated to materials derived from the deployment of
SITs, are different in the existing legal systems.

Various sources generally distinguish the following types of
covert SITs:*

! Law enforcement intelligence mainly represents information gathered
surreptitiously to prevent, identify and combat criminal offences. SITs can be
deployed either for intelligence-gathering or evidential purposes.

Unlike the definitions in the Council Framework Decision 2006/960/JHA of 18
Dec. 2006 on simplifying the exchange of information and intelligence between
law enforcement authorities of the Member States of the European Union (art.
2), the term “criminal (law enforcement) intelligence operation” as used in this
chapter is a synonym for a SIT and encompasses the stages both of a criminal
intelligence operation per seand a criminal investigation, i.e., both proactive and
reactive types of investigations.

2 M. Peterson, Intelligence-Led Policing: The New Intelligence Architecture
(Washington, DC: U.S. Department of Justice, 2005), p. 5.

* “The LORD said to Moses, “Send men to reconnoiter (in other translations,
“search”, “explore”, or “spy out”) the land of Canaan”. The men conducted covert
observation and sampling, procuring “the fruit of the land”. In the end, they
presented a misinformative description (“a bad report”) of the outcome of their
covert investigations.

* See, e.g.: Mutual Legal Assistance Manual (Belgrade: Council of Europe Office
in Belgrade, 2013), pp. 33-36 and 101-109; Model Legislative Provisions against
Organized Crime. Second Edition (Vienna: United Nations, 2021), pp. 59-87; Model
legislation on money laundering and financing of terrorism (United Nations Office
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+ interception of communications;

« controlled deliveries;

. surveillance (observation);!

« (virtual) covertinvestigations (undercover operations), network
investigative techniques,2 such as:
infiltration, i.e., the use of undercover officers,® assumed (false)
identities (covers, legends, backstories);

on Drugs and Crime, International Monetary Fund, 2005); Technical Guide to the
United Nations Convention against Corruption (New York: United Nations, 2009),
pp. 182-187; Recommendations on Special Investigative Techniques and other
Critical Measures for Combating Organized Crime and Terrorism. Meeting of G8
Justice and Home Affairs Ministers, Washington — May 11, 2004.

! “Surveillance” is either physical (conventional) (tailing, stakeout, shoulder
surfing, aerial covert surveillance using unmanned aircraft (drones) etc.; it may
also extend to monitoring bank accounts in financial investigations, monitoring
computer activities in cyber investigations (equipment interference)) or technical
(electronic). Thelatter is more intrusive than the former and includes audio, visual,
tracking and data surveillance, may be directed (in a public place) or intrusive
(involving the installing and using of a covertlistening or recording device (wireless
transmitter) in residential premises or private vehicles).

‘Surveillance” may also be used as an umbrella term for various kinds of SITs.
See: Current practices in electronic surveillance in the investigation of serious and
organized crime (New York: United Nations, 2009), p. 2.

Under the UNODC Model Law on Mutual Assistance in Criminal Matters
(2007), as amended with provisions on electronic evidence and the use of special
investigative techniques (2022) (UN Doc. E/CN.15/2022/CRP.6 of 11 May 2022) (sec.
27), electronic surveillance means: (a) the monitoring, interception, copying or
manipulation of messages, data or signals that have been stored or transmitted, or
areinthe process of being transmitted, by electronic means; and (b) the monitoring
or recording of activities by electronic means, and any covert engagement in
electronic communications with suspects involving undercover measures.

* E.g., invirtual investigations by “government hacking”, using loggers, such as
IP Grabber (Grabify IP Logger), hardware and software keystroke loggers, sniffers,
compromising electromagnetic emanations, or embedding exploits (backdoors)
and other spyware.

See in more detail on watering hole attacks and other types of network investi-
gative techniques: Digest of cyber organized crime. Second edition (Vienna: United
Nations, 2022), pp. 32, 111-118, 123-124.

3 They include undercover online operatives. Techniques employed by them
may include various kinds of misrepresenting their identities, e.g., communicating
through the online identity of a cooperating witness (with consent) or appropriating
online identity, or lure, or using products of private persons’ “digilantism” (Internet
vigilantism, or sousveillance) (e.g., those derived from proactive impersonation
of a child or of a facilitator of child exploitation online or compromising informa-
tion systems used for the purposes of child pornography), other online and offline
subterfuges, ruses, traps and enticements.
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staging (imitation) of criminal offences, or (reverse) sting op-
erations, like a storefront or other (online) undercover facility,
pseudo-purchases (test buys) and sales, other simulated trans-
actions, and other pseudo offences, while as a general rule no
entrapments (police incitement) or agents provocateurs are
permitted;

integrity testing (simulation of bribery);

financial transaction monitoring, including the setting up of

undercover virtual asset wallets;

» deployment of covert human intelligence sources, i.e., confiden-
tial informants; in some legal systems, the latter are subsumed
under the notion of “undercover (police or intelligence) officers
(undercover agents, police operatives)”, thus encompassing both
handlers and their assets;

« covert obtainment of samples (DNA from a fingerprint, lip
smear or other objects, voiceprints, video footage, or malware
specimens);

« (transborder) remote search in information systems and net-
works, use of remote (digital) forensics (e.g., in forensic virtual
asset investigations).

The term of art “SIT” originates in the Convention on Launder-
ing, Search, Seizure and Confiscation of the Proceeds from Crime
of 1990. Pursuant to art. 4.2 (“Special investigative powers and
techniques”), “[elach Party shall consider adopting such legislative
and other measures as may be necessary to enable it to use special
investigative techniques facilitating the identification and tracing
of proceeds and the gathering of evidence related thereto. Such
techniques may include monitoring orders, observation, intercep-
tion of telecommunications, access to computer systems and orders
to produce specific documents.”

The Explanatory Report to the 1990 Convention (para. 30) indi-
cates that “[p]laragraph 2 of the article was drafted to make States
aware of new investigative techniques which are common practice

See, e.g.: Guide for the thematic discussion on strengthening the use of digital
evidence in criminal justice and countering cybercrime, including the abuse and
exploitation of minors in illegal activities with the use of the Internet. Note by
the Secretariat. Commission on Crime Prevention and Criminal Justice, thirty-
first session, Vienna, 16-20 May 2022 (UN Doc. E/CN.15/2022/6 of 4 Mar. 2022),
paras. 20-24, 67.
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in some States but which are not yet implemented in other States.
The paragraph imposes an obligation on States at least to consider
the introduction of new techniques which in some States, while
safeguarding fundamental human rights, have proved successful
in combating serious crime. Such techniques could then also be
used for the purposes of international cooperation. In such cases,
Chapter III, Section 2, would apply. The enumeration of the tech-
niques is not exhaustive.”

As one can see, SITs were initially conceived as a mixture of ju-
dicial/law enforcement intelligence measures, not necessarily of a
surreptitious nature, including such patently overt judicial measure
as a production order.

The Explanatory Report to the 1990 Convention may be held to
elucidate whatwas, is and will always be “special” about SITs in art.
4 (also, in comparison with “ordinary” “Investigative measures” in
art. 3) and in any other document applying the inseparable words
of the term since then — they were “new” and not “common” to all
States. (However, itis difficult to accept the novelty (or comprehend
how they can otherwise be uncommon or special) of such old-timers
as physical surveillance, undercover activities, use of informants,
production orders (subpoenas, warrants) and other classical police
and criminal justice tools.)

The Convention on Laundering, Search, Seizure and Confiscation
of the Proceeds from Crime and on the Financing of Terrorism of
2005 largely reproduces the wording of the 1990 Convention in rela-
tion to SITs, and its Explanatory Report (para. 85) again, in 15 years,
calls them “new” and not “common” to all States. Currently, after a
lapse of another 15 years, in the CoE Member States this is definitely
not the case anymore.

It is therefore clear that presently the adjective “special” has no
added value, failing to convey its meaning, and the term “SIT” as a
whole may be perceived as a misnomer, as vague and lacking legal
certainty as it was over 30 years ago encapsulating its “zero-day”
vulnerability.

The terminological deficiencies and lack of a uniform concept
of SITs also result in the divergent scopes of the relevant measures
and inconsistent usage throughout various documents, primarily
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either equating them with only covert actions’ or, as was discussed
above, including some overt activities in them as well.

In addition, as will be shown further, some countries’ legisla-
tion distinguishes between covert and overt criminal intelligence
measures (the latter include inspection of premises, vehicles and
objects, identification (lineups, identity parades etc.), sampling,
interviews etc.), which should be taken into account when develop-
ing a definition of a SIT that would be acceptable to those countries,
by underscoring the covert type, and its denomination to import
secretness in and of itself, which is not the case with the current
designation of a SIT.

At present, there is no universally recognized definition of the
legal phenomenon of SITs.

The Legislative Guide to the 2000 Organized Crime Convention
defines SITs as “techniques for gathering information in such a
way as not to alert the target persons, applied by law enforcement
officials for the purpose of detecting and investigating crimes and
suspects.”?

The authors of a 2022 UNODC publication venture their own, ad-
mittedly overly broad and multifaceted, rendering of the definition
and concept claiming that “[tlhe [special investigative] techniques
are labelled “special” because their use is often costly and compli-
cated, requiring specialized expertise and sometimes advanced
technological knowledge and instruments. Their use may in some
cases pose ethical problems, while in others it may endanger the
operators. It is important to keep in mind that the use of special
investigative techniques may infringe on fundamental individual

» 3

rights (e.g., the right to privacy)”.

! See, e.g.: Good practices in special investigative techniques. Background
paper by the Secretariat. Conference of the Parties to the United Nations Conven-
tion against Transnational Organized Crime, Working Group on the Smuggling
of Migrants, Vienna, 11-13 Nov. 2013 (UN Doc. CTOC/COP/WG.7/2013/2 of 7 Aug.
2013), para. 8 (“Special investigative techniques, also known as “covertinvestigation
techniques” differ from routine investigation methods, and include both covert
techniques and the use of technology”).

% Legislative guide for the implementation of the United Nations Convention
against Transnational Organized Crime (New York: United Nations, 2004),
paras. 442-455.

3 Digestof cyber organized crime. Second edition (Vienna: United Nations, 2022),
pp. 32, 111-118, 123-124.
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A 2023 UNOCT and INTERPOL joint publication states that “[s]
pecial investigative techniques are typically characterized as op-
erational resources that can be deployed both preemptively and re-
actively in the context of detecting and investigating serious crimes
and suspects, with the aim of gathering information in such a way
as not to alert the target persons. The use of SITs may also involve
a degree of deception.”

A regional CoE definition of SITs was introduced in 2005 and is
currently reproduced in the Recommendation of the Committee
of Ministers of the Council of Europe to Member States on “special
investigation techniques” in relation to serious crimes includ-
ing acts of terrorism of 2017 (hereinafter referred to as “the 2017
Recommendation”),” which defines SITs as “techniques applied by
the competent authorities in the context of criminal investigations
for the purpose of preventing, detecting, investigating, prosecuting
and suppressing serious crimes, aiming at gathering information
in such a way as not to alert the target persons”. “Competent au-
thorities” means judicial, prosecuting and investigating authori-
ties involved in deciding, supervising or using SITs in the context
of criminal investigations in accordance with national legislation.
SITs are applied both in a judicial context and for purposes of in-
telligence gathering outside of a judicial context. The scope of this
Recommendation is only the application of SITs in a judicial context,
including for the purposes of financial or cyber investigations.

The Explanatory Memorandum to the 2017 Recommendation
gives a non-exhaustive list of SITs: for the purpose of this Recom-
mendation, SITs may include undercover operations (including

' Cybersecurity and New Technologies. Guide for Human-Rights Based Approach
to Countering Use of New Technologies for Terrorist Purposes (New York: United
Nations Office of Counter-Terrorism (UNOCT), 2023), pp. 18-19, 40-42 and 69.

2 Recommendation CM/Rec(2017)6 of the Committee of Ministers to member
States on “special investigation techniques” in relation to serious crimes includ-
ing acts of terrorism (Adopted by the Committee of Ministers on 5 July 2017 at the
1291st meeting of the Ministers’ Deputies), Explanatory Memorandum thereto. It
hasreplaced Recommendation Rec (2005)10 of the same name (hereinafter referred
toas “the 2005 Recommendation”), which was the first to establish a SIT definition.
As aprecursor thereto, one can regard Recommendation Rec (2001)11 concerning
guiding principles on the fight against organised crime, which in para. 19 gives
national-level examples of “investigative measures (techniques)” (surveillance,
interception of communications, undercover operations, controlled deliveries
and the use of informants).
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covert investigations); front store operations (e.g. undercover
company); informants; controlled delivery; observation (including
cross-border observation); electronic surveillance of specific tar-
gets; interception of communications; cross-border (hot) pursuits;
pseudo-purchases or other “pseudo-offences”, covert monitoring
of financial transactions and web traffic as they are defined in
national legislation.

This definition may be said to also include purely judicial actions
that cannot be considered as such techniques due to their overt
character, like examining people other than the subject himself or
seizing documents while taking basic precautions not to alert the
target through imposing various forms of non-disclosure obliga-
tions upon the persons directly involved in those actions, issuing
gagging orders, for example, in the legal process preventing default
notification by telecom service providers to subscribers whose data
are subject of a preservation or production order; or such measures
as remote sensing, gathering open source intelligence, especially
through the use of “cold computers” unlinked to any government
IP address, “dummy” social media accounts to anonymously search
open and public information (i.e., not engaging in undercover work
per se, but for viewing purposes), consensual monitoring or trash
runs (dumpster diving); facial recognition and any other type of
algorithmic profiling technologies applied in specific intelligence-
led policing or predictive policing.'

The CoE’s AML/CFT framework (the 1990 Convention (arts. 3, 4,
7 and 8) and the 2005 Convention (arts. 2, 4, 7, 15 and 16)) regulates

! Atthe same time, some other parts of these documents do point, although not
consistently, to the covert nature of SITs. According to the 2017 Recommendation
(preamble), “special investigation techniques are numerous, varied and constantly
evolving, and [...] their common characteristics are their covert nature and the
fact that their application could interfere with fundamental rights and freedoms;
[...] the use of special investigation techniques in criminal investigations requires
confidentiality and [...] any efforts to pursue the commission of serious crime,
including acts of terrorism, should where appropriate be thwarted with secured
covert means of operation”. The Explanatory Memorandum to the 2017 Recom-
mendation (paras. 17 and 31) sets out that “SIT are particular techniques because of
their covert nature”; “SIT are often (italics mine) of a covert nature, which is present
where an attempt is made to conceal the on-going criminal investigations”. The
2005 Recommendation (preamble) and the Explanatory Report thereto (paras. 17
and 27) contain the same provisions but for the language, using the words “secret”
and “secrecy” in place of the “covert (nature)” in the respective parts of the text.
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SITs at the national level only and the international assistance in
broad terms with respect to instrumentalities, proceeds and other
property.

Other CoE conventions providing (explicitly in their texts or
implicitly through their explanatory reports with examples) for
domestic-level, but notinternational-level SITs, are the 1999 Crimi-
nal Law Convention on Corruption,' the 2011 Convention on the
counterfeiting of medical products and similar crimes involving
threats to public health?, and the 2015 Convention against Traffick-
ing in Human Organs.’

The next section will focus on the CoE core treaties — the Eu-
ropean Convention on Mutual Assistance in Criminal Matters of
1959 (hereinafter referred to as “the 1959 Convention” or “mother
Convention”) and its two additional protocols — that do not actually
use the term “SIT”, but, as distinct from the instruments discussed
above, are not sectoral and ordinarily apply to all kinds of criminal
offences.

III. To What Extent Are SITs Covered in the 1959 Convention and Its
Protocols? Domestic vs. Cross-Border SITs

The Contracting Parties’ undertaking under art. 1.1 of the 1959
Convention to afford each other “the widest measure of mutual
assistance” is not a self-standing and unqualified clause; it only
operates through art. 3.1 and in conjunction with the rest of the
Convention’s articles governing concrete forms of this assistance,
which on their own do not provide for covert SITs.

! Art.23 (“Measures to facilitate the gathering of evidence and the confiscation
of proceeds”), Explanatory Report (para.114) (“this provision includes an obligation
for the Parties to permit the use of “special investigative techniques”. No list of
these techniques is included but the drafters of the Convention were referring in
particular to the use of under-cover agents, wire-tapping, bugging, interception
of telecommunications, access to computer systems and so on.”)

 Art. 16 (“Criminal investigations”), Explanatory Report (para. 109) (“Effective
investigation” is further described as including financial investigations, covert
operations, controlled delivery and other special investigative techniques. These
could encompass electronic and other forms of surveillance as well as infiltration
operations.”)

3 Art. 16 (“Criminal investigations”), Explanatory Report (para. 102) (“The
negotiators noted that conducting effective criminal investigations may imply
the use of special investigation techniques in accordance with the domestic law
of the Party in question, such as financial investigations, covert operations, and
controlled delivery.”)
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In accordance with art. 3.1 of the 1959 Convention, “[t/he re-
quested Party shall execute in the manner provided for by its law
any letters rogatory relating to a criminal matter and addressed to
it by the judicial authorities of the requesting Party for the purpose
of procuring evidence or transmitting articles to be produced in
evidence, records or documents.”

To ascertain the purpose of the document and properly interpret
itsauthors’ intentions, one should refer, among others, to its travaux
préparatoires.

Pursuant to the Explanatory Report to the 1959 Convention (com-
mentary on art. 3), “[tlhe expression “procuring evidence” refers,
inter alia, to the hearing of witnesses, experts or accused persons,
the transport involved [sic] as well as search and seizure.”

In addition, among its general considerations, the Explanatory
Reportstates that “it was agreed that assistance should be granted in
the case of minor offences and that as a general rule the offence need
not be an offence under the law of both countries”, which is rather
incompatible with the overall intrusive and covert nature of SITs.

Down the road, the state of affairs and new developments in
crime and in combating criminal offences called for the adoption
of the Recommendation of the Council of Europe’s Committee of
Ministers to Member States concerning the practical application
of the European Convention on Mutual Assistance in Criminal
Matters in respect of letters rogatory for the interception of tele-
communications of 1985' (hereinafter referred to as “the 1985
Recommendation”) and then the Second Additional Protocol to the
European Convention on Mutual Assistance in Criminal Matters of
2001 (hereinafter referred to as “the 2001 Protocol”), respectively,
to read into the 1959 Convention’s scope and further to expressly
envisage in the 2001 Protocol, a limited number of covert forms of
cooperation as well.

Notwithstanding the presence of the phrase “inter alia”, it ap-
pears evident that initially, in principle just procedural actions of a
public, or overt nature were meant to be included in the scope of the
1959 Convention, since there was no mention of a single clandes-

! Recommendation No. R (85)10 of the Committee of Ministers to Member
States concerning the practical application of the European Convention on Mutual
Assistance in Criminal Matters in respect of letters rogatory for the interception
of telecommunications (Adopted by the Committee of Ministers on 28 June 1985
at the 387th meeting of the Ministers’ Deputies).
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tine operation to exemplify the inclusion thereof, although at least
some of them were undoubtedly existent at the time and could have
hardly escaped the drafters’ scrutiny. As discussed elsewhere in this
chapter, it was only in 1990 that the CoE Anti-Money Laundering
Convention introduced SITs, labelling them “new”. The 1978 and
2001 Protocols changed nothing as regards the “SITless” scope of
art. 3 of the mother Convention.

Additionally, the Explanatory Report to the 2001 Protocol in the
commentaries on articles concerning SITs states that “the purpose of
the drafters when taking account of [the respective covert measures]
in this Protocol was not to include police or other forms of non-
judicial co-operation within the scope of this Protocol, but rather
to take in [those measures] as a form of mutual legal assistance”.
Similar attempts at justification are absent in the Explanatory
Report to the 1959 Convention, which, again, allows to argue that
covert SITs, domestic or let alone cross-border, were not intended
to be covered by the mother Convention.

The distinction between cross-border (transnational) and do-
mestic (internal) SITs drawn in this chapter is meant to make it
clear that the former are carried out in the territories of at least two
countries, i.e. of the requesting and the requested States, and/or as
inherently joint operations by both States’ competent authorities
(e.g., controlled deliveries etc.), or else as actions of the requesting
or notifying State’s authorities which they conduct on their own and
which are carried out on or otherwise involve, only the territory of
the other concerned (requested or notified) State, therefore requiring
the latter’s consent (e.g., where they conduct covert investigations
on foreign soil themselves, or transborder telecommunications
interception, remote search in information systems and networks);
whereas the latter are only conducted within the requested State’s
boundaries solely by its domestic authorities in behalf of the request-
ing State (as an exception and if permitted by the requested State,
also in the presence of the requesting State’s officials pursuant to
art. 4 of the 1959 Convention).

A CoE publication asserts that “[a]lthough the European Conven-
tion on Mutual Assistance in Criminal Matters does not specifically
address special investigative techniques as a measure of assistance,
it is quite clear that co-operation of such measures was envisaged
within the context of assistance (See Recommendation No. R (85)
10 sets out fairly detailed rules in relation to requests for intercep-
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tion of communications under the European Convention on Mutual
Assistance in Criminal Matters) and subsequently set out in The
2nd Additional Protocol to the European Convention on mutual as-
sistance in criminal matters through the following provisions: Article
18: controlled delivery; Article 19: covert investigations; Article 20:
joint investigation teams.”'

This interpretation is far-fetched as it endeavors to stretch the
mother Convention out to be comprehensive, which itis not, that fact
bringing about the subsequent adoption of sectoral CoE conventions
on cooperation in criminal matters, including the 2001 Budapest
Convention on Cybercrime, whose harbinger the 1985 Recommen-
dation actually was. The Recommendation means only so much
that the States Parties to the 1959 Convention had agreed to deem
the Convention applicable to requests for domestic intercepts, and
is understandably silent on any other SITs. The circumstance that
the 2001 Protocol subsequently extended the mother Convention’s
scope to encompass some selected cross-border, but not domestic
SITs, adds little or nothing to the authors’ argument.

Notwithstanding its non-binding soft law character, the 1985
Recommendation has a self-contained régime, enumerating, inter
alia, the mandatory grounds for refusal of assistance irrespective
of those set out in the 1959 Convention, contents of requests, and
conditions of their execution.

The 1985 Recommendation and consequently the 1959 Con-
vention may also be considered to envisage the bulk interception
of communications, communications data and sharing of their
product with foreign judicial and law enforcement counterparts for
further data mining, analyzing and filtering for criminal investiga-
tion purposes using tasked selectors (search terms), while observing
the standards and safeguards similar to those recently determined
by the ECHR in respect of intelligence services’ activities.

Except for interception of communications, covertSITs enumer-
ated in section IT of this chapter, with no cross-border components,
fall outside the scope of the 1959 Convention and its two Protocols

! The Deployment of Special Investigative Means (Belgrade: Council of Europe
Office in Belgrade, 2013), p. 81.

% Big Brother Watch and Others v. the United Kingdom [GC], nos. 58170/13,
62322/14 and 24960/15, 25 May 2021, ECHR; Centrum for réttvisa v. Sweden [GC],
no. 35252/08, 25 May 2021, ECHR.

138



Collection and use of Electronic Evidence in the Framework of international...

and are arguably not available to be performed in the domestic
context of the requested States under them.

Unlike domestic and cross-border interceptions of telecom-
munications, for example, under the 2000 Convention on Mutual
Assistance in Criminal Matters between the Member States of the
European Union, the 1959 Convention and its Protocols’ framework
does not cover a cross-border interception of telecommunications,
since where the 2001 Protocol does regulate the cross-border forms
of assistance, it addresses them explicitly as such in the dedicated
provisions, which, in turn, may normally be subject to exclusion
and other reservations by Contracting States due to their significant
implications for the States’ sovereignty. As opposed to art. 3regime,
they are discretionary rather than mandatory and are scarcely
applicable to corpora delicti that do not satisfy the requirement of
dual criminality, non-extraditable or administrative (under art. 1.3
of the 1959 Convention as amended by the 2001 Protocol) offences.
All other requested actions under arts. 3, 5 and the rest of the 1959
Convention and its Protocols are assumed, as a general rule, to
be domestic (internal) in character, that is, carried out within the
requested State’s territory in behalf of the requesting State, unless
there is a clear indication to the contrary in the texts.

Thus, the drafting history of the 1959 Convention,' its text and
other CoE instruments and tools for their implementation as well
as subsequent agreements and practice of their application which
are analyzed here, attest to the 1959 Convention being regarded as
not governing SITs (except for domestic intercepts).”

To rectify this, a new CoE document containing the express
provisions to the contrary should be adopted.

! Vienna Convention on the Law of Treaties of 1969 (art. 32).

2 This conclusion is also strongly supported by the continued process of
countries submitting their relevant proposals of amendments, however frag-
mentary, for inclusion in the prospective third additional protocol to the 1959
Convention. See e.g. the proposal by Switzerland to introduce a new article on
the use of technical recording devices in the territory of another Party (Draft
Third Additional Protocol to the European Convention on Mutual Assistance in
Criminal Matters: Document prepared by the Secretariat, Strasbourg, 8 Septem-
ber 2023 [PC-OC/(2023)07E], p. 5).
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IV. Other International and Domestic Legal Frameworks. Problems
of Coverage, Relationship, and Differences in Interpretation and
Application: Legal (Judicial) vs. Law Enforcement Assistance

The UN Conventions against Transnational Organized Crime
of 2000 (arts. 20 and 27) and Corruption of 2003 (arts. 48 and 50)
lay the universal foundations for SITs,' while separating them
from mutual legal assistance in the dedicated articles. However,
their provisions are not “self-executing” for all States as they
require further international agreements or arrangements, or
purely discretionary decisions on a case-by-case basis, therefore
not being a sufficient source of legal authority.* SITs may also be

! It is sometimes argued that because of its art. 9, the 1988 UN Convention
against Illicit Traffic in Narcotic Drugs and Psychotropic Substances may be con-
sidered to be a precursor to what would follow in other conventions in terms of
introducing SITs. See: H.G. Nilsson, “Special Investigation Techniques and Develop-
ments in Mutual Legal Assistance — The Crossroads between Police Cooperation
and Judicial Cooperation”, in Resource Material Series No. 65, United Nations Asia
and Far East Institute for the Prevention of Crime and the Treatment of Offenders
(UNAFEI) (Fuchu, Tokyo, Japan, Mar. 2005), p. 40.

The same can be said about older treaties, especially bilateral ones, dating
back to earlier decades, where their scope was framed in terms of procedural
stages of combating crime, such as any assistance in preventing, detecting,
disrupting, investigating, solving, prosecuting and adjudicating offences, but
without explicitly naming covert means and methods. See, e.g., International
Convention for the Suppression of the Circulation of and Traffic in Obscene
Publications of 12 Sept. 1923 (with the Agreement for the Suppression of the
Circulation of Obscene Publications of 4 May 1910), as amended by the Protocols
of 1947 and 1949 respectively.

The 1990 Convention implementing the Schengen Agreement of 14 June 1985
between the Governments of the States of the Benelux Economic Union, the Federal
Republic of Germany and the French Republic on the gradual abolition of checks
attheir common borders and the 1990 Convention on Laundering, Search, Seizure
and Confiscation of the Proceeds from Crime were the earliest international treaties
to expressly deal with this subject matter, and it is the latter that introduced the
term “SIT” in art. 4.

At the international level, the 1988 Convention was the first multilateral
agreement to endorse the investigative technique and practice of controlled
delivery.

% In more detail, see: International cooperation involving special investiga-
tive techniques. Background paper prepared by the Secretariat. Conference of
the Parties to the United Nations Convention against Transnational Organized
Crime, Working Group on International Cooperation, Vienna, 7 and 8 July 2020 (UN
Doc. CTOC/COP/WG.3/2020/3 of 12 May 2020), paras. 41-51; Legislative guide for
the implementation of the United Nations Convention against Corruption. Second
Revised Edition 2012 (New York: United Nations, 2012), para. 650.
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considered under other universal sectoral conventions, in the first
place, counter-terrorism ones, as well as Security Council resolu-
tions. However, in most cases, because of their general catchall
language not expressly indicating covert SITs, they can hardly
qualify to create the sufficient binding international obligations
with respect to SITs.

The same is true for the FATF Recommendations (31, 37 and
40) which establish the relevant national- and international-level
provisions. Under them, countries should ensure that competent
authorities conducting investigations are able to use a wide range
of investigative techniques suitable for the investigation of money
laundering, associated predicate offences and terrorist financing.
These investigative techniques include: undercover operations,
intercepting communications, accessing computer systems and
controlled delivery. Countries should ensure that, of the powers
and investigative techniques required under Recommendation
31, and any other powers and investigative techniques available to
their competent authorities are also available for use in response
to requests for mutual legal assistance, and, if consistent with their
domestic framework, in response to direct requests from foreign
judicial or law enforcement authorities to domestic counterparts.
Law enforcement authorities should also be able to use their powers,
including any investigative techniques available in accordance with
their domestic law, to conduct inquiries and obtain information on
behalf of foreign counterparts.'

Still, the major deficiencies of the said UN and CoE frameworks
regarding SITs stem from their sectoral character, leaving ordinary
crime out.

The actions at issue are governed by a number of the European
Union supranational instruments,” multilateral treaties concluded
within other regional and sub-regional international organizations

! FATF (2012-2023), International Standards on Combating Money Laundering
and the Financing of Terrorism & Proliferation, FATF, Paris, France, www.fatf-gafi.
org/recommendations.html

% For the detailed analysis of the main types of SITs, see: Study on paving the
way for future policy initiatives in the field of fight against organized crime: the
effectiveness of specific criminal law measures targeting organised crime. Final
report, February 2015 (Luxembourg: Publications Office of the European Union,
2014), pp. 221-337.
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(e.g., CIS, SCO and CSTO),! or bilateral interstate, intergovernmen-

tal® and even interagency agreements and other arrangements® gov-

! Convention on Legal Assistance and Legal Relations in Civil, Family and
Criminal Matters of 7 Oct. 2002 (Kishinev Convention) (arts. 6-7, 60-61, 63, 104

» o«

and 108 (“search for persons and tracing proceeds of crime”, “operational mea-
sures”, “search measures” or “operational search measures”, “controlled delivery”,
and “joint investigative and operational teams”)); Agreement on Cooperation
between the Governments of the Member States of the Shanghai Cooperation
Organization in Fighting Crime of 11 June 2010 (“search for persons”, “opera-
tional search measures”, and “controlled delivery”); Agreement on Cooperation
of the Member States of the Commonwealth of Independent States in Combating
Crimes in the Sphere of Information Technologies of 28 Sept. 2018, Protocol on
Interaction of the Member States of the Collective Security Treaty Organization
in Countering Criminal Activities in Information Sphere of 23 Dec. 2014 (“opera-
tional search measures”, “coordinated measures and operations for preventing,
detecting, suppressing, solving and investigating crimes”); Shanghai Convention
on Combating Terrorism, Separatism and Extremism of 15 June 2001 (“operational
search measures”); Agreement on Cooperation of the Member States of the Com-
monwealth of Independent States in the Fight against Illicit Traffic in Narcotic
Drugs, Psychotropic Substances and Precursors of 30 Nov. 2000 (as amended by
the Protocol of 25 Oct. 2019) (“controlled deliveries”, “complex coordinated or
joint operational search measures, special operations”, and “joint investigative
and operational teams”).

See also on the CSTO and CIS model legislation: Resolution of the Parliamen-
tary Assembly of the Collective Security Treaty Organization of 19 Dec. 2023 No.
16-7.3 “On the Draft Model Guidance of the Competent Authorities of the CSTO
Member States in the Sphere of Ensuring the Collective Security by Operational
Search Activities”; Resolution of the Parliamentary Assembly of the Collective Se-
curity Treaty Organization of 30 Oct. 2018 No. 11-4 “On the Draft Model Agreement
on Cooperation of the CSTO Member States in the Sphere of Operational Search
Activities”; Resolution of the Parliamentary Assembly of the Collective Security
Treaty Organization of 26 Nov. 2015 No. 8-14 “On the Draft Recommendations
for the Approximation and Harmonization of Laws of the CSTO Member States
on Operational Search Activities”; Model Law on Operational Search Activities,
adopted by Resolution of the Interparliamentary Assembly of the CIS Member
Nations of 6 Dec. 1997 No. 10-12.

* Agreement between the Government of the Russian Federation and the
Government of the United Kingdom of Great Britain and Northern Ireland on
Co-operation in Fighting Crime of 6 Oct. 1997 (art. 1; Russian “operational search
measures” are translated therein as “inquiries”); Agreement between the Govern-
ment of the Russian Federation and the Government of the Federal Republic of
Germany on Cooperation in Fighting Especially Dangerous Crimes of 3 May 1999
(art. 3 (“coordinated operational measures for preventing, detecting, disrupting
and solving crimes”)).

3 Agreement on Cooperation between the Ministries of Internal Affairs in
CombatingIllicit Traffic in Narcotic Drugs and Psychotropic Substances of 21 Oct.
1992 (concluded by the Mols of the CIS Member States and the Republic of Estonia)

» o«

(“operational search measures”, “incessant operational surveillance of movements

142



Collection and use of Electronic Evidence in the Framework of international...

erninglaw enforcement assistance in combating crime, requesting
and executing both domestic and cross-border operational mea-
sures. These agreements normally do not apply to legal assistance
in criminal matters, and many of them explicitly state this, although
they may be used to procure both leads and evidence. (Mutual le-
gal assistance may only constitute subject matter of treaties of the
interstate level.)

Conversely, in a vicious circle for Russia and many other Com-
monwealth of Independent States (CIS) countries, legal (judicial)
assistance treaties are not applicable to SITs which are the subject
matter of those law enforcement assistance agreements, either,
unless the treaties themselves, and they are few, like the 2001 Pro-
tocol or the 2002 Kishinev Convention, or sources of their authentic
interpretation, have provisions to the contrary. Unlike the broad
language of art. 3 of the 1959 Convention, for example, bilateral
treaties on legal assistance in criminal matters to which the Russian
Federation is party normally employ an enumerative approach to
measures that may be requested and executed under the treaty, and
there are no SITs among them.

This relationship problem was already addressed briefly by the
PC-0OC back in 2001, mentioning in passing that “[i]t appears that
the borders between judicial and police co-operation are not always
clear. For example, some see the 2nd Additional Protocol as an un-
happy development consisting of introducing police co-operation
into the framework of the Convention on Mutual Legal Assistance.
Others however welcome that same development, considering
it rather as a method of controlling police activities by judicial
authorities.”"

» o«

of drug dealers possessing interstate connections”, “coordinated measures (op-
erations) for blocking channels of illicit movement of narcotic drugs”, “controlled
deliveries”, and “joint groups for joint operational search measures”); Agreement
on Cooperation in the Field of Special Support to Operational Search Activities
of 18 Dec. 1998 (concluded by the Mols of some CIS Member States) (“operational
search measures”, “operational intelligence”, “surveillance subject (target)”, and
“special support to operational search activities for the purposes of preventing,
detecting, suppressing and solving crimes”).

! Judicial collaboration versus police collaboration. Subject submitted for dis-
cussionin the PC-OC atits 43rd meetingin 2001 by Mr M. Knaapen (Netherlands).

Strasbourg, 30 Jan. 2013 [PC-OC\Docs 2001\20Erev].
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Aswas already mentioned above, the Explanatory Report to the
2001 Protocol in the commentaries on arts. 17-19 (cross-border ob-
servations, controlled delivery and covert investigations) flags up
rather inconclusively' that “the purpose of the drafters when taking
account of [the respective covert measures] in this Protocol was not
toinclude police or other forms of non-judicial co-operation within
the scope of this Protocol, but rather to take in [those measures] as
a form of mutual legal assistance”.”

There is an exception to the above in relation to the intercep-
tion of communications. In Russia and some other CIS Member
States, wiretapping, “pen registers”, “trap and trace devices” using
existing software and hardware at the Internet service or telecom-
munications plrovidelrs,3 real-time collection of electronic traffic
(transactional, communications) or content data in transit during
criminal investigations and proceedings may take the form both of
a procedural, judicial action (proceeding) and of a criminal intelli-
gence operation, both being performed for evidentiary purposes and
requiring a court warrant.* On the other hand, operational measures
that involve covert equipment or other property interference other
than that using service providers’ facilities, such as electronic eaves-
dropping (bugging of premises, vehicles, i.e., the so-called intrusive
covert surveillance, or use of a “body wired” informant to record
conversations that take place within his earshot), or deployment of

' Ibid.

2 SITs can also be carried out through another form of legal assistance
envisaged in art. 20 of the 2001 Protocol (joint investigation teams).

* As well as production orders for their stored wire or electronic communica-
tions records, including cell tower dumps.

* Cf.: the Russian Federation’s Criminal Procedure Code of 2001, as last
amended Nov. 27, 2023, establishing the proceedings for inspection and seizure
of postal or telegraphic correspondence, electronic communications or other
communications transmitted through telecommunication networks (art. 185);
monitoring or recording of telephone or other conversations (art. 186); and
obtaining information on connections between subscribers or subscribers’ devices
(art. 186.1); and Federal Law no. 144-FZ, “On Operational Search Activities”, of Aug.
12, 1995, as last amended Dec. 29, 2022, establishing the following operational
search measures: control of postal, telegraphic or other communications;
wiretapping; capturing information from technical communications channels;
and obtaining computer information (art. 6).
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cell-site simulators' fall within the exclusive domain of criminal
intelligence operations.

Therefore, the application of the 1959 Convention by such coun-
tries to domestic interceptions as interpreted by the 1985 Recom-
mendation should not face any legal difficulties. (And the Recom-
mendation concerns the interpretation of requested domestic, but
not transnational intercepts.)

Apart from that, SITs are traditionally regulated by multilateral
and bilateral treaties and other instruments on mutual administra-
tive assistance in customs matters.*

International assistance in operational intelligence investiga-
tions is expressly” or by implication® provided for in Status of Forces
Agreements and treaties on similar overseas installations.’

! IMSI catchers, digital analyzers like a stingray, dirtbox or triggerfish.

2 Recommendation of the Customs Co-operation Council on Mutual Admin-
istrative Assistance of 5 Dec. 1953 (“special watch”); International Convention on
Mutual Administrative Assistance for the Prevention, Investigation and Repres-
sion of Customs Offences of 9 June 1977 (“(special) surveillance”); International
Convention on Mutual Administrative Assistance in Customs Matters of 27 June
2003, Model Bilateral Agreement on Mutual Administrative Assistance in Customs
Matters, as revised in June 2004 (“surveillance, controlled delivery, hot pursuit,
cross-border surveillance, covert investigations, and joint control and investiga-
tion teams”).

3 Agreement between the Russian Federation and the Republic of Armenia on
Jurisdiction and Mutual Legal Assistance in Matters relating to the Stationing of
the Russian Military Base on the Territory of the Republic of Armenia of 29 Aug.
1997 (“search for persons”, “search actions”, and “operational search actions”);
Agreement between the Russian Federation and the Republic of Tajikistan on
Jurisdiction and Mutual Legal Assistance in Matters related to the Stay of Military
Formations of the Armed Forces of the Russian Federation on the Territory of the
Republic of Tajikistan of 21 Jan. 1997 (“search for persons”, “search actions”, and
“joint operational and investigative groups (brigades)”).

* Agreement between the Parties to the North Atlantic Treaty regarding the
Status of their Forces of 19 June 1951 (art. VII.6.a (“The authorities of the receiv-
ing and sending States shall assist each other in the carrying out of all necessary
investigations into offences, and in the collection and production of evidence,
including the seizure and, in proper cases, the handing over of objects connected
with an offence.”)).

® Agreement between the Government of the Russian Federation and the Gov-
ernment of the Republic of Kazakhstan on Interaction between Law Enforcement
Authorities in Ensuring Legal Order on the Territory of the Baikonur Complex of
4 0ct. 1997 (“operational search measures”, “operational supportof criminal cases”,
and “joint operational and investigative groups (brigades)”).
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The dedicated regional SIT-related instruments are also the
Agreement on the Procedure for Establishing and Operation of
Joint Investigative and Operational Teams in the Territories of the
Member States of the Commonwealth of Independent States of 16
October 2015 (“operational search measures”) and the Treaty on
the Procedure for the Stay and Interaction of Law Enforcement Of-
ficers on the Territories of Member States of the Commonwealth of
Independent States of 4 June 1999 (“operational search measures”,
“observation”, and “hot pursuit”).

Some but not all CoE countries can cooperate in the field of SITs
on the basis of reciprocity. For example, the Russian Federation
cannot do this, as this legal basis is not provided for in its Federal
Law “On Operational Search Activities”, requiring the treaty basis
for executing SITs.

There have been global initiatives concerning the integration of
SITs into the mutual legal assistance framework."

One may assert that currently the CoE Member States have a
patchwork and insufficient regulation of the subject at stake in
terms of it not being streamlined in the framework of the Council’s
treaty law and not covering major crime area. It definitely requires
the advanced harmonization in a CoE treaty.

Some CoE Member States, in particular CIS countries, have stand-
alone laws on SITs, whose concrete denominations vary (the most
common one is “On Operational Search Activities”?) and which are
ordinarily not part of criminal procedure sensu stricto.> Nor are “op-

! UNODC Model Law on Mutual Assistance in Criminal Matters (2007), as
amended with provisions on electronic evidence and the use of special investigative
techniques (2022) (UN Doc. E/CN.15/2022/CRP.6 of 11 May 2022).

% In Russian speaking countries, operativno-razysknaya deyatel’nost’. It is
sometimes referred to as “operational investigative activities (measures)”, which
is not a literal translation.

3 Forinstance, the Russian Federation’s Federal Law “On Operational Search
Activities” (art. 6) establishes the following exhaustive list of 15 covert and overt
operational search measures that are common for intelligence, counterintelligence
and criminal intelligence authorities: interview; enquiries; gathering samples
for comparative analysis; test purchase; examination of objects or documents (a
draftamendment adds computer information thereto); surveillance; identification
of persons; inspection of premises, buildings, constructions, areas or vehicles;
control of postal, telegraphic or other communications; wiretapping; capturing
information from technical communications channels; infiltration; controlled
delivery; operational experiment (i.e., a sting operation); and obtaining computer
information.
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erational search activities” a component of “investigative actions” in
those countries, as the latter constitute proceedings, are in essence
judicial. (Much of this stufflies, of course, in the nametag terrain of
the differing legal systems.) The results of the measures performed
pursuant to these laws normally need to pass through a certain
validation and legalization process prior to becoming admissible
evidence for a criminal case. These actions can be conducted both
before the institution of a criminal case and in the course of pre-
trial criminal proceedings, for intelligence-gathering and evidential
purposes, proactively and reactively.

Thus, Russia and other countries of the CIS have generally estab-
lished a special regime for disclosing and using the results of covert
SITs in criminal proceedings different from that of ordinary, overt
investigative actions. As a general rule, they constitute a State secret
and are to be declassified prior to their introduction as evidence into
acriminal case. This has a bearing on the international cooperation
where the requested measures are covert SITs, since the resulting
records and other documents should go through a declassifica-
tion procedure before their transfer to the requesting foreign State
or, if they cannot be declassified, the transmittal abroad can only
take place if both the requesting State and the requested State are
parties to special bilateral or multilateral agreements on security
procedures for exchanging and protecting classified information.>

! For in-depth analyses of the CIS countries’ domestic legal frameworks and
practice, see: N. Kovalevand S.C. Thaman, Special investigative techniques in post-
Soviet states: the divide between preventive policing and criminal investigation, in:
J.E.Rossand S.C. Thaman (eds), Comparative Criminal Procedure (Cheltenham, UK;
Northampton, MA, USA: Edward Elgar Publishing, 2016), pp. 453-474; Analysis of
the Legislation of the Kyrgyz Republic on Special Investigative Measures (B.: United
Nations Office on Drugs and Crime, 2014), 122 p.; L.A. McCarthy, Trafficking Justice:
How Russian Police Enforce New Laws, from Crime to Courtroom (Ithacaand London:
Cornell University Press, 2015), 276 p.

? See: intergovernmental agreements on mutual protection of classified
information, e.g., Russia—~Germany, Russia-Poland Intergovernmental Agreements
on Mutual Protection of Classified Information of 2 Dec. 1999 and 8 Feb. 2008
respectively; Agreement on mutual safeguarding of classified information in the
framework of the Collective Security Treaty Organization of 18 June 2004 (as of 19
Dec. 2012); Agreement between the Government of the Russian Federation and
the European Union on the protection of classified information of 1 June 2010
(notyet in force); Resolution of the Government of the Russian Federation No. 973
of 2 Aug. 1997 “On Approval of the Regulations for Preparing the Transmission
of Information Constituting a State Secret to Other States or International
Organizations” (as of 18 Mar. 2016); RF Interagency Instructions on the Procedure

147



CHAPTER 2

At the same time, many CoE Member States have SITs (criminal
intelligence operations) incorporated in their laws on criminal
procedure and statutes on international mutual legal assistance,
thus there appears to be a convergence of procedural and criminal
intelligence activities, on the one hand, and of legal (judicial) and
law enforcement (police-to-police) international assistance,' on
the other hand, to some extent, with treaties like the 2001 Protocol
following suit.

Currently, we are witnessing the dissolution of boundaries
between the procedural pre-trial (preliminary) investigation and
operational investigation/intelligence activities in the countries
where these institutions have long been separated. These two inves-
tigative concepts are integrating mainly due to the incorporation of
operational/intelligence activities into criminal procedure.?

For example, as a type of procedural activities (proceedings)
identical or similar to “operational search measures” (operativno-
razysknyye meropriyatiya) in Russian law, the Code of Criminal
Procedure of Ukraine of 2012 (arts. 246-275) governs the grounds
and the procedure for carrying out “covert investigative (search)
actions” (Heesachi caidui (posutykoei) 0ii);’ the Criminal Procedure
Acts of the Czech Republic of 1961 (§§ 86-87c and 158b-158f) and
Slovakia of 2005 (§§ 110-118) (with later amendments) mainly in

for Presenting Results of Operational-Search Activities to Inquiry Authority,
Investigator or Court of 27 Sept. 2013 which is also applicable to the transfer of
results of overt and covert operational-search activities pursuant to the requests
ofinternationallaw enforcement organizations and law enforcement authorities of
foreign States, including the procedures for declassifying information constituting
State secrecy and its media.

! H.G.Nilsson, op. cit., pp. 39-45; P.A. Litvishko, The Convergence of Preliminary
Investigation and Operational Search Activities in International Cooperation in
Criminal Matters, in Collection of Materials on International Cooperation of the
Investigative Committee of the Russian Federation (Moscow: Prospekt, 2016),
pp. 173-191.

% For the concept of “criminal justice finality”, see: G. Vermeulen, W. De Bondt,
C. Ryckman, Rethinking international cooperation in criminal matters in the EU.
Moving beyond actors, bringing logic back, footed in reality (Antwerpen-Apeldoorn-
Portland: Maklu, 2012), 767 p.

3 At the same time, the Law of Ukraine “On Operational Search Activities”
of 1992 (with further amendments) still regulates operational investigative,
intelligence and counterintelligence activities.

Similar dual mixed regulation is contained in the respective laws of the Baltic
countries. See: V.M. Turanjanin and J.V. Stanisavljevi¢, “Special investigative
actions in Baltic countries”, Strani pravni Zivot god. LXV, br. 4 (2021): 667-685.

148



Collection and use of Electronic Evidence in the Framework of international...

Ch. “Providing Information” as distinct from the next Ch. “Proof”),
while retaining the previous denomination, — “operational search
means” (operativné pdtraci prostredky)' and “means of operational
search activity” (prostriedky operativno-pdtracej ¢innosti)®; the
Austrian Criminal Procedure Code of 1975 (§§ 99, 118 and 129-133)
governs the actions analogous to “operational search measures”
in Sec. “Investigative Measures and Obtaining Evidence” (Ermit-
tlungsmafSnahmen und Beweisaufnahme); the amended German
Code of Criminal Procedure of 1950 (§§ 98a-98c, 100c-101, 103,
110a-111 and 163e-163f) in the special section along with seizure,
attachment of property and correspondence, and interception of
telecommunications; the Swiss Criminal Procedure Code of 2007
(arts. 269-298d) in Sec. “Covert Surveillance Measures” (geheime
Uberwachungsmassnahmen). Such regulation of the grounds and
the procedure for these activities is also typical for criminal proce-
dure laws of the States of the former Yugoslavia.3 At the same time,
for example in Poland, strict separation of “operational intelligence
activities” (czynnosci operacyjno-rozpoznawcze) from procedural
actions remains in force to the present day.*

The transposition of the relevant treaty norms into the national
legislation takes various forms. For example, whereas the Act of the
Czech Republic “On International Judicial Cooperation in Criminal
Matters” of 2013 (§§ 59-65)° and the Federal Law of the Republic

! The Act “On the Police of the Czech Republic” of 2008 (with further
amendments) (§§ 10, 72-77), in turn, regulates “supporting operational search
means” (podptirné operativné pdtraci prostredky).

% The Act of the Slovak Republic “On the Police Corps” of 1993 (with further
amendments) (§§ 38a-41a) also regulates “means of operational search activity”
(prostriedky operativno-pdtracej cinnosti), which among others includes “criminal
intelligence” (kriminélne spravodajstvo).

3 Benchbook on Special Investigative Measures (Sarajevo: DCAF — Geneva
Centre for Security Sector Governance, 2020), 116 p.; Special Investigative Measures.
Domestic and International Practice (Skopje: OSCE Spillover Monitor Mission to
Skopije, 2010), 275 p.

* P.Labugz, J. Kudta, T. Safjariski, Czynnosci operacyjno-rozpoznawcze polskich
stuzb ochrony prawa w prawie krajowym i miedzynarodowym (Warszawa: Difin,
2022),436's.; K. Oz6g-Wrobel, "Katalog metod prowadzenia czynno$ci operacyjno-
rozpoznawczych”, Roczniki Nauk Prawnych T. XXII nr 4 (2012), s. 113-145.

> The Act “On the Police of the Czech Republic” (§ 91) briefly regulates the use
of “supporting operational search means” pursuant to a foreign security service’s
request, whereas the Act of the Slovak Republic “On the Police Corps” of 1993 (§§
77a-77c) also regulates the use of Slovak police officers abroad and foreign police

149



CHAPTER 2

of Austria “On Extradition and Legal Assistance in Criminal Mat-
ters” of 1979, with later amendments (§§ 59b-59c, besondere Ermit-
tlungsmafsnahmen (“special investigative measures”)) govern the
procedure for submitting and performing requests for operational/
intelligence actions and classify them as legal assistance (that is,
cooperation in the field of criminal proceedings), similar special
statutes of Germany and Switzerland, whose criminal procedure
codes in this aspect are similar to the Czech and the Austrian ones,
do not contain such provisions. At the same time, it can be assumed
that in regulating the execution of these incoming requests, the
Czech and Austrian competent authorities expect that the request-
ing party file them through the legal assistance procedure rather
than within the framework of law enforcement cooperation.' The
Ukrainian Criminal Procedure Code regulates controlled deliveries
and border pursuitin Ch. “International Legal Assistance in Carry-
ing Out Procedural Actions” (arts. 569 and 570).>

There is an example of a CoE country regulating the extraterrito-
rial unilateral use of SITs. The UK Home Office Codes of Practice
on Covert Surveillance and Property Interference, Equipment In-
terference and Covert Human Intelligence Sources provide for the
applicability of authorizations and warrants under the Regulation
of Investigatory Powers Act 2000 and the Investigatory Powers Act
2016 to these SITs conducted in overseas areas under the jurisdiction
of the UK, such as UK Embassies, UK military bases and detention
facilities.?

officers in Slovakia for implementing particular means of operational search
activity.

! For tracing and interception of (tele)communications; agents, informers and
infiltration; and cross-border operations, see: the European Judicial Network’s
practical tool for judicial cooperation “Fiches Belges”, URL: https://www.ejn-
crimjust.europa.eu/ejn/EJN_FichesBelges/EN/-1/-1/-1, accessed July 27, 2021.

% See in relation to some other countries: Terrorism: special investigation
techniques (Strasbourg: Council of Europe Publishing, 2005), 496 p.; Legal and Gaps
Analysis: Special Investigation Techniques. CrimEx EuroMed Justice Group of Experts
in Criminal Matters. Algeria, Egypt, Israel, Jordan, Lebanon, Morocco, Palestine,
Tunisia, Nov. 2017, 123 p.

3 Covert Surveillance and Property Interference. Revised Code of Practice
(London: Home Office, 2018), p. 12, para. 2.17; Equipment Interference. Code of
Practice (London: Home Office, 2018), p. 19, para. 3.34; Covert Human Intelligence
Sources. Revised Code of Practice (London: Home Office, 2022), p. 25, para. 4.27.
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V. Recommendations: Filling the Gaps

1. Theresearch of the existing frameworks and the considerations
set out in the previous sections point to the need for developing the
additional regulation of SITs in the CoE instruments of legal assis-
tance in criminal matters as well as to the 1959 Convention being
the most appropriate among them to accommodate that.

As the 2001 Protocol is indicative of setting the sovereignty-
related thresholds for the feasible cooperation forms in the field of
transnational SITs' and regrettably, those thresholds seem to be as
relevant as they were 20 years ago, back in 2001, when the Second
Protocol was adopted, presently it appears advisable to confine the
express regulation of SITs to domestic ones.

Since SITs involve either compulsory (coercive) measures (in their
broad sense as used in CoE instruments) or deception, decoys and
other trickery, most of them are highly intrusive and invade people’s
privacy, they should be subjected to the restrictive regime of art. 5
of the 1959 Convention, giving the States Parties more latitude in
electing or refusing to accede to them.

In view of the above considerations, it is deemed expedient to
supplement art. 3 of the 1959 Convention with paragraph 4 expressly
stating that “The provisions of paragraph 1 of this article shall apply
to any request for the conduct of covert special investigative techniques
that do not have a cross-border character”, and to amend paragraph

! Cf.:para. 24 of the Explanatory Report to the Second Additional Protocol to the
Convention on Cybercrime on enhanced co-operation and disclosure of electronic
evidence (Strasbourg, 12.V.2022) states that “[tlhe drafters also considered other
measures which, after thorough discussion, were notretained in this Protocol. Two
of these provisions, namely, “undercover investigations by means of a computer
system” and “extension of searches”, were of high interest to the Parties but were
found to require additional work, time and consultations with stakeholders, and
were thus not considered feasible within the time frame set for the preparation of
this Protocol. The drafters proposed that these be pursued in a different format
and possibly in a separate legal instrument.”; Terms of reference (document T-CY
(2021)19 of 15 Nov. 2021) for the T-CY Working group on undercover investigations by
means of computer systems and extension of searches; Statement of the Delegation
of the Russian Federation at the Fifth Session of the Ad Hoc Committee to Elaborate
aComprehensive International Convention on Countering the Use of Information
and Communications Technologies for Criminal Purposes (Vienna, 11-21 April
2023) related to International Cooperation. URL: https://www.unodc.org/unodc/
en/cybercrime/ad_hoc_committee/home, accessed Apr. 14, 2023.

Unlike the 1990 Schengen Convention, the 2001 Protocol does not provide for
such an intrusive form of cooperation as hot pursuit.
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1 of art. 5 of the 1959 Convention so as to read “Any Contracting
Party may, by a declaration addressed to the Secretary General of
the Council of Europe, when signing this Convention or depositing
itsinstrument of ratification or accession, reserve the right to make
the execution of letters rogatory for search or seizure of property, or
for the measures provided for in paragraph 4 of Article 3 dependent
on one or more of the following conditions:”.

This means, that, firstly, by reference to para. 1 of art. 3, the sug-
gested SITs are only aimed at reactive criminal investigations, pros-
ecutions and judicial proceedings and serve evidentiary purposes,
and therefore exclude those employed in secret to prevent, detect
or suppress offences, i.e., proactive and disruptive investigations,
to say nothing of national security (as opposed to law enforcement)
intelligence operations; and, secondly, they do not comprise any
individually denominated actions, means or methods.

Asart. 3.1 of the 1959 Convention deals with a generic definition
of judicial assistance requested and provided solely for evidential
purposes, and neither the rest of the Convention nor its Protocols
comprise an exhaustive or approximate list of the requested par-
ties’ concrete domestic procedural actions, means or methods for
rendering that assistance, outlining only those of them that have
transnational implications for the requesting parties’ proceedings,
the requested parties’ sovereignty or other essential interests or
human rights (safe conduct and other safeguards for the persons
concerned etc.), the proposed paragraph 4 should follow this pattern.

The designation of a SIT should itself convey their secret character
and therefore preferably contain the adjective “covert”.

These provisions would also help cover particular online covert
SITs, which is especially important to countries not party to the
Budapest Convention on Cybercrime.

It is a subject of debate per se whether it is expedient to ponder
the inclusion of a cross-border telecommunications interception
into the scope of the mother Convention or its Protocols, as it is
done in Title III of the 2000 EU Convention (it regulates both cross-
border and domestic intercepts), or to embark on a review of the
Contracting Parties’ reservations to the cross-border SITS in the
Second Additional Protocol to the 1959 Convention with a view to
their withdrawal, bearing in mind their significantimplications for
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the State sovereignty' and the fact that some of these reservations
were entered quite recently.’

2. One may also refer to other pieces of the Contracting Parties’
subsequent agreement/practice as means of treaty interpretation.

The main subsequent CoE soft law instrument for all types of
SITs is currently the 2017 Recommendation. As was shown above,
the 2005 and 2017 Recommendations’ definition of SITs does not
fully reflect their surreptitious character.

The 2005 (para. 15) and 2017 (para. 21) Recommendations and
their explanatory documents listing the relevant instruments that
regulate the use of SITs do not mention the 1959 Convention among
them, thus by implication negating its applicability to SITs.

The 2017 Recommendation does not concern the application and
interpretation of the 1959 Convention, may not be taken to repre-
sent a subsequent agreement or subsequent practice of its Parties
and consequently to create any obligations for them, nor its scope
is sufficient for the 1959 Convention, which is generally applicable
to all criminal offences rather than solely to serious crimes includ-
ing acts of terrorism. In sum, in its current version it cannot help
operationalize the 1959 Convention with regard to the use of SITs.

One may argue that there is no common understanding or uni-
form and consistent practice of the Parties in the application of the
1959 Convention to SITs, but for domestic intercepts, which would
establish the agreement of the Parties regarding its interpretation.®
This practice is heterogeneous and depends on the States’ legal
systems.

! See, e.g.: White paper on transnational organised crime (Strasbourg: Council
of Europe, 2014), p. 26.

? E.g., by the Russian Federation in 2019.

There are also reservations and declarations that actually transform cross-
border (joint) SITs under the Second Additional Protocol to the 1959 Convention into
domestic ones by excluding foreign officials from the range of persons authorized
to carry out these activities on their territory (e.g., Belgium).

For the relevant feasibility issues, see also the preceding section.

® Vienna Convention on the Law of Treaties of 1969 (art. 31.3.b); Draft
conclusions on subsequent agreements and subsequent practice in relation to
the interpretation of treaties, with commentaries (Adopted by the International
Law Commission at its seventieth session, in 2018) (hereinafter referred to as the
“Draft conclusions”).
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To change this, I suggest amending the 1959 Convention as for-
mulated above.

3. Another solution could be for the Committee of Ministers to
issue a dedicated Recommendation to the Member States to this
effect by analogy with the 1985 Recommendation, in order to read
all domestic covert SITs into the scope of the 1959 Convention
upon its conclusion in addition to the original intent of its Parties
as reflected in the Explanatory Report to this Convention, thus
further conflatingjudicial and police forms of mutual assistance in
evidence gathering. Such government-level recommendations may
be held to represent a subsequent agreement between the Parties
regarding the authentic interpretation of the treaty or the applica-
tion of its provisions, or subsequent practice in the application of
the treaty which establishes the agreement of the Parties regarding
its interpretation.’

In addition, subsequent agreements and subsequent practice
may assist in determining whether or not the presumed intention
of the Parties upon the conclusion of the treaty was to give a term
used a meaning which is capable of evolving over time (evolutive
or dynamic vs. contemporaneous or static treaty interpretation, in
our case of the generic term “procuring evidence” under art. 3.1 of
the 1959 Convention).?

However, despite the assumption of correctness of the dynamic
interpretation, there still remains the problem of the lacking com-
mon understanding or uniform and consistent practice of the Parties
in the application of the 1959 Convention to SITs that could confirm
this dynamic interpretation, which, again, calls for a document of
the Parties certifying their subsequent agreement as to the existence
of such common understanding and interpretation, that is, of the
applicability of the mother Convention to SITs.

4. Thereis also a question of whether an issuance of the relevant
PC-OC practical guidelines or non-binding opinions may be held
to constitute a subsequent agreement or subsequent practice of the

! That said, it is presumed that the parties to a treaty, by an agreement or a
practice in the application of the treaty, intend to interpret the treaty, not to amend
or to modify it. The possibility of amending or modifying a treaty by subsequent
practice of the parties has not been generally recognized. See on this: Draft
conclusions (draft conclusion 7).

% Draft conclusions (draft conclusion 8 and the commentary thereto).

154



Collection and use of Electronic Evidence in the Framework of international...

Parties to the 1959 Convention and its Protocols and thus a means
of authentic evolutive treaty interpretation that would incorporate
[all types of] domestic SITs into their scopes.

The terms of reference of the PC-OC, which is a subordinate
body,' or of its parent committee, the CDPC, which is a steer-
ing committee,” both having a status of an intergovernmental
committee,® or Resolution CM/Res(2021)3 do not directly address
this question. That may per sebe a matter to consider for filling the
gaps, which is of course outside the scope of this paper.

There are also documents on particular aspects of SITs elabo-
rated by other CoE expert communities whose interpretative role is
similar to that of the PC-OC guidelines or opinions.*

It follows from the International Law Commission’ Draft con-
clusions that nothing precludes the PC-OC and other intergovern-

! Extract from CM(2021)131-addrev: Committee of Experts on the Operation
of European Conventions on Co-operation in Criminal Matters (PC-OC), Terms
of reference valid from 1 Jan. 2022 until 31 Dec. 2025.

% Extract from CM(2021)131-addrev: European Committee on Crime Problems
(CDPC), Terms of Reference valid from 1 Jan. 2022 until 31 Dec. 2025.

3 Resolution CM/Res(2021)3 on intergovernmental committees and subordi-
nate bodies, their terms of reference and working methods (Adopted by the Com-
mittee of Ministers on 12 May 2021 at the 1404th meeting of the Ministers’ Deputies).

As such, they do not fall within the notions of an expert treaty body or a con-
ference of States Parties as they are defined in the Draft conclusions and their
commentaries.

* Opinion No. 10 (2015) of the Consultative Council of European Prosecutors
to the Committee of Ministers of the Council of Europe on the role of prosecutors
in criminal investigations, Strasbourg, 20 Nov. 2015, CCPE(2015)3 (paras. 40—43)
(“Special techniques of investigations, e.g. the use of informants, under-cover-
agents, the recording of meetings, the surveillance and interception of telephone
calls, emails, internet communication, the use of intrusive computer programmes,
G.P.S. or scanners, etc.”); Opinion No. 11 (2016) of the Consultative Council of
European Prosecutors on the quality and efficiency of the work of prosecutors,
including when fighting terrorism and serious and organised crime adopted by
the CCPE at its 11th plenary meeting (Strasbourg, 17-18 Nov. 2016), CCPE(2016)3
(paras. 41, 65-69 and item 13 of the Recommendations); Opinion No. 14 (2019) of the
Consultative Council of European Prosecutors (CCPE) of22 Nov. 2019 CCPE(2019)2
“Therole of prosecutors in fighting corruption and related economic and financial
crime” (paras. 35-36, 59 and item 10 of the Recommendations); Opinion No. 8
(2006) of the Consultative Council of European Judges (CCJE) to the attention
of the Committee of Ministers of the Council of Europe on “the role of judges in
the protection of the rule of law and human rights in the context of terrorism”
adopted by the CCJE at its 7th meeting (Strasbourg, 8-10 Nov. 2006), CCJE (2006)
3 (paras. 54-56).
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mental expert bodies’ practical guidelines, non-binding opinions
and other pronouncements from being considered such subsequent
agreements or subsequent practice of the Parties. That said, the CoE
Committee of Ministers’ recommendations, as evidenced by the
example of its 1985 and 2017 Recommendations on SITs, are argu-
ably more appropriate, in terms of the required level, to embody the
said agreement and practice of the Parties, i.e., States.!

5. I am not supportive of the idea to supplement or otherwise
update, or follow the example of, the 1985 Recommendation because
thelegal technique it employs (“a treaty in its own right”) isnot com-
monly accepted nowadays and it cannot represent a final solution.
Explanatory report on the Convention of 29 May 2000 on Mutual
Assistance in Criminal Matters between the Member States of the
European Union (comment on Title III) states that “[a]rticle 1(1) of
the European Convention on Mutual Assistance in Criminal Mat-
ters has of course made it possible for the Member States to develop
practicesin this area, particularly on the basis of Council of Europe
Recommendation No R(85)10. However, the Council believed it was
time to adopt specific provisions, particularly because it seems that
not all Member States recognise Article 1(1) of the European Con-
vention on Mutual Assistance in Criminal Matters as the relevant
basis for responding favourably to a request for an interception of
telecommunications”.

Viable alternatives could be amending the 2017 Recommenda-
tion to explicitly cover the applicability of the 1959 Convention
to all types of domestic SITs, or elaborating and adopting a new
dedicated recommendation to that effect which would replace the
rather outdated 1985 Recommendation.

Despite those other available options, the preferable one is un-
doubtedly supplementing the mother Convention.

For instance, the preceding section underscored the need to
subject requested SITs to the restrictive regime of art. 5 of the 1959
Convention that currently contains only two coercive measures
(search and seizure of property), which cannot be done in any way
other than by means of amending the 1959 Convention or else mak-

! See also: Art. 15 of the Statute of the Council of Europe of 1949; Vienna Con-
vention on the Law of Treaties of 1969 (art. 31.3.a and b); Draft conclusions (in
particular, draft conclusions 6.2, 8 and 10.1 and their commentaries).
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ing areservation to the suggested new provision of this Convention
that allows reservations to any of its provisions.'
A dedicated questionnaire could be circulated among the mem-

ber states to further glean their ideas and needs on the subject.?

! Art. 23 of the 1959 Convention; Explanatory Report to the European
Convention on Mutual Assistance in Criminal Matters, p. 5, commentary onart. 2.
* Questionnaire on covert special investigative techniques in legal assistance

Objectives

Establishing the current practices, positions and needs of Member States in
the area regarding the treaty application and interpretation and deciding on the
possible development of new international standards, including by way of non-
binding guidelines.

References

The 1959 European Convention on Mutual Assistance in Criminal Matters
(Articles 1(1) and 3(1)): “The Contracting Parties undertake to afford each other, in
accordance with the provisions of this Convention, the widest measure of mutual
assistance in proceedings in respect of offences the punishment of which, at
the time of the request for assistance, falls within the jurisdiction of the judicial
authorities of the requesting Party. [...] The requested Party shall execute in the
manner provided for by its law anyletters rogatoryrelating to a criminal matter and
addressed to it by the judicial authorities of the requesting Party for the purpose
of procuring evidence or transmitting articles to be produced in evidence, records
or documents.”;

The Explanatory Report to the 1959 Convention (Commentary on Article 3):
“The expression “procuring evidence” refers, inter alia, to the hearing of witnesses,
experts or accused persons, the transportinvolved as well as search and seizure.”;

The 2001 Second Additional Protocol to the 1959 Convention (Articles 17-19):
Cross-border observations; Controlled delivery; Covert investigations.

Questions

1. Do your State authorities apply the 1959 European Convention on Mutual
Assistance in Criminal Matters to covert special investigative techniques
performed within the requested State’s territory solely by its domestic authorities
in behalf of the requesting State, i.e., those that do not involve both States’ cross-
border or joint actions and are not provided for in the Second Additional Protocol
to this Convention, as in the example:

The authorities of a foreign State request your State authorities to install a
hardware keylogger on a suspect’s computer in his apartment, a covert listening
device there and a GPS tracker in his vehicle as well as to deploy a confidential
informant, in order to carry out covert surveillance and gather evidence for the
requesting State’s criminal case solely in the territory of your State without any
participation of the requesting State authorities.

2.1In caseyour State authorities deem the 1959 European Convention on Mutual
Assistance in Criminal Matters inapplicable to such investigative measures, do
they need a treaty basis to conduct them?

3. To what concrete types of covert special investigative techniques do your
State authorities apply the 1959 European Convention on Mutual Assistance in
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§ 4. Electronic International Law Immunities
in Criminal Proceedings. Obtaining Evidence by Videoconference
at State Foreign Missions

Due to the development and implementation of the provisions
of some bilateral (executive agreements pursuant to the US CLOUD
Act), regional (Budapest Convention of the Council of Europe on
Cybercrime (arts. 18, 32(b)) and the Second Additional Protocol to it)
and supranational (EU Regulation on European Production Orders
and European Preservation Orders for electronic evidence in crimi-
nal proceedings and for the execution of custodial sentences follow-
ing criminal proceedings and the relevant Directive) instruments,
to which the Russian Federation is not a party, there is currently an
ongoing process of gradual partial dismantling of the architecture
of inter-State interaction, which is expressed in granting to foreign
counterparts the rights and powers for unilateral cross-border ac-
cess to information systems and data that are not publicly available,
on the territory of another contracting state, which is not accepted
by the Russian Federation.

Such approaches cannot be freely applied in the extra sensitive
sphere of interstate relations in general and to the activities of state
foreign missions in particular.

One of the reasons for the unacceptability of foreign law en-
forcement directly approaching or accessing ICT service providers,
devices and other equipment, networks and data is that private-
sector providers can be holders of data of interest, which actually
enjoys inviolability and other immunities and whose protection
constitutes a duty of host and transit states imposed on them under
public international law.

State sovereignty and international norms and principles derived
from sovereignty (such as non-intervention or non-interference in
the internal affairs of other States) apply to State conduct of ICT-

Criminal Matters and its Protocols, apart from those enumerated in Articles 17-19
of the Second Additional Protocol to this Convention?

4. Do your State authorities consider it expedient to include the transborder
interception of communications into the scope of the 1959 European Convention
on Mutual Assistance in Criminal Matters?

5. What other specific types of covert special investigative techniques aimed at
collecting evidence in criminal matters pursuant to international legal assistance
requests need to be additionally addressed in the international legal framework?
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related activities and to their jurisdiction over ICT infrastructure
within their territory.'

The legal definition of the information infrastructure of the Rus-
sian Federation is given by the strategic planning document, Decree
of the President of the Russian Federation of 5 December 2016 No.
646 “On Approval of the Doctrine of Information Security of the
Russian Federation” (para. 2), as “a combination of informatization
objects, information systems, Internet websites and communication
networks located in the territory of the Russian Federation, as well
asinthe territories under the jurisdiction of the Russian Federation
or used under international treaties to which the Russian Federa-
tion is a party”.

Asthe territory of the receiving State includes the land and build-
ings occupied by foreign States’ representations, the said informati-
zation objects, information systems and communication networks
encompass those of foreign States’ representations. Conversely,
“the territories under the jurisdiction of the Russian Federation or
used under international treaties to which the Russian Federation
is a party” include the RF diplomatic missions, consular posts,
other representations and military bases abroad and other relevant
overseas installations and facilities, their information systems and
communications networks.

For the purposes of art. 5 (state system for detecting, preventing
and eliminating the consequences of computer attacks on informa-
tion resources of the Russian Federation) of the Federal Law of 26
July 2017 No. 187-FZ “On the Security of the Critical Information
Infrastructure of the Russian Federation”, “information resources
of the Russian Federation” are comprised of “information systems,
information and telecommunication networks and automated
control systems located on the territory of the Russian Federation,
in diplomatic missions and (or) consular offices of the Russian

Federation”.?

! UN General Assembly Resolution 73/27 of 5 Dec. 2018 “Developments in
the field of information and telecommunications in the context of international
security” reaffirming the set of international rules, norms and principles of respon-
sible behaviour of States, enshrined in the reports of the Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in
the Context of International Security, concerning the applicability of international
law to State use of ICTs.

2 The Law contains the incomplete list of state foreign missions (only dip-
lomatic missions and consular posts). See, e.g.: the Federal Law “On the Public
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Prosecutor’s Office of the Russian Federation” (art. 39"), which contains a complete
list of state foreign missions of the Russian Federation (“diplomatic missions and
consular posts of the Russian Federation, missions of the Russian Federation to
international organizations, other official representations of the Russian Federa-
tion and representations of federal executive bodies located outside the territory
of the Russian Federation”).

By Decree of the President of the Russian Federation of 22 Dec. 2017 No.
620 “On improving the state system for detecting, preventing and eliminating
the consequences of computer attacks on information resources of the Russian
Federation”, the RF Federal Security Service is entrusted with the functions of a
federal executive body authorized to ensure the functioning of the state system
for detecting, preventing and eliminating the consequences of computer attacks
on information resources of the Russian Federation — i.e. information systems,
information and telecommunication networks and automated control systems
located on the territory of the Russian Federation, in diplomatic missions and
consular posts of the Russian Federation.

In accordance with Decree of the President of the Russian Federation of 7 Aug.
2004 No. 1013 “Issues of the Federal Guard Service of the Russian Federation”
(para. 12(40) of the Regulations approved by the Decree), the RF Federal Guard
Service organizes and ensures operation, improvement and information security
of special-purpose communication networks in the interests of representatives
(representations) of state authorities located abroad, as well as diplomatic missions
and consular posts of the Russian Federation. According to Decree of the President
of the Russian Federation of 30 Apr. 2015 No. 215 “On approval of the Regulations
on communication for the needs of state authorities” (para. 7(r) of the Regulations
approved by the Decree) special communication includes communication with
official representations of the Russian Federation, representative offices of state
authorities and representative offices of organizations located abroad, to ensure
the performance by them of their powers.

The subject of activity of the Federal State Unitary Enterprise “Center for Tech-
nical Systems of Information Transmission under the Ministry of Foreign Affairs of
the Russian Federation” is the provision of services in the field of communication
and information transmission, technical support for events using audiovisual
equipment, including with the participation of foreign states’ delegations, pro-
tection of means and systems of communication and information transmission
operated in subdivisions of the RF Ministry of Foreign Affairs and in its foreign
missions, maintenance and operation of office, computer and communication
equipment of the RF Ministry of Foreign Affairs, including with the use of infor-
mation constituting a state secret, as well as performance of works and provision
of services to other legal entities and individuals.

See also: Order of the RF Federal Security Service of 6 May 2019 No. 196 “On
approval of the Requirements for the means designed to detect, prevent and elimi-
nate the consequences of computer attacks and respond to computer incidents”
(These requirements are set for technical, software, software and hardware and
other meansinstalled and used on the entire territory of the Russian Federation, in
diplomatic missions and (or) consular posts of the Russian Federation for detecting
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This approach is developed in more detail in legal frameworks
of some foreign states. In accordance with the Doctrine of Cyber
Security of the Republic of Poland, adopted by the National Se-
curity Bureau of the Republic of Poland in 2015, and the Policy on
Protection of the Cyberspace of the Republic of Poland, adopted
by the Council of Ministers of the Republic of Poland in 2013, “the
cyberspace of the Republic of Poland is the cyberspace within
the territory of the Polish state and outside its territory in places
where representations (representatives) of the Republic of Poland
are functioning (diplomatic missions, military contingents, ships
and aircraft outside the territory of the Republic of Poland, that are
subject to Polish jurisdiction)”.!

Accordingto art. 13 of Federal Law of 27July 2006 No. 149-FZ “On
information, information technologies and information protection”,
technical means of information systems used by state bodies must
be located on the territory of the Russian Federation. Operators of
state information systems should not allow, when operating infor-
mation systems, to use databases and technical means situated
outside the territory of the Russian Federation that are not part of
such information systems; when operating information systems,
they are obligated to use computing capacities of a hosting provider

(including searching for signs of computer attacks in telecommunication networks
used for organizing the interaction of objects of critical information infrastructure
of the Russian Federation), preventing and eliminating the consequences of com-
puter attacks and (or) exchanging the information that is necessary for subjects
of critical information infrastructure in detecting, preventing and (or) eliminat-
ing the consequences of computer attacks, as well as for cryptographic means of
protection of such information (GosSOPKA means). The operation of GosSOPKA
means may not lead to disruptions in the functioning of information systems,
information and telecommunication networks and automated control systems
located on the territory of the Russian Federation, in diplomatic missions and (or)
consular posts of the Russian Federation (information resources) (paras. 1, 3.5)).

! Doktryna cyberbezpieczeristwa Rzeczypospolitej Polskiej [Doctrine of cyber se-
curity of the Republic of Poland], wydana przez Biuro Bezpieczeristwa Narodowego
22 stycznia 2015 r. (pkt 4); Uchwata Nr 111/2013 Rady Ministréw z dnia 25 czerw-
ca 2013 r. w sprawie Polityki Ochrony Cyberprzestrzeni Rzeczypospolitej Polskiej
[Policy on protection of the cyberspace of the Republic of Poland], zatgcznik (pkt
1.1, 1.4). See also: Stanowisko Rzeczypospolitej Polskiej dotyczace zastosowania
prawa miedzynarodowego w cyberprzestrzeni [Position of the Republic of Poland
concerning the application of international law in cyberspace], RP MFA, 29 Dec.
2022, URL: https://www.gov.pl/web/dyplomacja/stanowisko-rzeczypospolitej-pol-
skiej-dotyczace-zastosowania-prawa-miedzynarodowego-w-cyberprzestrzeni,
accessed May 1, 2023.
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who deploys technical means used for providing computing capacity
to place information in the information system permanently con-
nected to the Internet, on the territory of the Russian Federation. In
addition, operators of state information systems, when creating or
operating information systems, as well as interactingin an electronic
form, inter alia, with citizens (natural persons) and organizations,
are not entitled to use information systems and/or programs for
electronic computing machines functioning through the use of the
Internet, that belong to foreign legal persons and/or foreign nation-
als, except for cases established by the RF Government. Violation
of the said obligation entails administrative liability (art. 13.27.1
(Violation of the requirement to place technical means of informa-
tion systems on the territory of the Russian Federation) of the RF
Code of Administrative Offences).

The issues under consideration should be explored from the
standpoints of implementation at state foreign missions of the
jurisdiction of the receiving state, the country of transit of their
telecommunications and the sending state.

Jurisdiction of the Receiving State and the State of Transit

The inviolability and other immunities of foreign representations
and their personnel, as well as their protection by the host state
guaranteed by international law, extend, in their traditional inter-
pretation, to the physical space of a mission premises or dwelling of
a person enjoying immunity and physical objects located there, in
the first place, material fixed and mobile media, —archives, official
correspondence and other hard and soft copy documents,' servers,
user devices and other data storage media, computer and telecom-
munications equipment, hardware and software.

In the modern, increasingly hi-tech environment, these inter-
national legal measures in their evolutive interpretation are to be
employed to equally protect against unauthorized access, search
and interception of documents and communications of the mission
and personnel deployed not only in a static, including digital, form,
but also in a dynamic transit state in cyberspace, including cloud
infrastructures, transmitted over any telecommunication networks
(electromagnetic systems), including instant messaging services:

! Draft Articles on Diplomatic Intercourse and Immunities with commentaries,
Yearbook of the International Law Commission, 1958, vol. II, ch. III, pp. 96-98.
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terrestrial (landline, cable, for example, fiber-optic communica-
tions, radio relay, tropospheric scatter and other mobile (wireless)
radio communications), space (satellite) radio communications.
This is of particular importance not only for the performance
of daily tasks of a foreign mission, but also for the exercise by it of
extraordinary criminal procedural powers provided for by law (in
relation to the Russian Federation, under art. 40(3)(3) RF CPC), in-
cluding by way of consular legal assistance in criminal matters,'in
particular, for consular officers conducting interrogations or other
hearings and other proceedings commissioned by investigative
authorities and courts of the sending state, by videoconferencing
or telephone conferencing.? Some consular functions in criminal
cases can be performed using ICT, online, such as sending and re-
ceiving documents, explanation notes with the use of an electronic
signature.® It is difficult to overestimate the importance of the un-
hindered exercise of these powers in the context of pandemics and
other emergencies that entail closure of state borders, termination
or suspension of transport communication between countries.
Such applicability of international legal obligations follows from
the precepts of the Vienna Conventions on Diplomatic and Consular
Relations of 1961 and 1963 and bilateral consular treaties, as well as
other international agreements establishing such immunities for in-
ternational (interstate, intergovernmental) organizations, missions
of foreign states to such organizations, representative offices of state
bodies and military bases abroad.* As for the last two categories of

! [LA. JTutsumko, Ocyujecmeieriie y20106H0-NPOUECCYarbHOTE I0pUCOUKUULL
8 3apybedcHvlx npedcmasumenvbcmaax 2ocydapcma: Ouc. ... Kano. wpud. Hayk
[Exercise of criminal procedural jurisdiction at state foreign missions: PhD in Law
dissertation] (M., 2014).

2 TLA. JlutBunIko, [Ipou3so0cmeo npoueccyaibHvlx deticmsuii no y20106HbLm
denam 6 3azpanyupesncoeHusix U 8 OMHOULEHUU UL, NOJbIYIOULUXCS MeHCOYHapoO-
HO-Npasosvim ummynumemom: Memooduueckoe nocobue [Conduct of proceedings
in criminal cases at state foreign missions and in relation to persons enjoying
international law immunity: methodological manual] / mayu4. pen. A.I. BosieBon3
(M.: CnencrBeHHBbIN kKOoMuUTeT Poccuiickoii @enepanny, 2013), pp. 181-182, 195-197
and 271.

% T. 3onoBa, “Iludposas qUIIOMATHA B AUNIOMATUIECKON U KOHCY/IbCKOM
cayx6e” [Digital diplomacy in the diplomatic and consular service], IIpago u
ynpaeaernue. XXI eek 3(36) (2015), pp. 176-183.

* See, e.g.: Agreement between the Russian Federation and the Republic of
Abkhazia on the joint Russian military base on the territory of the Republic of Ab-
khazia of 17 Feb. 2010 (art. 12), Agreement between the Government of the Russian
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objects mentioned, as a general rule, there are no obligations of third
states (transit countries), which will be considered below, imposed
on them by international law, since the appropriate arrangements
are always bilateral in nature and do not contain universal gener-
ally recognized customary international law norms that would be
binding upon states that are not party to the treaty.

In accordance with arts. 22, 24, 27, 30 and 37-40 of the 1961
Vienna Convention on Diplomatic Relations, a receiving State has
both negative and positive obligations to ensure inviolability and
other immunities of the premises of the mission and any property
thereon as well as to protect these premises; the archives and docu-
ments of the mission shall be inviolable at any time and wherever
they may be (this is a key point, including in relation to the obliga-
tions of the countries of transit of electronic communications); the
receiving State shall permit and protect free communication on
the part of the mission for all official purposes; in communicating
with the Government and the other missions and consulates of the
sending State, wherever situated, the mission may employ all ap-
propriate means, including messages in code or cipher; the official
correspondence of the mission shall be inviolable (official corre-
spondence means all correspondence relating to the mission and
its functions); the diplomatic bag shall not be opened or detained;
the private residences of relevant persons enjoying immunity shall
enjoy the same inviolability and protection as the premises of the
mission; their papers, correspondence and property shall likewise
enjoy inviolability. Third/transit countries are obligated to assure
most of the said safeguards as well, but only in relation to data being
transmitted (in transit) through their territory, and not in respect
of data stored (at rest) outside their territory." In particular, third
States shall accord to official correspondence and other official com-

Federation and the Government of the Republic of the Sudan on the establishment
of a representative office of the Ministry of Defence of the Russian Federation at
the Ministry of Defence of the Republic of the Sudan (done at Moscow on 8 May
2019 and at Khartoum on 9 May 2019) (art. 6).

! Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations |
Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017),
pp. 15, 29, 33-34, 55-56, 215-216, 219-225 and 294; J. Kurbalija, E-Diplomacy and
Diplomatic Law in the Internet Era, in Peacetime Regime for State Activities in
Cyberspace. International Law, International Relations and Diplomacy (ed. K. Zi-
olkowski) (Tallinn: NATO CCD COE, 2013), pp. 393-424.
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munications in transit, including messages in code or cipher, the
same freedom and protection as is accorded by the receiving State.

It stands to reason that such obligations for the protection of
information and telecommunication systems, networks and data of
foreign missions can be imposed upon host and transit states only
when they have law enforcement jurisdiction over an ICT service
provider, which has the possession or control of the stored or trans-
mitted data, and/or over the location of the data themselves (the
servers). The grounds for establishing and exercising this jurisdic-
tion may be different: based on the place of incorporation or other
establishment or of the physical presence of the service provider; the
place where the services are offered; at the location of the servers,
including data dispersed over the territories of different states and
migrating through temporary cloud storages,'and other software
and hardware; the place where the service provider exercises their
possession or control over the data in question.”

The inviolability of property, archives and documents of a for-
eign mission notably means that state actors of both the receiving
and third countries’ must not conduct a remote search (having
the technical capability to do it via the Internet), any other both
close access and remote access (the latter is also held to amount
to unconsented-to physical entry into the mission premises) cyber
operations against the mission’s ICT infrastructure, for instance, in
order to secure, seize and exfiltrate data stored on the mission server,
including those not relating to official duties, nor use as evidence in
a criminal case the results of any actions aimed at monitoring and
recording telephone and other conversations, obtaining information
about connections between users and user devices, inspecting and

! When cloud computing and anonymizers are used, one faces problems of
data localization: “loss of location” of data, including where the service provid-
ers themselves do not have the information about data location; situations when
data that form a single whole unit (information resource) get actually scattered
in a fragmented and/or dynamic state over different jurisdictions, or have their
numerous mirror copies in those jurisdictions.

% I1. JTuTBUIIKO, “IOPUCAUKIIUOHHBIE U MEKYHAPOJHO-TIPABOBbIE ACTIEKTHI
obecreynTeIbHBIX U KOH(PUCKAIIMOHHBIX MeP B OTHOIIIEHNH BUPTYaJIbHBIX aKTH-
BoB” [Jurisdictional and international law aspects of provisional and confiscation
measures in relation to virtual assets], 3akorrHocms 3(1037) (2021), pp. 8-14.

% Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations |
Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017),
pp. 213-214 and 221-222.
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seizing electronic messages and other communications transmitted
over telecommunication networks, obtaining computer information
or otherwise capturing information from technical communication
channels situated in the premises enjoying inviolability.'

In 1990, Germany’s Federal Court of Justice in a case against two
attachés of the Consulate General of Turkey in Hamburg, who were
members of Turkish intelligence community, accused of intelligence
activities, held that covert wiretapping and recording of telephone
communications (conducted not under the criminal procedure rules
but within extrajudicial administrative proceedings for preventive
purposes) from acommunications link installed in the official prem-
ises of the consulate general, violate the international law principles
of inviolability of consular premises and consular immunity, and
their results must not be used as evidence, atleast where the under-
lying allegation concerns criminal acts that may be associated with
the performance of consular functions. The same year, in the same
case against an accomplice of the said attachés, a social worker of
a penitentiary facility in Hamburg, a Turkish citizen, the Federal
Court of Justice had found that the results of the wiretapping and
recording of communications obtained with the said violations, as
opposed to the proceedings against the attachés, can be used as
evidence in the case against the accomplice since this person is not
covered by the mentioned principles of international law.

! See, e.g.: Annex to the Report of the Special Rapporteur on extrajudicial, sum-
mary or arbitrary executions: Investigation into the unlawful death of Mr. Jamal
Khashoggi(UNDoc. A/HRC/41/CRP.1 of 19June 2019), footnote 191, paras 395-398;
M. Milanovic, “The Murder of Jamal Khashoggi: Immunities, Inviolability and the
Human Right to Life”, Human Rights Law Review, vol. 20, issue 1 (2020), pp. 1-49.

See on views of diplomatic cableslosing their inviolability as aresult ofleakages
of their contents: Judgment R (on the application of Bancoult No 3) (Appellant) v
Secretary of State for Foreign and Commonwealth Affairs (Respondent) given on 8
February 2018 (Hilary Term [2018] UKSC 3 On appeal from: [2014] EWCA Civ 708);
Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations | Ed. by
M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017), pp. 223-224.

% J. Polakiewicz, “Die vélkerrechtliche Zuldssigkeit der Uberwachung des
Telefonverkehrs von Konsulaten ausldndischer Staaten. Zu den Beschliissen des
Bundesgerichtshofs vom 4. und 30. April 1990 — 3 StB 5 und 8/90“ [Admissibility
under international law of surveilling telephone communications of foreign states’
consulates. Re decisions of the Federal Court of Justice of 4 and 30 April 1990 Nos.
3 StB 5 and 8/901, Zeitschrift fiir ausldndisches 6ffentliches Recht und Vilkerrecht,
Bd. 50 (1990), S. 761-794; H. Kreicker, “Konsularische Immunitit und Spionage.
Anmerkungen zu BGH, Beschl. v. 27.6.2013 — StB 7/13“ [Consular immunity and
espionage. Remarks to the decision of the Federal Court of Justice of 27 June 2013
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In the context of the application of art. 3(2) RF CPC, one reason-
ably argues that it “sets out a requirement according to which all
procedural actions provided for by the RF CPCin respect of persons
enjoying immunity from such actions in accordance with the gen-
erally recognized principles and norms of international law and
international treaties of the Russian Federation, shall be carried
out with the consent of the foreign state, in the service of which the
person enjoying immunity is or was, or of the international organiza-
tion, of which the person enjoying immunity is or was a personnel
member. In this regard, it is recommended that in each case where
thereis aneed (the presence of factual grounds) for inspection and,
moreover, seizure of messages transmitted over telecommunication
networks and addressed to such a person, even before filing a mo-
tion for a court decision, the foreign state should be asked to grant
the appropriate consent”.!

Due to the countries’ concern about the instances of (electronic)
surveillance and interception of telecommunications, including
those of an extraterritorial character, undertaken with regard to
foreign missions and breaching the inviolability of their archives,
documents, official correspondence and communications made

No. StB 7/13], Zeitschrift fiir Internationale Strafrechtsdogmatik 3 (2014), S. 129-133;
Postepowanie w sprawach karnych ze stosunkéw miedzynarodowych. Komentarz
do Dziatu XIIT KPK [Proceedings in criminal matters in international relations.
Commentary on Chapter XIII of the CPC] / S. Buczma, M. Hara, R. Kierzynka, P.
Kotodziejski, A. Milewski, T. Ostropolski (Warszawa: Wydaw. C.H. Beck, 2016), s. 8.

! AIL PoixakoB, Kommenmapuii k cmamue 2 dedepaibHozo 3akona om 6 uiois
2016 200a Ne 375-P3 [Commentary to article 2 of the Federal Law of 6 July 2016 No.
375-FZ ], CIIC KoncyabsranTtllitoc (2016).

See in more detail on the issues of obtaining data on all subscriber numbers
linked to a base station (information on subscribers and subscriber deviceslocated
in the coverage area of the base station of the telecommunication operator) for a
specific period of time, among which there may be numbers of persons enjoying
immunity: C.B. Ilerpakos, A.10. YmaxkoB, Opzarusayus e3aumodeiicmeusi cied-
CMBeHHbLX 0P2aH08 ¢ npedcmasumensimu KOMRAHULL COMO80LL C853U N0 80NPOCAM
c60espeMeHH020 npedocmasieHuss uHpopmayuu o meiePoHHbIX cOeOUHEHUAX,
nepezoeopax u mekcmosblx co00ueHUAX aDOHeRM 08 No y20A08HbIM 0elam O
MSAACKUX U 0C000 MANCKUX NPECTYNIeHUSIX NPOMUS JUYHOCIU, 00UeCcmeeHHOT
besonacrocmu U KOppYNYUOHHbLX NPECMYNIEHUAX: NPAkmuueckoe nocobue
[Organization of interaction of investigative authorities with representatives of
cellular communication companies on issues of timely provision of information
on telephone connections, conversations and text messages of subscribers in crimi-
nal cases of grave and especially grave crimes against the person, public security
and corruption crimes: practical guide] (CI16: CaukT-IleTepOyprckas akaaeMust
CutencTBeHHOTO KOMUTETA, 2022), pp. 14-17 and 31-33.
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public by E. Snowden," in 2014 the UN General Assembly Sixth Com-
mittee supplemented for the first time the UN General Assembly
standard Resolution (69/121 of 10 December 2014) “Consideration
of effective measures to enhance the protection, security and safety
of diplomatic and consular missions and representatives” with the
indication that the said archives, documents and official corre-
spondence may take a variety of forms (mainly in hard copy or on
digital platforms) and that missions may use a variety of means of
communication.”

At present, there is no universal international legal position on
whether the 1973 Convention on the Prevention and Punishment
of Crimes against Internationally Protected Persons, including Dip-
lomatic Agents, is applicable not only to kinetic actions, but also to
cyber attacks on information systems of a foreign mission, if their
nature and consequences fall within the provisions of art. 2 of the
Convention. Here one can draw a parallel with the applicability of
the norms of international humanitarian law to attacks on objects
protected by itin cyberspace, recognized by some, but by no means
all countries and international organizations.®

On the contrary, itis arguably obvious that the above-mentioned
duties to secure immunities and protection cannot apply to the
same extent with regard to the forms, means and methods of pub-
lic digital diplomacy,*such as official websites, accounts, posted

! A. Deeks, “An International Legal Framework for Surveillance”, Virginia
Journal of International Law, vol. 55:2 (2015), pp. 312-313; C.G. Buys, “Reflections
onthe 50th Anniversary of the Vienna Convention on Consular Relations”, South-
ern Illinois University Law Journal 38 (2013), pp. 57-72; S. Duquet and J. Wouters,
Diplomacy, Secrecy and the Law, in Working Paper No. 151 — March 2015. The
Leuven Centre for Global Governance Studies, the Institute for International Law
(KU Leuven), 25 p.

? Summaryrecord of the 15th meeting held on 21 Oct. 2014, UN General Assem-
bly Sixth Committee, sixty-ninth session (UN Doc. A/C.6/69/SR.15 of 2 Dec. 2014),
pp- 8-14, paras 48-84; Summary record of the 29th meeting held on 14 Nov. 2014,
UN General Assembly Sixth Committee, sixty-ninth session (UN Doc. A/C.6/69/
SR.29 of 15 Jan. 2015), pp. 6-7, paras 37-42.

3 Peacetime Regime for State Activities in Cyberspace. International Law,
International Relations and Diplomacy (ed. K. Ziolkowski) (Tallinn: NATO CCD
COE, 2013), pp. 162-165, 186 and 189-238.

* The concept of digital diplomacy should be distinguished from the “cyber
diplomacy toolbox”, which in the European Union refers to measures of diplomatic
response to malicious activities in cyberspace. See: Draft Council Conclusions
on a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities
(“Cyber Diplomacy Toolbox”) — Adoption of 7 June 2017, 9916/17.
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content and transmitted messages of foreign missions in social
media, in the blogosphere, including those that are of an official
character.' The same applies to virtual embassies and other foreign
missions,’including those deployed in metaverse.® Despite exer-
cising certain functions, for example, providing some electronic
consular services, conferred on them by the establishing state, they
cannot per sehave an international legal status of a regular foreign
mission with the physical presence, first of all due to the absence of
a receiving state as such, which gives its consent to another coun-
try’s establishing a representation on its soil (geographic territory)
in the manner prescribed by the Vienna conventions and other
international legal instruments.

These resources have an unlimited target audience and are de-
void of any elements of confidentiality, for the protection of which
the immunities and privileges of archives, documents and cor-
respondence of foreign missions are actually intended; and these
resources themselves do not constitute archives, documents or
correspondence, they cannot be considered as a form of a mission’s
communications for official purposes. The preparatory materials for
the Vienna Convention on Diplomatic Relations indicate that official
purposes encompass communications with the Government of the
sending State, with the officials and authorities of that Government
or the nationals of the sending State, with missions and consulates
of other Governments or with international organizations,*which
implies a limited circle of communications addressees.

! See on views of diplomatic cables losing their inviolability as a result of leak-
ages of their contents: JudgmentR (on the application of Bancoult No 3) (Appellant)
v Secretary of State for Foreign and Commonwealth Affairs (Respondent) given on
8 February 2018 (Hilary Term [2018] UKSC 3 On appeal from: [2014] EWCA Civ 708);
Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations | Ed. by
M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017), pp. 223-224.

% See, e.g., U.S. Virtual Embassy in Iran, URL: https://ir.usembassy.gov/, ac-
cessed Apr. 4, 2021.

Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations |
Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017),
pp. 216-217, 220, 224 and 227.

3 A. Gupta, “Metaverse: Challenges and Opportunities for Diplomacy and
International Relations”, Journal of International Law and Politics, vol. 55, No. 1
(2023), pp. 1-15.

* Draft Articles on Diplomatic Intercourse and Immunities with commentar-
ies, p. 97.
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The principles prohibiting the use of a foreign mission premises
in any manner (including criminal ones in the first place) incom-
patible with its functions, imposing the duties not to interfere in
the internal affairs of the host country and to respect its laws and
regulations laid down in said treaties, should be equally applicable
to acts of the foreign mission itselfin cyberspace, and their violations
can lead to the host country employing the permissible exceptions
to the inviolability and other immunities,' for instance, in the event
of disseminating malware, perpetrating cyber attacks on critical
information infrastructure of the host nation from servers installed
in the mission premises, electronic surveillance, interception of
telecommunications, cyber espionage or other intelligence activi-
ties conducted from the mission compound and inflicting serious
damage to the security or other essential interests of the host nation.

However, modern sources point to international law prohibiting
such reprisals (countermeasures) that breach the inviolability of
diplomatic or consular agents, premises, archives, documents or of-
ficial correspondence, including those undertaken in response to an
internationally wrongful act associated with the abuse of diplomatic
functions and privileges; at the same time, they underscore the lack
of absolute inviolability of mission premises, and permissibility to
exert certain external influence on the mission’s ICT infrastructure
as part of the host nation’s right to self-defence.?

In the context of e-government and the virtualization of inter-
national law immunities, one cannot fail to mention the recent
emergence of the concept of a data embassy, which is not related
to a virtual embassy as a means of digital diplomacy and is aimed
solely at ensuring the protection and immunity of government
electronic data, information systems and telecommunication net-

! Diplomatic intercourse and immunities, summary record of the 394th
meeting (UN Doc. A/CN.4/SR.394); 395th meeting (UN Doc. A/CN.4/SR.395),
Yearbook of the International Law Commission, vol. I (1957), pp. 54-60; Diplomatic
intercourse and immunities, summary record of the 456th meeting (UN Doc.
A/CN.4/SR.456), Yearbook of the International Law Commission, vol. I (1958),
pp. 129-130, paras 1-21.

% Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations |
Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017),
pp. 125 and 211-214.

170



Collection and use of Electronic Evidence in the Framework of international...

works, especially those constituting objects of critical information
infrastructure.'

A data embassy represents the following solutions: a data center
for hosting servers and network equipment and/or backups of data
of critical government information systems and mirrors of criti-
cal service applications situated in the premises of the operating
state’s embassy abroad (this data protection solution is regarded
as useful but having numerous organizational, legal and technical
challenges)®, or located at a dedicated high-level data protection
facility in a friendly foreign country (Physical Data Embassy); back-
ups of non-sensitive government data in private companies’ public
cloud (Virtual Data Embassy).’

The first data embassy was established pursuant to the Agree-
ment between the Grand Duchy of Luxembourg and the Republic
of Estonia on the hosting of data and information systems of 20
June 2017, which literally reproduces the 1961 Vienna Convention’s
provisions on inviolability and other immunities of the premises
and archives of diplomatic missions and their personnel’s resi-
dences, their protection, freedom and protection of official com-
munications, the prohibition to use the premises in any manner
incompatible with the purpose laid down in the Agreement or by
other rules of international law; some of its articles treat the data
centre’s premises, data and information systems and official com-
munications as the premises, archives and official communications
of diplomatic missions.

Jurisdiction of the Sending State

On the other hand, itis lawful for the sending state to exercise its
prescriptive and, under certain conditions, enforcement criminal

! Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations |
Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017),
pp. 216-217.

2 N. Robinson, L. Kask and R. Krimmer, “The Estonian Data Embassy and the
Applicability of the Vienna Convention: An Exploratory Analysis”, in Proceedings of
the 12th International Conference on Theory and Practice of Electronic Governance
(ICEGOV’19) (Melbourne, Australia, April 3-5, 2019), pp. 391-396.

3 Implementation of the Virtual Data Embassy Solution. Summary Report of
the Research Project on Public Cloud Usage for Government, Conducted by Estonian
Ministry of Economic Affairs and Communications and Microsoft Corporation, URL:
https://www.mkm.ee/sites/default/files/implementation_of_the_virtual_data_
embassy_solution_summary_report.pdf, accessed Apr. 4, 2021.
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jurisdiction in cybercrime cases on the territories of its foreign mis-
sions overseas.' In this regard, it is useful to consider the existing
foreign case law.

In a US court’s assessment Ph. Agee, a former CIA employee,
charged with seditious conspiracy, while in 1979 from the territory
of Germany counselling over the telephone the Iranian terrorists
who seized the US Embassy in Tehran, to demand from the United
States all CIA records on CIA intelligence operations in Iran for the
past 30 years, in return for the release of hostages, acted so on that
Embassy’s territory, which is subject to the concurrent jurisdiction
of the United States criminal laws.*

In 2016, the US District Court for the Northern District of Geor-
gia (at the defendant’s place of residence) sentenced M.C. Ford, a
former employee of the US Embassy in London, to 57 months in
prison for several counts of cyberstalking, computer hacking to
extort (sextortion) and wire fraud conducted from his computer at
the said US Embassy.’

In 2021, US District Court for the District of Oregon, Eugene Divi-
sion sentenced G.L. Thompson, Jr., a former US Department of State
employee, an Information Programs Officer at the US Embassy in
Seoul, Republic of Korea, to 18 months in prison and three years
of supervised release, and his spouse G. Zhang to three years of
supervised release, the first eight months of which consist of home
confinement. They were also ordered to forfeit a combined total
of $229,302. Between 2017 and 2019, they sold hundreds of thou-
sands of dollars in handbags and other goods bearing counterfeit
Vera Bradley trademarks on a variety of e-commerce platforms.
Thompson Jr. used his State Department computer at the embassy
to create numerous e-commerce accounts, Zhang took primary
responsibility for operating the accounts. Thompson’s said work
station was situated at the Embassy inside an Information Program
Center which is considered a Sensitive Compartmented Information
Facility, a secure facility designed to protect classified information.

! Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations |
Ed.byM.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017), p. 33.

2 Agee v. Muskie, 629 F.2d 80 (U.S. Court of Appeals, D.C. Cir. 1980).

3 United States v. Ford (U.S. Distr. Court for the Northern Distr. of Georgia,
Atlanta Div., 2016, Case 1:15-cr-00319-ELR-RGV), Public Access to Court Electronic
Records (PACER), URL: http://www.pacer.gov/.
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That Department of State computer used Internet Protocol (“IP”)
addresses in the United States.'

Chiefs of mission, consular and other authorized officials of
foreign missions may not, in performing both urgent investigative
actions in a case on a crime committed in the mission territory and
actions of consular legal assistance in other criminal cases, conduct
inspection and seizure of electronic messages or other messages
transmitted through telecommunication networks; monitoring and
recording of telephone or other conversations; obtaining commu-
nications data on connections between subscribers and subscriber
devices, insofar as they concern the capturing of information from
technical communication channels, obtaining computer or other
information or documents from local ICT service providers in the
host country.

The arrival, clearance, admission and activities in a foreign mis-
sion of computer emergency response teams both of the sending
and receiving states for the purpose of participating in criminal
investigations into cybercrime should be subject to the same pro-
cedure as foreseen for the activities of criminal investigators in the
mission compounds.? Representatives of such teams may be engaged
in criminal investigations in the capacity of forensic experts.

Presently, one witnesses the emergence of special customary
rules of diplomatic and consular law regarding “e-immunities”
and “e-protection” of foreign missions; the scholarly discourse uses
the concept of a “diplomatic (consular) cyber bag”.® Applicability
of international law principles of sovereign equality of states, non-
interference in the internal affairs and others to activities of states
and other actors in cyberspace is underscored in documents of the
UN, CoE, EU and other international organizations.

One of the problems faced by the need to ensure e-immunities
and e-protection of foreign missions by host countries as well as

' United States v. Thompson, Jr., and Zhang (U.S. Distr. Court for the Distr. of
Oregon, Eugene Div., 2021, Case 6:19-cr-00561-MC), PACER.

2 T1.A. JIuTBUIIKO, [Ipou3sodcmeo npolyeccyaibiblx Oeticmsuil no y20108HbIM
denam 6 3azpanyupesncOeHusx U 8 OMHOWEHUU AUY, NOALIYIOUUXC MEHCOYHapoO-
HO-npasosvim ummyHumemom: Memoduuecroe nocobue [Conduct of proceedings
in criminal cases at state foreign missions and in relation to persons enjoying
international law immunity: methodological manual] / mHayu4. pen. A.I. BosieBon3
(M.: CnnencTBeHHBIN KOMUTeT Poccutickoit Penepanuy, 2013), 312 p.

3 Won-Mog Choi, “Diplomatic and Consular Law in the Internet Age”, Singapore
Year Book of International Law 10 (2006), pp. 117-132.
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by countries of the transit of transmitted computer and telecom-
munications data which is to be solved in the near future, is the
development of universal instruments and mechanisms ensuring
that ICT service providers in those countries implement the bans on
the access to systems and data of a foreign mission not authorized
by the sending state. A decisive requirement for foreign missions
themselves securing the inviolability of their e-documents and
telecommunications would be that the missions provide them with
visible external marks identifying their affiliation and pointing to
their character, for instance, by using electronic signatures, special
registration procedure, dedicated servers, which would help assure
that a potential wrongdoer’s act had been committed knowingly,
with the possible simultaneous application of transcoding, encryp-
tion or steganography to such documents or communications.'
Regulation (EU) 2023/1543 of the European Parliament and of
the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal
proceedings and for the execution of custodial sentences following
criminal proceedings; Directive (EU) 2023/1544 of the European
Parliament and of the Council of 12 July 2023 laying down harmon-
ised rules on the designation of designated establishments and the
appointment of legal representatives for the purpose of gathering
electronic evidence in criminal proceedings contain special provi-
sions aimed at the observance of immunities and privileges in ap-
plying these instruments, including the procedure for their waiver.
The updated version of the Model Law on Mutual Assistance in
Criminal Matters (UNODC) also contains articles reflecting certain
aspects of the legal regime of electronic evidence that is subject to
legal privilege or immunity, including that under international law.

! See also: TI.A. JIUTBUIIKO, “DJIEKTPOHHBIE MEXAyHAPOIHO-IPABOBHIE
HMMYHUTETHI: BoIpockl Teopun u npaktuku’ [Electronic international law
immunities: issues of theory and practice], Becmnurx Ynueepcumema npokypa-
mypuwt Poccultickoii @edepayuu 3(83) (2021), pp. 126-135; M.A. IlepemnenuIibiy,
“IumniioMaTHYecKasi HEIPUKOCHOBEHHOCTD B YCJIOBHUSX IT(POBOM AUIIIIOMATHN
[Diplomatic inviolability in the conditions of digital diplomacy], MoJsonoi yué-
HBIN. MeskTyHapoaHBIA HAayYHBIH Ky pHAJI, No. 20(310), p. IV (2020), pp. 307-309;
Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations | Ed.
by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University Press, 2017), pp. 225,
515-517 and 536.
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Obtaining Evidence via Videoconferencing at State Foreign
Missions

The product of investigative and judicial proceedings performed
through the use of video conference is regarded as a particular type
of electronic evidence.

Based on a questionnaire developed by the Prosecutor General’s
Office of the Russian Federation jointly with other federal law en-
forcement and judicial authorities concerned, the Consular Depart-
ment of the Ministry of Foreign Affairs of the Russian Federation
has collected country-specific information from foreign host states
on the possibility and procedures for Russian consular posts and
diplomatic missions rendering consular legal assistance in serving
subpoenas and other procedural documents and in questioning the
participants in criminal proceedings, including by video confer-
ence (which is admissible on the basis of art. 1(3) RF CPC, para. 8
of the Regulations on the Consular Post of the Russian Federation
approved by Decree of the President of the Russian Federation of
5 November 1998 No. 1330, relevant self-executing norms of inter-
national treaties of the Russian Federation on legal assistance and
legal relations in criminal matters, consular conventions, legislation
on their ratification and other legal acts to them).!

In 2023, the Prosecutor General’s Office of the Russian Federation,
in coordination with all the federal law enforcement and judicial
authorities concerned, prepared a draft federal law with a view to
implementing this kind of international legal assistance into the
RF CPC, which is currently being considered by the Russian parlia-
ment. It provides for consular officers of Russian consular posts and
diplomatic missions executing, in accordance with an international
treaty of the Russian Federation, in exceptional cases and upon ap-
proval by the RF Ministry of Foreign Affairs, Russian investigatory
and judicial authorities’ requests for serving summonses and other

! Komnemenmmuuie opeanvt Poccuu u unocmpanuoix zocydapcme 6 cepe
Yeon08H020 cydonpouseodcmea: cmamyc, NOJHOMOYUS U MeXAHUSMbL 83AUMO-
deticmeusi: monoepagus [Competent authorities of Russia and foreign states in
the field of criminal proceedings: status, powers and mechanisms of interaction:
monograph] / mof pefi. NOKT. Iopu. HayK, mpod. C.IT. lep6sl (M.: FOpautundopm,
2019), pp. 173-195; Yzono08Hustii npoyecc Poccuu u cmpan E8ponsl: cpasHumenbHo-
npasosoe uccaedosarue: morozpagdus [Criminal procedure of Russia and countries
of Europe: comparative law study: monograph] / mox o6111. v Hay4. pef. C.IT. [IepObr
(M.: IIpocnekT, 2023), pp. 174-205.
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procedural documents and conducting hearings, including through
the use of videoconferencing systems.’

The Russian Federation initiated consideration of the issues of
consular legal assistance in criminal matters, including consular
hearings by video conference, at the Council of Europe bodies.

The 2021 Russian draft United Nations Convention on Coun-
tering the Use of Information and Communications Technologies
for Criminal Purposes in art. 54 (“Powers of Diplomatic Missions
and Consular Posts”) establishes the sending States’ rights to serve
documents on their own citizens, under instructions from their
competent authorities to interrogate their own citizens through
their diplomatic missions or consular posts, including through the
use of video or telephone conferencing systems, while no means of
coercion or the threat thereof may be used.’

The RF CPC provides for participation in certain investigative
and judicial actions both directly, in person (physical presence) and
through the use of videoconferencing systems.

By using videoconferencing systems, interrogation and con-
frontation can be conducted at the pre-trial stage (regardless of the
procedural status of the interrogated persons), as well as presenta-
tion for identification (art. 189' RF CPC), and at the trial stage (also
when examining evidence by a court of appeal) — interrogation
and (any) other judicial actions (participation in a court session of

! Draft Federal Law No. 280226-8 “On introduction of amendments to articles
453 and 456 of the Criminal Procedure Code of the Russian Federation” (on the
issue of the consular function of performing particular procedural actions in
criminal cases pursuant to requests of competent authorities of the sending state).

% Consular Legal Assistance in Criminal Matters: State of Play and Added Value
of Developing the Council of Europe’s Framework: Discussion Paper by Mr Pyotr Litv-
ishko (Russian Federation), PC-OC Mod Substitute Member, Strasbourg, 19 Aug. 2021
[PC-OC/PC-OCMod/Docs PC-OCMod 2021/ PC-OC Mod (2021)03E]; Introductory
Note to Discussion Paper PC-OC (2021)09EN.

% United Nations Convention on Countering the Use of Information and
Communications Technologies for Criminal Purposes (Draft as of 29 June 2021),
https://www.unodc.org/documents/Cybercrime/AdHocCommittee/Comments/
RF_28_July 2021_-_E.pdf, accessed Aug. 3, 2021.

See also: Statement of the Delegation of the Russian Federation at the Fifth
Session of the Ad Hoc Committee to Elaborate a Comprehensive International
Convention on Countering the Use of Information and Communications Tech-
nologies for Criminal Purposes (Vienna, 11-21 April 2023) related to International
Cooperation. URL: https://www.unodc.org/unodc/en/cybercrime/ad_hoc_com-
mittee/home, accessed Apr. 14, 2023.
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the defendant and other persons summoned to the court session)
(arts. 240, 241", 277, 278" and 389" RF CPC).

These remote actions can also be carried out in a cross-border
format in conjunction with the referential provisions of arts. 453,
455 and 457 RF CPC on international legal assistance.'

An obstacle to the extrapolation of the “domestic” art. 189' RF CPC
to the execution of Russian and foreign requests for international
legal assistance can be seen in the requirement of this article on the
mandatory use of “videoconferencing systems of state authorities
conducting preliminary investigations”, which obviously refers to
the terminal user equipment of both parties — the requesting and
requested, and in a transnational context, the equipment used by
a foreign party may be regarded as not meeting this requirement.

In addition, the provision of art. 189'(8) RF CPC, which does not
allow conducting investigative actions in the videoconference mode
ifitis possible to divulge thereby state or other secrets protected by
federal law, seems problematic as well. One may argue that public
disclosure of information constituting a secret of investigation (art.
161 RF CPC), secrecy of communication, banking, commercial or
other secrets, except for state secrets, carried out by an authorized
personin accordance with the established procedure in the course of
aremote investigative action (for example, by presenting the relevant
documents to interrogated persons by the investigator), should not
be interpreted as the aforementioned prohibited divulgence.

The provisions of art. 241'(1) RF CPC on the defendant’s remote
participation in a court session may conflict with the provisions of
art. 247(5) RF CPC on trial in absentia (in the absence of the defen-
dant), since the defendant, who is outside the territory of the Rus-
sian Federation and (or) evades appearing in court (which obviously
means physical arrival at the court considering the criminal case for
participation in person), at the same time, may apply to this court

! Based on art. 9 (Hearing by video conference) of the Second Additional Pro-
tocol to the European Convention on Mutual Assistance in Criminal Matters, or
the provisions of other treaties or the principle of reciprocity. At the same time, an
international treaty may not specifically mention interrogation via videoconfer-
ence as a separate type of legal assistance provided under the treaty, but, instead,
might contain a non-exhaustive list of requested actions and the standard rule
on the provision of legal assistance in accordance with the legislation of the re-
quested party, or under certain conditions, in accordance with the legislation of
the requesting party.

177



CHAPTER 2

for his or her participation in the court session by using videocon-
ferencing systems, including from abroad by way of international
or consular legal assistance. On the other hand, the law obliges the
court to make a decision (obviously, positive or negative) on such
remote participation of the defendant at the request of the party
or on its own initiative if there are circumstances precluding the
possibility of his or her participation in person (for example, again,
being outside the Russian Federation and unwilling to appear and
participate in person while being ready to participate remotely). In
thisregard, the second alternative condition for proceedings in ab-
sentia in art. 247(5) RF CPC, instead of “evades appearingin court”,
should be formulated as “evades participating in a court hearing”
(in either of two forms — in-person or remotely by using videocon-
ferencing systems). In practice, this conflict of norms, of course,
can be alleviated due to the discretionary nature of the provisions
of both art. 241" and art. 247(5) RF CPC, and the exceptional nature
of the latter. Defendants, including those who are abroad, even if
they are put in the international (interstate) wanted list and, at the
same time, cannot be transferred to Russia, when their whereabouts
have been established, should be advised of their right, under art.
241'(1) RF CPC, to apply for participation in court sessions by using
videoconferencing systems, as well as under art. 247(4) RF CPC, for
consideration of the case in their absence.

It follows from those provisions that the subjects directly con-
ducting an investigative/judicial action by using videoconferencing
systems, including the making of its record/minutes, are, respec-
tively, the investigator or inquirer in charge of the preliminary
investigation, or the court considering the criminal case; while the
investigator, inquirer, body of inquiry or court at the location of the
person participating in the investigative action or court hearing
through the use of videoconferencing systems, accordingly, solely
execute commissions issued to them for organizing participation
of the personin the investigative/judicial action, identifying him or
her, and taking recognizances specified in the law.

In this regard, the mentioned provisions are not applicable,
both at the pre-trial and trial stages, to hearings by a consul, even
mutatis mutandis.

In 2021, the Embassy of the Republic of the Philippines to the
Russian Federation sent notes to the RF authorities informing that
the Philippine Supreme Court had adopted rules that allowed testi-
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mony via video conferencing from witnesses outside the Philippines
in connection with criminal and civil proceedings in a Philippine
court. It was specified that one meant hearings of Philippine wit-
nesses residing in the Russian Federation. The notes also indicated
that “[t]he testimony via video conferencing would take place at the
Philippine Embassy with the passive participation of a Philippine
consul”. The Embassy requested an opinion from the RF authori-
ties as to whether performing the said activity lay within the scope
of consular functions as set out in art. 5 (j) and (m) of the 1963
Vienna Convention on Consular Relations, and whether it was not
prohibited by the laws and regulations of the Russian Federation, or
whether the Russian Federation took no objection to that activity.

Pursuant to the Supreme Court of the Republic of the Philip-
pines’s Guidelines on the Conduct of Videoconferencing A.M. No.
20-12-01-SC of December 9, 2020' that are applicable during the
pandemic and thereafter, the presiding judge or justice shall, at all
times, supervise and control the proceedings; perjury and contempt
laws shall apply. (Any unauthorized sharing of the invitation or link
to the videoconferencing, or unauthorized recording of any portion
of the videoconferencing hearing may be considered a contempt of
court.)

Court hearings and proceedings, including the taking of testi-
mony, through videoconferencing technology may be conducted in
civil, criminal and other cases, inter alia, when a litigant or witness,
including an expert witness, is an Overseas Filipino Worker or Fili-
pino residing abroad or temporarily outside the Philippines, or is
a non-resident foreign national who, while in the Philippines, was
involved in any action pending before any court, and would like to
appear and/or testify remotely from overseas. These persons who
would like to participate or testify through videoconferencing may
do so upon proper motion with the court where the case is pending.
Such videoconferencing may be conducted only from an embassy
or consulate of the Philippines provided that it has allowed the use
of its facilities for videoconferencing. When the assistance of an
interpreter is needed for the live-link, the movant shall secure the
services of the official interpreter of the Philippine embassy or con-
sulate. Should the court grant the motion for videoconferencing, it

! Published on the official website of the Supreme Court of the Republic of
the Philippines. URL: https://sc.judiciary.gov.ph/16099/, accessed Sept. 4, 2021.
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shall also furnish the concerned Philippine embassy or consulate,
by the fastest means available, a copy of the order granting the mo-
tion. The movant shall defray all the expenses and costs that may be
necessary for the conduct of videoconferencing from an embassy
or consulate of the Philippines.

The Guidelines thus make clear that such interrogations and oth-
er proceedings through the use of video conference are carried out
by the Philippine court (parties at a trial) rather than the consular
officer. This does not constitute the exercising of consular functions,
is not consistent with the nature of consular legal assistance and
therefore does not conform to art. 5 of the Vienna Convention on
Consular Relations in the light of its object and purpose (art. 31 of the
1969 Vienna Convention on the Law of Treaties). It is equally evident
that such proceedings do not constitute international mutual legal
assistance inits ordinary sense either as they are not requested from
a foreign State and are not executed by its competent authorities.

Diplomatic missions and consular posts’ premises constitute
part of the territory of the receiving State in terms of public inter-
national law. As opposed to foreign diplomatic agents and consular
officers whose presence and lawful official activities in the terri-
tory of the host State are a priori approved by it by reason of an
agrément, exequatur or notification, the exercise of enforcement
jurisdiction in its territory, that is with respect to persons and
objects located there, by the sending State’s law enforcement and
judicial authorities is contrary to the international legal principles
stemming from the sovereign equality of States, such as the duty
to respect the laws and regulations of the receiving State, prohi-
bition to use the mission’s premises in any manner incompatible
with its functions, and duty of non-intervention in the domestic
affairs of the host country.

As exceptions to this general rule, the host nation’s consent to
foreign authorities’ performing those activities on its soil on their
own may be set outin a treaty or other document of an international
character containing obligations recognized by the relevant State,
or provided by its laws and/or regulations. These grounds are absent
in the case at hand.

Pursuanttoarts. 1,5, 9, 11 and 21 of the Treaty between the Rus-
sian Federation and the Republic of the Philippines on Mutual Legal
Assistance in Criminal Matters of 13 November 2017, nothingin this
Treaty entitles a Contracting State to undertake in the territory of the
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other Contracting State the exercise of jurisdiction and performance
of functions that are exclusively for the authorities of that Contract-
ing State by its domestic laws [sic]. The request for legal assistance
shall contain, inter alia, in case of an indication that the presence
of representatives of the central or competent authorities of the Re-
questing State is desired, their full names and official designations
as well as reasons for their presence. If the Requesting State seeks
the presence of the persons identified by its Central or competent au-
thority during the execution of the request, the Requested State shall
promptly inform the Requesting State about its decision; if granted,
the Requesting State will be informed about the time and the place
of the execution of the request. If the Requested State has permitted
the presence of representatives of the Requesting State during the
execution of the request, then, subject to the domestic laws of that
State, such representatives shall be permitted to formulate such
questions that may be asked of the person giving testimony or pro-
ducing evidence [only] through the Central or competent authority
of the Requested State. The Requested State shall meet the regular
costs of executing the requests for legal assistance, except that the
Requesting State shall bear, inter alia, the expenses associated with
the taking of evidence from the Requested State to the Requesting
State via video, satellite or other technological means.

As a general rule, the grounds and procedures for hearings by
video- or telephone conference are fraught with certain restrictions
since they affect the territorial sovereignty of the requested State.
For example, pursuant to arts. 9 and 10 of the 2001 Second Addi-
tional Protocol to the European Convention on Mutual Assistance
in Criminal Matters, if the judicial authority of the requested Party
is of the view that during the hearing the fundamental principles
of the law of the requested Party are being infringed, it shall im-
mediately take the necessary measures to ensure that the hearing
continues in accordance with the said principles.

State sovereignty and international norms and principles that
flow from sovereignty apply to State conduct of ICT-related activi-
ties and to their jurisdiction over ICT infrastructure within their
territory.'

! See, e.g., the UN General Assembly resolution 73/27 of 5 Dec. 2018 “Devel-
opments in the field of information and telecommunications in the context of
international security” which again welcomes the set ofinternational rules, norms
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In Russia’s domestic legal framework, a definition of the “infor-
mation infrastructure of the Russian Federation” is given by Decree
of the President of the Russian Federation No. 646 of 5 December
2016 “On Approval of the Doctrine of Information Security of the
Russian Federation” (para. 2) pursuant to which it is “a combination
of informatization objects, information systems, Internet websites
and communication networks located in the territory of the Russian
Federation, as well as in the territories under the jurisdiction of the
Russian Federation or used under international treaties to which
the Russian Federation is a party”.

Astheterritory of the receiving State includes the land and build-
ings occupied by foreign States’ representations, the said informati-
zation objects, information systems and communication networks
encompass those, and in particular the video conferencing systems,
of foreign States’ representations.' The inviolability and other im-
munities of their premises, objects, systems and networks are not
equivalent to their complete exemption from the receiving State’s
jurisdiction, and where the use of video conference or any other of
those technologies violates its laws and regulations and is regarded
by it as the use of the mission’s premises in a manner incompatible
with its functions, the receiving State may employ the exceptions
to the said inviolability and other immunities which are allowed
by international law.

In view of the above, in instances like this and taking account
of mutual interest in the same activities, the foreign counterparts

and principles of responsible behaviour of States, enshrined in the reports of the
Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security on the application
of international law to State use of ICTs.

! Conversely, “the territories under the jurisdiction of the Russian Federation
or used under international treaties to which the Russian Federation is a party”
include the RF diplomatic missions, consular posts, other representations and
militarybases abroad and other relevant overseas installations and facilities, their
information systems and communications networks.

For the purposes of art. 5 (state system for detecting, preventing and eliminat-
ing the consequences of computer attacks on information resources of the Rus-
sian Federation) of the Federal Law of 26 July 2017 No. 187-FZ “On the Security of
the Critical Information Infrastructure of the Russian Federation”, “information
resources of the Russian Federation” are comprised of “information systems,
information and telecommunication networks and automated control systems
located on the territory of the Russian Federation, in diplomatic missions and (or)
consular posts of the Russian Federation”.
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concerned could be advised that in the light of the object and
purpose of art. 5 (j) and (m) of the Vienna Convention on Consular
Relations, the receiving State does not object, subject to reciproc-
ity, to the consular officers and diplomatic agents of the embassy
and consular posts of the sending State conducting, on the basis
of requests from judicial and law enforcement authorities of the
sending State, hearings of nationals of the sending State who do not
have citizenship of the receiving State and serving documents on
them in accordance with the laws and regulations of the sending
State, in criminal, civil, commercial and administrative matters,
provided that no coercive measures are used. These actions may
also be performed through the use of video conference in the ter-
ritory of the receiving State within the respective consular district
or outside it in accordance with art. 6 of the Vienna Convention on
Consular Relations. At the same time, the receiving State objects to
the representatives of the sending State’s judicial or law enforcement
authorities taking part in such actions of consular legal assistance.
In particular, interrogations and other procedural actions by video
conference in criminal matters, in the (virtual) presence of officials
from judicial or law enforcement authorities of the sending State,
should be performed in accordance with the applicable treaty on
mutual legal assistance in criminal matters. In the same manner, it
is admissible to ensure participation or presence of consular officers
or diplomatic agents of the sending State in the requested actions
performed by the competent authorities of the receiving State.

A similar approach is taken in cases where the legal assistance
treaty with the relevant state contains a rule on the use of vid-
eoconferencing in the provision of “classic” international legal
assistance, but at the same time does not stipulate it for consular
legal assistance,'or when neither the legal assistance treaty nor the
consular convention contain provisions for the use of videoconfer-
encing.

The issues raised by the Philippines are brought about by the
processes of improvement and digitization of traditional forms
of international cooperation, including consular legal assistance
in criminal matters, which accelerated against the background of

! Treaty between the Russian Federation and the Syrian Arab Republic on
Mutual Legal Assistance in Criminal Matters of 29 June 2022 (arts. 21-23).
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the pandemic, and therefore one may predict a wider expansion of
relevant practices.

As part of anti-COVID measures' in 2020, the Criminal Proce-
dure Code of the Republic of Poland (RP CPC)? (art. 177) and the
Polish Consular Law® (art. 26) were supplemented with the follow-
ing provisions on interrogation by video conference: the interroga-
tion of a witness can take place with the use of technical devices
that allow remote conduct of this action with simultaneous direct
transmission of image and sound. During proceedings in court, a
court counsel, assistant to a judge or officer of the court, in whose
district the witness is staying, takes part in the action at the place
where the witness is present. A consular officer may be present*
instead of the said persons at the place of stay of the witness being
interrogated in this manner, if the witness, who is a Polish citizen,
is staying abroad. By virtue of art. 197 of the RP CPC, this provision
also applies to an expert.”"However, the interrogation of an accused
through the use of videoconferencing systems can be carried outin
a domestic format, but not abroad, which follows from art. 377(4) of
the RP CPC and, in the context of the correlation of consular legal
assistance with ordinary international legal assistance, is consistent
with Poland’s declaration to the Second Additional Protocol to the
European Convention on Mutual Assistance in Criminal Matters

! Ustawa z dnia 19 czerwca 2020 r. o doptatach do oprocentowania kredytéw
bankowychudzielanych przedsiebiorcom dotknietym skutkami COVID-19 oraz o
uproszczonym postepowaniu o zatwierdzenie uktadu w zwigzku z wystgpieniem
COVID-19 [Law of 19 June 2020 on interest rate subsidies for bank credits granted
to entrepreneurs affected by the consequences of COVID-19 and on the simplified
procedure for approval of an arrangement in connection with the occurence of
COVID-19] (art. 39, 57).

2 Ustawa z dnia 6 czerwca 1997 r. Kodeks postepowania karnego.

® Ustawa z dnia 25 czerwca 2015 r. Prawo konsularne.

* By using this term, Polish law expresses the most limited, passive nature of
the consul’s proceduralrolein the action atissue, which isreduced onlyto the pres-
ence during its conduct, although in reality the participation of the consul must
inherently include atleast actions related to the identification of the interrogatee.

® Some countries object to consular hearings via videoconferencing, recogniz-
ing this as a violation of their sovereignty, the administration of justice by foreign
judicial authorities on their territory, and also pointing out the need to ensure that
therights of examined persons be protected by competent judicial authorities. See:
P.M. Nowak, “Pomoc prawna konsula w praktyce” [Consul’s legal assistance in
practice], temidium.pl Portal Okregowej Izby Radcow Prawnych w Warszawie, 1 Apr.
2022, URL: https://www.temidium.pl/artykul/pomoc_prawna_konsula_w_prak-
tyce-6954.html, accessed Sept. 3, 2022.
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of 2001, and some other treaties, on the nonuse of the possibility of
interrogation by video conference of the accused or suspect. It is
debatable whether Polish law provides for interrogation by telephone
conference in general, and within the framework of international
(for example, on the basis of the aforementioned 2001 Protocol) and
consular legal assistance, in particular. Some Polish authors men-
tion the possibility of consular interrogations through the use of a
telephone conference.'

As opposed to the RP CPC and Consular Law, in 2021 Polish
special “anti-COVID” law of 2020 was supplemented with a provi-
sion specifically on consular interrogation in pursuance of a court
commission, according to which, in cases considered in civil pro-
ceedings, interrogation by a consul is carried out using technical
devices that allow its remote conduct with simultaneous direct
transmission of image and sound, if the court ex officio (upon its
own initiative) or at the request of the consul considers this neces-
sary due to the crisis situation caused by COVID-19 at the place of
interrogation. The course of the interrogation is recorded using a
device that captures images or sounds. An image or sound recording
constitutes an attachment to the interrogation protocol. Putting the
signatures of persons other than the consul in the protocol is not
required.” The materials drawn up for the draft of this law explain
that the introduction of this provision is due to the unfavorable
epidemiological situation in many foreign countries, which actu-
ally prevents Polish consuls from performing the actions assigned
to them by the courts; given the right to a fair trial, such a decision
applies only to civil cases, since the application of such provisions
to criminal cases could limit too far a defendant’s right of defence.’

! £.D. Dabrowski, Dowéd z przestuchania stron i innych uczestnikéw procesu
przez konsula— wybrane zagadnienia procesowe [Evidence of interrogation of par-
ties and other participants in proceedings by a consul: selected procedural issues],
in Polskie prawo konsularne w okresie zmian. Pod redakcja W. Burka i P. Czubika
(Warszawa: Ministerstwo Spraw Zagranicznych RP, 2015), s. 33-42.

? Ustawa z dnia 2 marca 2020 r. o szczegélnych rozwigzaniach zwigzanych
z zapobieganiem, przeciwdzialaniem i zwalczaniem COVID-19, innych choréb
zakaZznych oraz wywotanych nimi sytuacji kryzysowych [Law of 2 Mar. 2020 on
particular solutions related to preventing, counteracting and combating COVID-19,
other contagious diseases and crisis situations caused by them] (art. 15zzs®).

3 Projekt ustawy o zmianie ustawy — Kodeks postepowania cywilnego oraz
niektérych innych ustaw. Druk sejmowy nr 899, 15 stycznia 2021 r.
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In accordance with art. 209.2 of the Criminal Procedure Code
of the Republic of Armenia of 1 September 1998 No. ZR-248' (Par-
ticularities of interrogation by video-link of a witness or victim who
is outside the territory of the Republic of Armenia) (introduced in
2020; the Code does not contain its analogue for the stage of court
proceedings), the interrogation of a witness or victim who is present
outside the territory of the Republic of Armenia, by decision of the
body of preliminary investigation, can be organized via video-link
through the body of diplomatic service of the Republic of Armenia,
which provides consular services in a foreign state, in the event that
the witness or victim appears before this body. Before the interroga-
tion, the body of diplomatic service checks and certifies the identity
of the witness or victim and provides video communication for the
purpose of the body of preliminary investigation performing the
procedural actions provided for by this article. Interrogation of a
witness or victim by video-linkis carried out in compliance with the
rules established by arts. 206 (Interrogation of a witness?) and 208
(Interrogation of a deaf or other severely ill witness®) of the Code,
taking into account the specificities set out in art. 209.2, and in case
of interrogation of a minor witness or victim, also taking account of
the requirements established by art. 207 of the Code.*

Before interrogation, the investigator certifies the identity of the
witness, communicates factual grounds on which the criminal case
was initiated, in which he is being interrogated, and warns of his
obligation to tell everything that he knows about the case, as well
as of criminal liability for refusing to testify, giving false testimony,
advises of his right not to testify against himself, his spouse and
close relative if the witness reasonably assumes that his testimony
can later be used against him or them, and that his testimony can be

! It ceased to be in force on 1 July 2022. The Criminal Procedure Code of the
Republic of Armenia of 27 July 2021 No. ZR-306 has not retained this provision.

% If the witness appeared for interrogation with a lawyer who was invited by
the witness in order to provide the latter with legal aid, then the lawyer has the
right to be present during the interrogation.

* Interrogation of a deaf witness is carried out with the participation of a sign
language interpreter. If the witness suffers from a mental or other serious illness,
the interrogation of the witness is carried out with the permission and in the pres-
ence of a doctor.

* Interrogation of awitness or victim under the age of sixteen is carried out with
the participation of a teacher or qualified psychologist. During the interrogation of
aminorwitness or minor victim, his legal representative has the right to be present.
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used as evidence. After that, the investigator establishes the nature
of the relationship of the interrogated person with the suspect, ac-
cused, victim or witness and begins the interrogation.

The aforementioned actions, the course and results of the inter-
rogation are recorded by audiovisual technical means in accordance
with the rules of the Code. On the interrogation carried out in the
manner prescribed by art. 209.2, a protocol is drawn up and sent to
the body of diplomatic service of the Republic of Armenia, which
provides consular services in a foreign state, in order to have the
interrogated person familiarized with it. The interrogated person
signs the protocol, and if there exist additions and corrections,
makes an appropriate note in the protocol. In case of refusal to sign
the protocol of interrogation, a corresponding note is entered into
the protocol. The protocol of interrogation is sent to the investigator.

This type of interrogation does not constitute the taking of tes-
timony by way of consular legal assistance provided for by interna-
tional treaties of Armenia and art. 29 of the Law of the Republic of
Armenia on the Consular Service of 7 June 1996 No. ZR-61, accord-
ing to which the head of the consular post executes commissions
of courts, public prosecutor’s office and investigative bodies of the
Republic of Armenia in respect of citizens of the Republic of Armenia
who are present within his consular district, transmitted to him
through the Ministry of Foreign Affairs of the Republic of Armenia.
These commissions are executed in accordance with the legislation
of the Republic of Armenia and norms of international law.

As one can see from the described foreign norms, a consular
officer or diplomatic agent is, in fact, assigned only the functions
of an organizational and technical nature to ensure the conduct
of a remote investigative/judicial action, primarily with regard to
identifying the person of the interrogatee.' Thus, they do not act

! Such organizational and supportive functions are entrusted by the RF CPC
(arts. 189", 241' and 278") and the Second Additional Protocol to the European
Convention on Mutual Assistance in Criminal Matters of 2001 (art. 9) to the
investigation bodies and courts at the location (outside the venue of proceedings
in the case) of a person interrogated or participating in another investigative or
court proceeding, which is carried out by the investigating body in charge of the
case or the courtexamining the criminal case on the merits, namely the following:
summoning, organizing the participation of the person in an investigative or
court proceeding, identifying his or her personality; ensuring the participation
of an interpreter or/and a lawyer; obtaining signatures and recognizances of the
participants in proceedings, receipt of documents submitted by them. The Second
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as interrogators directly performing these proceedings, which are
actually carried out by somebody else, thatis criminal investigators
or courts of the sending state, so the former rather play the limited,
auxiliary role of mere facilitators or assistants while the latter have
the full-blown capacity of actual actors and decision-makers.' In
addition, such proceedings do not involve the participation of in-
vestigative authorities or courts of the host state, whose assistance
is not requested for their conduct. Hence, there is no consular or
international legal assistance taking place —instead, the investiga-
torybodies or courts of the sending state thus exercise their extrater-
ritorial jurisdiction to enforce directly in relation to the participants
in criminal proceedings who are present in the territory of the state
hosting the relevant foreign mission.

Therefore, the Prosecutor General’s Office of the Russian Fed-
eration refuses to give consent to such proceedings (in cases when
such consent is requested from it by foreign counterparts), since
they are not consistent with the legislation and international trea-
ties of the Russian Federation, and suggests instead to arrange
for relevant investigative actions to be carried out in compliance
with art. 9 (Hearing by video conference) of the Second Additional
Protocol to the European Convention on Mutual Assistance in
Criminal Matters, or the provisions of other international trea-
ties of the Russian Federation, as well as art. 189! RF CPC, with
the possible participation or presence of consular officers of the
requesting state.

Domestic legislation of individual countries may allow law en-
forcement and judicial authorities performing such extraterritorial
actions on their own by videoconferencing outside the international
or consular legal assistance procedures, which can also be per-
formed with the mentioned participation of consuls, acting solely
in their auxiliary capacity of facilitators.

According to art. 113(11-13) of the Criminal Procedure Code of
Georgia (Interview procedure), “a public prosecutor, or an investiga-
tor with the consent of a public prosecutor, shall be authorised to

Additional Protocol to the European Convention on Mutual Assistance in Criminal
Matters, as opposed to the RF CPC, imposes the drawing up of an interrogation
protocol (minutes) on the authority of the requested party.

! See also on this: P. Rylski, "Przestuchanie przed konsulem w postepowaniu
cywilnym” [Interrogation before a consul in civil proceedings], Przeglgd Sqdowy
6 (2019), s. 7-35.
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interview, remotely with the use of electronic means, a person stay-
ing within the territory of a foreign state without sending a request
for legal assistance if interviewing a person using such procedure
is permitted by a relevant international treaty of Georgia, the law of
the state where this person is present, or/and by the clearly formed
practice of this state. A person may not be interviewed in this man-
ner if the person to be interviewed has not expressed a direct and
explicit consent to be interviewed. A person may be questioned in
this manner at the investigation stage as well”.

Under arts. 2-3 RF CPC, Russian investigative authorities or
courts, in cases of any extraterritorial criminal offence falling
within Russia’s prescriptive jurisdiction (art. 12 of the RF Criminal
Code), are entitled to conduct particular investigative and other
procedural actions outside the territory of the Russian Federation
(not necessarily in the country of the locus delicti) on their own,
including with respect to foreign nationals and stateless persons
(also when they are suspects or accused), in accordance with
the procedures of the RF CPC, which provides for legal effect of
evidence so gathered. This provision applies not in isolation but
only in conjunction with international law norms, the generally
recognized principle of the sovereign equality of states and its
derivative principle of non-intervention in the domestic affairs
of another country, which have priority and require the receiving
state’s consent to such activities either in each individual case
or expressed in a treaty or other document of an international
character containing obligations recognized by the relevant state
(notably, binding UN Security Council resolutions), or without
consent in exceptional cases not contrary to universally recog-
nized principles and norms of international law and international
treaties to which the Russian Federation is a party, for instance,
to preserve evidence during extraterritorial operations in exercise
of a nation’s right to self-defence. However, these provisions are
not applicable to cases of criminal offences committed within the
territory of the Russian Federation.

In German literature, it is rightly argued that the interrogation of
aperson conducted by a German presiding judge from the German
territory by means of video conference through a German consul in
the premises of a German foreign representation in a foreign state
(on whose territory the said judge thus exerts foreign sovereign
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power'), questioning of such an interrogee by other participants in
the criminal proceeding, are not covered by the powers of the consul,
including his right to conduct hearings himself, which he is initially
allowed to perform by the receiving state (by exequatur, etc.), and
therefore require a separate prior consent of the receiving state (in
the form of aresponse to a German official request for international
legal assistance, or even received by the consul from the competent
authority of the host state in an informal manner). Otherwise, the
sovereign interests of the host state are not observed, because, by
virtue of the provisions of the Vienna Conventions and other norms
of international law, the host state has at its disposal the control
mechanisms in relation to a foreign consul, but not in relation to a
foreign judge, and in case of unauthorized performance of such an
audiovisual interrogation or hearing with the participation of the
consul, the latter may be declared not acceptable for further stay in
the host country or persona non grata.? In such cases, the German
concept of the exclusively domestic nature of consular administra-
tive assistance in criminal matters, as distinct from interstate legal
assistance, fails to be fully applicable.

In the past, in isolated cases, embassies of some foreign states
in Moscow used to provide their premises and equipment for the
Russian investigative authorities to conduct, in accordance with
Russian criminal procedure, interrogations by videoconferencing
with the competent authorities of those states in pursuance of the
latter’s requests for international legal assistance.’ The current level
of technical equipment of the Russian investigative and judicial
bodies makes this type of interaction redundant, moreover, due to

! At the same time, it is emphasized that audiovisual hearings and other
administrative assistance of German diplomatic and consular missions cannot
substitute the sovereign powers of the presiding judge in judicial proceedings in
the territory of Germany, in particular, to take action for violation of order in the
court session. See: K. Malek, Verteidigung in der Hauptverhandlung. 5. Auflage
(Heidelberg: C.F. Miiller, 2017), S. 249.

2 A.B.Norouzi, Die audiovisuelle Vernehmung von Auslandszeugen. Ein Beitrag
zum transnationalen Beweisrecht im deutschen Strafprozess (Tiibingen: Mohr
Siebeck, 2010), S. 96-98.

3 .M. Hyp6eroB, Takmuko-opzanudaylloHHbie 0c0BeHHOCMU 83auUMmodeli-
cmeusi npu paccaefosanuu npecmynienuli mexc0yHapo0Hozo xapakmepa: Ouc.
... kau0. opud. nayk [Tactical and organizational particularities of interaction in
the investigation of crimes of an international character: PhD in Law dissertation]
(M., 2010), pp. 178-179.
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the requirements of art. 189' RF CPC on the mandatory use of video-
conferencing systems of state preliminary investigation authorities,
itis altogether inadmissible.

The issues of consular legal assistance in obtaining evidence by
means of videoconferencing systems are most developed in rela-
tion to civil cases by the Hague Conference on Private International
Law inrelation to the Convention on the Taking of Evidence Abroad
in Civil or Commercial Matters of 18 March 1970 (arts. 15-16 and
18-22).! The relevant documents can serve as a guidance or refer-
ence points and, in some practical scenarios, by agreement of the
states concerned, be used by analogy with respect to criminal cases.

Based on the results of the interpretation and application of this
Convention, it is recognized that consular officers and diplomatic
agents, being endowed by the Convention with the right, under
certain conditions, to obtain testimony and other evidence at the
request of a court (competent authority) of the sending state for
legal assistance, are also entitled to carry out “direct taking of evi-
dence” by video-link from the state of execution, which is a party
to the Convention and allows such proceedings. In addition, other
alternative scenarios could be envisaged, like: in the case of geo-
graphically large areas a consul could use video-link to examine a
witness located at a location which is a (significant) distance from
the consular post but nonetheless still within the state of execution;
in some rare cases, a consul may be located neither in the state of
origin nor the state of execution, butin a third state, and be charged
with taking evidence of the witness/expert physically located in the
state of execution allowing these actions under the 1970 Evidence
Convention (e.g., where the diplomatic mission (or consular post)

! E.A. Kynesud, “BueokoH(epeHICcBA3b KaK HHCTPYMEHT MeyK IyHap OHOH
IIPaBOBO¥ IIOMOIITY IT0 TPAYKIAaHCKHUM 1 TOProBbIM fesiam” [Video conferencing as
an instrument of international legal assistance in civil and commercial matters],
3akon 8 (2012), pp. 39-50.

Explanations of the states parties to the 1970 Convention on the Taking of
Evidence Abroad in Civil or Commercial Matters (arts. 15-16 and 18-22) regarding
their interpretation and application of the provisions of this Convention on the
obtaining of evidence at consular posts and diplomatic missions through the use
of videoconferencing systems are published in the “State Responses” subsection
of the “Country Profiles” section of the official portal of the Hague Conference on
Private International Law (URL: https://www.hcch.net).
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of the state of origin accredited to the state of execution is located
in a third state party to the Convention).!

In turn, the remote virtual presence or participation of the par-
ties and their representatives and/or judicial personnel who are
located in the sending state, may be permitted in such consular
examinations by video-link to the same extent and subject to the
same conditions of the state of execution as these persons could be
physically present in its territory. This three-way video-link (court,
consul, witness) should be established in the presence of another
person competent to identify the witness and to ensure that the
witness remains free from coaching and/or coercion at all times.?

However, it is arguably evident that such mechanisms are dif-
ficult to implement. Firstly, it is not clear who can be the person
that identifies the witness in another place, on behalf of, instead of
and for, the consul interrogating him (for example, this could be a
notary of the relevant state).

Secondly, as can be seen from the above, the virtual presence
or participation in consular actions of a judge, prosecutor, defence
counsel, criminal investigator, or/and other participants in the
proceedings is actually equated to a physical one and requires the
consent of the state of execution, as a rule, within the framework
of the international legal assistance procedure. At the same time, it
is difficult to imagine a situation in which these persons would be
solely observers, static figures, keeping complete silence and pas-
sivity during the interrogation performed by a consul of their own
state (as opposed to cases of being allowed just to be present at the

! These scenarios can take place due to the provisions of art. 6 (Exercise of
consular functions outside the consular district) and 7 (Exercise of consular
functionsin a third State) of the Vienna Convention on Consular Relations, bilateral
consular conventions, art. 16(5) of the RF Consular Statute in conjunction with
arts. 15-16 of the Evidence Convention (“a diplomatic officer or consular agent ofa
Contracting State may, in the territory of another Contracting State and within the
area where he exercises his functions, take the evidence [...] in aid of proceedings
commenced in the courts of a State which he represents.”)

According to art. 5 of the Vienna Convention on Diplomatic Relations, the
sending State may, after it has given due notification to the receiving States con-
cerned, accredit a head of mission or assign any member of the diplomatic staff,
as the case may be, to more than one State, unless there is express objection by
any of the receiving States.

% Guide to Good Practice on the Use of Video-Link under the Evidence Conven-
tion (The Hague: The Hague Conference on Private International Law — HCCH
Permanent Bureau, 2020), pp. 67-68, 129-130, 151 and 176.
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execution of an international legal assistance request by a foreign
official). This would rather contradict their procedural status, role,
functions, rights and obligations established by law, in particular
in the context of the use of videoconferencing systems during the
conduct of investigative or judicial actions (arts. 189" and 241' RF
CPC), where they are the principal dynamic actors, but by no means
those background static “present” figures.

At least, the record of such interrogation should in all cases
be made by the consul and may not contain questions put to the
interrogatee by the participants in the proceedings directly by
themselves, but it would be acceptable for them to ask questions of
the interrogatee through the consul and receive answers to them in
the same way, by analogy with the presence and asking questions
through a foreign public prosecutor, criminal investigator or judge
conducting an investigative or court action as part of international
legal assistance. If these conditions are met, the mentioned consent
of the state of execution may not be required, unless it has stipulated
otherwise. At the same time, given that, unlike the said foreign of-
ficial, the consul does not have the right to disallow or change the
questions (the list of which is provided to him in advance with the
request for consular legal assistance), this artificial construction to
a large extent loses its meaning.

Inall cases, itisrecommended to make an audiovisual recording
of consular proceedings, whose records should be transmitted to the
requesting authority of the sending state, along with the protocol
(minutes) of the investigative/judicial action, recognizances and
other documents.

Certainlegal challenges in consular examinations via videocon-
ferencinglie in the realm of criminalization, penalization and con-
flicts, both positive and negative, of territorial and extraterritorial
jurisdictions of the sending state, receiving state, state of execution
and third states, in relation to perjury under oath or affirmation or
after the warning of liability for it, as well as to contempt of court.
It appears that the predominant approach is to classify these acts
under the law of the state of the court considering the case (lex fori),
given the “virtual presence” of the witness/expert in the courtroom.’

When preparing audiovisual interrogations, the consul must
resolve many internal legal, organizational and technical issues

! Ibid., pp. 76-77.
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related to keeping a record/drawing up minutes or transcript of a
proceeding, stenographing, using video and/or audio recording or
filming, equipping the premises of the non-official area, admission
to these premises and participation of third-party individuals other
than the interrogatee, and organizations, both from the sending
state and the host country, such as an IT specialist, interpreter, de-
fence counsel (lawyer), legal representative (guardian), psychologist,
teacher (when interrogating a minor), as well as handle the selection,
verification, clearance and admission to the provision of services
of commercial organizations that supply, install and/or maintain
the relevant equipment and software for audiovisual broadcasting,
interpretation and translation.

Consular interrogations by means of videoconferencing are
widely used in common law countries, where representatives of the
parties (legal counsel) gather evidence abroad themselves. Often it
is the legal representative who takes the deposition in the presence
of the consul, and in some instances the legal representative may
even ask the consul to absent him or herself. In such instances, the
primary role of the consul is to verify the identity of and administer
the oath to the witness and/or assist with the testimony by arranging
for an interpreter or translator, stenographer, videographer/video
operator and other specialists if necessary. For example, a US con-
sular officer presides over the deposition, but after administering the
oaths he can withdraw, subject to recall, and then the interrogation
is actually conducted by legal counsel.

In addition, in these countries, the requesting or requested state
(their courts) often appoint a judge, public prosecutor or criminal
investigator of the requesting state as a commissioner in accordance
with art. 17 of the Evidence Convention, so that he could conduct
the interrogation directly by himself, including in a cross-border
format via videoconferencing, with the possible participation of a
consul of the requesting state in the state of execution.'

The Swiss practice of international cooperation in civil matters
proceeds from the premise that the interrogation by foreign compe-
tent authorities or legal counsel via videoconference from abroad of
witnesses or parties located in Switzerland constitutes an interactive
sovereign procedural action on Swiss state territory; therefore, its

! Ibid., p.72; US Department of State Foreign Affairs Manual, 7 FAM 920 — 7 FAM
Exhibit 926.3.
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performance requires the consent of the competent Swiss authori-
ties, which is obtained under the same conditions as in the case of
consent to the physical presence of the said authorities or counsel
in Switzerland. This equally applies to consular interrogations by
videoconference. Since, however, the parties are not in the same
premises, there should be envisaged an identification procedure.
Similar rules are applied by Switzerland to consular interrogations
by telephone conference.'

§ 5. Electronic Evidence, Provisional Measures
and Confiscation relating to Virtual Assets

Jurisdiction

The provisions of art. 14 (Circulation of digital currency) of
Federal Law of 31 July 2020 No. 259-FZ “On Digital Financial As-
sets, Digital Currency and on Amendments to Certain Legislative
Acts of the Russian Federation” (hereinafter referred to as Law No.
259-FZ7) are key for determining the grounds for criminal jurisdic-
tion, both substantive (to prescribe) and adjective (to enforce) with
respect to actions related to the organization of issuance, issuance
and organization of circulation of digital currency in the Russian
Federation. The provisions of this article establish: (1) the spatial
limits of the territorial jurisdiction of the Russian Federation in rela-
tion to the said actions — at the objects of the Russian information
infrastructure, which is comprised of domain names and network
addresseslocated in the Russian national domain zone, information
systems, the technical means of which are located on the territory
of the Russian Federation, and complexes of software and hardware
means located on the territory of the Russian Federation, and in
respect of user equipment located on the territory of the Russian
Federation; (2) the effect of the Russian jurisdiction in relation to the
range of persons — in respect of legal entities whose personal law
is Russian law, branches, representative offices and other separate
divisions of international organizations and foreign legal entities,
companies and other corporate entities with civil legal capacity,

! Eidgendssisches Justiz- und Polizeidepartement EJPD, Bundesamt fiir Justiz
BJ, Die internationale Rechtshilfe in Zivilsachen: Wegleitung [International legal
assistancein civil matters: Guidance]. 3. Auflage 2003 (Stand Januar 2013), S. 35-36.
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created on the territory of the Russian Federation, and individuals
actually staying in the Russian Federation for at least 183 days over
the course of 12 consecutive months.

A broader legal definition of the information infrastructure of
the Russian Federation is given by Decree of the President of the
Russian Federation of 5 December 2016 No. 646 “On Approval of
the Doctrine of Information Security of the Russian Federation”
(para. 2), as “a combination of informatization objects, information
systems, Internet websites and communication networks located in
the territory of the Russian Federation, as well as in the territories
under the jurisdiction of the Russian Federation or used under
international treaties to which the Russian Federation is a party”.

As the territory of the receiving State includes the land and
buildings occupied by foreign States’ representations, the said in-
formatization objects, information systems and communication
networks encompass those of foreign States’ representations. In
turn, “the territories under the jurisdiction of the Russian Federation
or used under international treaties to which the Russian Federa-
tion is a party” include the RF diplomatic missions, consular posts,
other representations and military bases abroad and other relevant
overseas installations and facilities, their information systems and
communications networks.

For the purposes of art. 5 (state system for detecting, preventing
and eliminating the consequences of computer attacks on infor-
mation resources of the Russian Federation) of the Federal Law of
26 July 2017 No. 187-FZ “On the Security of the Critical Information
Infrastructure of the Russian Federation”, “information resources of
the Russian Federation” are comprised of “information systems, in-
formation and telecommunication networks and automated control
systems located on the territory of the Russian Federation, in diplo-

matic missions and (or) consular posts of the Russian Federation”.!

! The Law contains the incomplete list of state foreign missions (only dip-
lomatic missions and consular posts). See, e.g.: the Federal Law “On the Public
Prosecutor’s Office of the Russian Federation” (art. 39'), which contains a complete
list of state foreign missions of the Russian Federation (“diplomatic missions and
consular posts of the Russian Federation, missions of the Russian Federation to
international organizations, other official representations of the Russian Federa-
tion and representations of federal executive bodies located outside the territory
of the Russian Federation”).
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Federal Law of 1 July 2021 No. 236-FZ “On the Activities of For-
eign Persons on the Information and Telecommunications Network
“Internet” in the Territory of the Russian Federation” (informally,
the law on “landing” of foreign IT companies in Russia) (art. 4),
regulating the problem of localization of data, gives a definition
of a foreign person operating on the Internet in the territory of the
Russian Federation, against whom compulsory measures may be
applied to have it comply with the requirements of the legislation
of the Russian Federation.

The Federal Service for Supervision of Communications, Infor-
mation Technology and Mass Media (Roskomnadzor), other Russian
competent authorities and courts exercise their powers with respect
to foreign service providers offering their services in, from and/or
for the Russian Federation.

The provisions of the 2021 FATF Guidance for a Risk-Based Ap-
proach to Virtual Assets and Virtual Asset Service Providers on the
licensing and registration of such providers can also serve as a guide
when defining the rules for establishing and exercising broader both
territorial and extraterritorial criminal jurisdiction. The Guidance
specifies that VASPs should be required to be licensed or registered
in the jurisdiction(s) where they are created (incorporated, regis-
tered, etc.). In cases where the VASP is a natural person, it should
be required to be licensed or registered in the jurisdiction where
its place of business is located — the determination of which may
include several factors for consideration by countries. The place of
business of a natural person can be characterised by the primarylo-
cation where the businessis performed or where the business’ books
and records are kept as well as where the natural person resides (i.e.,
where the natural person is physically present, located, or resident).
When a natural person conducts business from his/her residence, or
a place of business cannot be identified, his/her primary residence
may be regarded as his/her place of business, for example.

The place of business may also include, as one potential factor
for consideration, the location of the server of the business.

Jurisdictions may also require VASPs that offer products and/
or services to customers in, or that conduct operations from, their
jurisdiction to be licensed or registered in the jurisdiction. Host
jurisdictions may therefore require registration or licencing of
VASPs whose services can be accessed by or are made available to
people residing or living within their jurisdiction, or may require
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VASPs that have employees or management located in their jurisdic-
tion. While coverage of these entities is not required by the FATF
Standards, jurisdictions may find it to be useful in mitigating risks,
particularlyin view of the inherent cross-border availability of VAs.
When in doubt, jurisdictions may consider that broader coverage is
the safer course, as VAs will introduce whatever risks they carry with
them in any jurisdiction in which they are accessible, regardless of
the location in which they are incorporated.

In order to identify those VASPs offering products and/or services
to customers in a jurisdiction without being incorporated in this ju-
risdiction, supervisors may use a set of relevant criteria. This could
include thelocation of offices and servers (including customer-facing
operations such as call centres), promotional communications target-
ing specific countries/markets, the language on the VASP website and/
or mobile application, whether the VASP has a distribution networkin
a country (e.g., if it has appointed an intermediary to seek clients or
physically visit clients resident in the country), and specific informa-
tion asked to customers revealing the targeted country.'

Thus, one of the principal grounds for asserting and extending
legitimate jurisdiction is determined by applying the targeting test,
that is whether VA services (offered by cryptocurrency exchanges,
custodians of crypto wallets,” etc.) are aimed at the consumer market
of the country claimingjurisdiction. Such focus, in turn, can be de-
termined by a combination of direct and indirect indications, which
include a disclaimer, domain and top-level domain, the language
of the portal interface or other country-specific references and the
legal framework.’

Individual countries have adopted extraterritorial blocking
statutes in relation to foreign operators of crypto platforms and
cryptocurrency exchange targeting their territory from the outside.

! Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset
Service Providers (Paris: FATF, 2021), pp. 43-44 and 107, paras. 125-128; Guidance
fora Risk-Based Approach to Virtual Assets and Virtual Asset Service Providers (Paris:
FATF, 2019), pp. 22-23 and 29, paras. 78-79, 81 and 113.

% There exist various types of cryptocurrency wallets: hardware, mobile, paper,
desktop, USB, web (online) wallets, multi-signature, browser and hybrid wallets,
wallets with a QR code, and also using technology such as Bluetooth; all of them,
depending on whether or not they have an Internet connection, are divided into
“hot” and “cold” (offline, “off the grid”) wallets, respectively.

3 Guidance for a Risk-Based Approach to Virtual Currencies (Paris: FATF, 2015),
p. 18, para. 71.
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For example, “provision of services by overseas virtual currency
exchanges to residents in China via the internet is also considered
to be an illegal financial activity. The domestic staff members
of overseas virtual currency exchanges and those legal persons,
unincorporated organizations, and natural persons that know or
should have known that such exchanges are engaging in virtual
currency-related business but still provide marketing, advertising,
payment, settlement, technical support, or other services will be
held accountable in accordance with the law”.!

The Russian Federation’s substantive criminal jurisdiction over
relevant acts containing elements of criminal offences can only
be asserted if they fall under the provisions of arts. 11-12 of the RF
Criminal Code, including the protective extraterritorial jurisdic-
tional principle, where, for example, the crime is directed against
the interests of the Russian Federation in ensuring the financial
security of the state, and procedural criminal jurisdiction can be
exerted only if there are grounds enshrined in arts. 2-3 RF CPC.?

State sovereignty and international norms and principles that
flow from sovereignty apply to State conduct of ICT-related activi-
ties and to their jurisdiction over ICT infrastructure within their
territory.” Therefore, countries generally tend to regard remote
“intangible” activities of representatives of a foreign state carried
out from within its territory and physically reaching the persons or
objects that are known to be located in those countries as activi-

! Notice on Further Preventing and Resolving the Risks of Virtual Currency
Trading and Speculation of 15 Sept. 2021, issued by the People’s Bank of China,
Cyberspace Administration of China, the Supreme People’s Court, the Supreme
People’s Procuratorate, Ministry of Industry and Information Technology, Ministry
of Public Security, State Administration for Market Regulation, China Banking and
Insurance Regulatory Commission, China Securities Regulatory Commission,
State Administration of Foreign Exchange (para. 3). URL: http://www.pbc.gov.cn/
en/3688253/3689012/4353814/index.html, accessed Jan. 4, 2024.

% See also: Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations | Ed. by M.N. Schmitt, L. Vihul (Cambridge: Cambridge University
Press, 2017), pp. 51-78.

% See, e.g., the UN General Assembly resolution 73/27 of 5 Dec. 2018 “Devel-
opments in the field of information and telecommunications in the context of
international security” which again welcomes the set of international rules, norms
and principles of responsible behaviour of States, enshrined in the reports of the
Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security on the application
of international law to State use of ICTs.
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ties undertaken within their own territory. Such activities include
cross-border contacts via any communication networks with
persons knowingly staying and using relevant endpoint device on
the territory of the country concerned (legal fiction of the “territo-
rialization” of cyberspace). In cases of aforementioned actions and
communications performed without informing the authorities of
the state on whose territory the information system or other device
used by their addressee is located, they can be regarded as violat-
inginternational legal principles of the sovereign equality of states,
non-interference in the internal affairs of another state, viewed as
constituting a crime or other offence or internationally wrongful act.

This fully applies to transnational communications with ICT
service providers, including VASPs. Therefore, states strive to agree
on the international rules for mutually acceptable lawful behavior
of this kind.

The “target” jurisdictional criterion mentioned in the context
of the FATF standards was already laid down in art. 18 of the 2001
Convention on Cybercrime: its provisions empower the parties’
competent authorities to directly order a service provider offering its
services in the territory of the Party to submit subscriber informa-
tion relating to such services in that service provider’s possession
or control. Thus, given the volatility of the location of data in the
cloud, the only factors that matter are the location where the ser-
vice is offered and the fact that the data of interest are possessed or
controlled by the service provider, but not the location (including
abroad) of the service provider or the data (servers) themselves,
including their possible dispersion over the territories of different
countries, the circumstance that the user’s device is in roaming
mode, or “loss of location” of data, as well as any other parameters.

2023 EU Regulation on European Production Orders and Eu-
ropean Preservation Orders for electronic evidence in criminal
proceedings and for the execution of custodial sentences follow-
ing criminal proceedings and Directive laying down harmonised
rules on the designation of designated establishments and the
appointment of legal representatives for the purpose of gathering
electronic evidence in criminal proceedings determine jurisdictions
concerned, inter alia, based on the said target criterion.

The anti-crime regulation of virtual assets and states’ jurisdiction
to prescribe over acts related to them (in particular, the establish-
ment of mandatory territorial jurisdiction based on the criteria of the
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physical presence of the offender in the country’s territory or the use
of the information system in the country’s territory when commit-
ting an offence) are dealt with in a number of sources of European
law: the directives of the European Parliament and Council of the
European Union of 2019 on Combating Fraud and Counterfeiting of
Non-Cash Means of Payment,' and of 2015 (as amended in 2018) on
the Prevention of the Use of the Financial System for the Purposes
of Money Laundering or Terrorist Financing;” besides, jurisdictional
issues are covered in the directive of 2013 on Attacks against In-
formation Systems,® as well as the Council Framework Decision of
2008 on Combating Certain Forms and Expressions of Racism and
Xenophobia by means of Criminal Law.*

The procedures for requesting and rendering preservation and
production of various types of electronic evidence (basic subscriber/
user information, traffic and content data) from foreign VASPs are
largely identical to those applied to general ICT service providers.
Since in most cases gathering this evidence involves the use of
coercive measures, disclosure of communication secrecy and of
“quasi-banking” secrecy, a corresponding court order should be
attached to the request for international legal assistance.

With regard to Russian law enforcement, investigative or judicial
authorities’ requests for voluntary preservation or production of
electronic evidence, transmitted directly to foreign cryptocurrency

! Directive (EU) 2019/713 of the European Parliament and of the Council of
17 Apr. 2019 on combating fraud and counterfeiting of non-cash means of payment
and replacing Council Framework Decision 2001/413/JHA (art. 12).

The preparatory materials for this directive (Procedure 2017/0226/COD) reflect
the process of resolving the problem of a positive conflict of territorial jurisdictions
of the EU countries based on the criteria of the physical presence of the offender in
the country’s territory or use of the information system in the country’s territory
when committing an offence.

% Directive (EU) 2015/849 of the European Parliament and of the Council of 20
May 2015 on the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing, amending Regulation (EU) No 648/2012
of the European Parliament and of the Council, and repealing Directive 2005/60/
EC of the European Parliament and of the Council and Commission Directive
2006/70/EC (Consolidated text with EEA relevance).

3 Directive 2013/40/EU of the European Parliament and of the Council of 12 Aug.
2013 on attacks against information systems and replacing Council Framework
Decision 2005/222/JHA (art. 12).

* Council Framework Decision 2008/913/JHA of 28 Nov. 2008 on combating
certain forms and expressions of racism and xenophobia by means of criminal
law (art. 9).
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exchanges and other VA custodians, one may argue that these are
permissible insofar as they are envisaged by guidances or other in-
structions of these VASPs for foreign law enforcement and judiciary,
officially published on their portals and thus denoting the express
consent, implicit approval or acquiescence of the state of the VASP’s
“nationality” to such way of cross-border communications, and in
all cases possible in relation to localized (“landed”) VASPs.

As is known, in international legal assistance, one may confer
on the requested foreign authority the performance of particular
procedural actions, but not the taking of procedural decisions in
a criminal case; the latter should precede the forwarding of the
MLA request and be taken by an investigator, prosecutor or judge
in charge of the case in the requesting state, since they are fraught
with the need to secure rights, safeguards, immunities, duties and
responsibilities of the participants in these proceedings, rightful
owners of property concerned and bona fide third parties.

Therefore, a question arises as to whether it is appropriate to ask
inrequests for international judicial assistance in criminal matters
to freeze or block virtual assets held by a foreign custodian/VASP
(this kind of “administrative” request is typical for financial intel-
ligence units’ (FIU) international interaction rather than for that
of judicial authorities), before a court’s or other judicial decision is
made on their seizure, attachment or any other provisional restraint
measure,' and to execute such requests.

Firstly, such request not only means the foreign authority under-
taking an action to freeze, but fully delegates to him the making of
a decision on this coercive measure prior to its application as well.
Secondly, such extrajudicial measure is normally not provided for
by criminal procedure law nor requested in a domestic format, while
conventions and other treaty provisions on freezing are evidently not
self-executing. Legal assistance premises a partial transfer of juris-
diction and competence, for the purpose of and within the scope of
the requested actions, from the requesting to the requested party,
and the former cannot transfer to the latter something, which the
formeritself does not have. Therefore, law enforcement and judicial

! Céop u ananus yugposvLx credos npecmynienus: nparmuyeckoe nocobue
[Collection and analysis of digital traces of a crime: practical manual] / C.B.IleTpa-
KoB, M.A.T'yaxoBa, /I.I1. Bamyk, A.A. Tumodees, [I.H. [Turnnsnun, 11.C. Benepos,
I.0. CopoxkuH, A.B. ITeitaiino (CII6: U3n-Bo CauKT-IleTepOyprckoil akaaeMuu
CnenctBeHHOro komurera, 2023), 96 p.
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authorities’ (as opposed to FIU) right or power to make or execute
such requests is disputable.

This particularly concerns such requests for suspension of
transactions in cryptocurrency accounts addressed by investigative
authorities to foreign VASPs, which is, however, without prejudice to
the rights and duties of a service provider themselves to suspend or
postpone, on their own, suspicious transactions, block accounts on
their own initiative based on the information received from overseas
investigatory authorities.

The following case study demonstrates the observance of those
approaches.

Binance cryptocurrency exchange’s Government Law Enforce-
ment Guidelines published on its website, acknowledge their readi-
ness to consider and answer direct official requests from foreign
law enforcement authorities for preservation and production of
evidence (records or information), at the same time requiring copies
of official supporting documents (a valid court order from a com-
petent jurisdiction or police orders/warrants) to be attached to the
request, and warn of the default notice of requests to their users:
unless specified in any court order or police warrant and on valid
legal basis, they may notify the relevant user of the request before
disclosure of any personal data.

In 2022 and 2023, an investigative authority from the Russian
Federation directly obtained, in the above described way, informa-
tion on the Binance users, account balances and exchange rates in
the course of investigation into criminal activities of a financial
platform, the stolen assets from which were transferred to a num-
ber of static bitcoin addresses of foreign crypto exchanges, includ-
ing to cryptocurrency wallet addresses of third persons allocated
by Binance. In 2022, a district court in Moscow issued orders for
seizure (i.e., provisional freeze) of cryptocurrency in the amount
of current account balance and future funds to be credited to the
account, in relation to the cryptocurrency wallet addresses allo-
cated by Binance for the accounts verified in the name of citizens
of two foreign countries (CIS and Baltic states). These orders were

! Binance Government Law Enforcement Request System, Government
Law Enforcement Guidelines. URL: https://www.binance.com/en/support/law-
enforcement, accessed Jan. 4, 2024.
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forwarded for execution directly to the Binance e-mail account, to
which Binance replied that transactions in the accounts indicated
by the court had been suspended. About a year later, the Russian
investigative authority received a mail from the Binance’s technical
support center informing of the need to submit official documents of
those two states’ competent authorities for blocking those accounts,
as their users were citizens of those states.

Thus, the cryptocurrency exchange chose as a jurisdictional
criterion the user’s citizenship, rather than the exchange’s own “na-
tionality” (it holding registrations and licenses in several countries)
as a basis for its further interactions with an overseas law enforce-
ment authority and for determining a state authorized to interact
with it for the purpose of blocking the cryptocurrency funds, which
is not a standard approach. Binance was not licensed nor had its
representative offices in the Russian Federation. Therefore, the Pros-
ecutor General’s Office of the Russian Federation, as a MLA central
authority, forwarded the investigative body’s requests for seizure of
the said funds to the indicated foreign states of citizenship of the
users, in which the Binance licensed dealers were registered as well.

Provisional Measures and Confiscation

Under the current legal regime for virtual assets' in the Rus-
sian Federation, taking immobilizing provisional measures with
respect to them or confiscating them in criminal proceedings can
still be challenging, since they are not recognized as property or
its equivalent for all intents and purposes, but rather for a limited
range of legal relations, for example, they can be subject to civil
forfeiture of unexplained wealth (illicit enrichment) as property
under anticorruption laws. Currently in most cases in criminal
proceedings, virtual assets can be seized or confiscated after their
prior conversion into fiat money or other property. Otherwise, they
can only be seized or confiscated as an instrumentality of crime
being a piece of physical evidence (object),” which is rather not a
satisfactory solution.

! Cryptocurrencies, non-fungible tokens (NFTs) and other derivative products.
% See, e.g.: COOp u ananus yu@Ppoevix credos NPecmynienus; NPaKmuueckoe
nocobue [Collection and analysis of digital traces of a crime: practical manual] /
C.B. Ilerpakos, M.A. I'yakosa, J.I1. Bamyk, A.A. Tumodees, [I.H. I[Turunasaus,
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Seizure or other interim measures, confiscation or other con-
version to state revenue in relation to digital financial assets
(stablecoins) and digital currencies (cryptocurrencies), which are
considered electronic data with property value, can be carried out
onlyiflaw enforcement or judicial agencies have a private/signature
key, a password for the owner’s access to his/her electronic wallet
or amnemonic phrase (the so-called seed), and when virtual assets
are stored on a crypto exchange/with another custodian, the lat-
ter, if they have both public/verification and private cryptographic
keys,'should fulfill lawful orders presented to them by investigative/
judicial authorities for enforcement of these measures.

The relevant procedural decision must contain the name and
public address of the cryptocurrency wallet, certain types of which
allow attaching to them an electronic “tag” (inscription) with the
names of provisional or confiscation measures applied, the inves-
tigative body, public prosecutor’s office or court implementing it,
the case number, electronic signature etc., the name and amount of
the cryptocurrency. One should draw up a record of the performed
proceeding, to which it is advisable to attach screenshots of the
crypto wallet.

High volatility of virtual asset value/exchange rates does not con-
tribute to certainty in determining exactly which part of the crypto
wallet’s contents should be “seized”, therefore it is necessary to cal-
culate an average exchange rate of a cryptocurrency unit (market
price of its purchase and sale) in relation to the official monetary
unit — ruble, or other means of payment, according to the data of
large cryptocurrency exchanges, and indicate it together with total
amount, date and time of calculations in the protocol.

Where the owner of virtual assets provides to law enforcement
or judiciary access to them, it does not, however, protect in any way
from his own malicious actions or those of third parties consisting
in their further disposal of these funds (transactions with virtual

N.C.Benepos, 1.0. Copokus, A.B. ITerraiino (CI16: 3n-Bo CaHKT-IIeTepOyprcroit
akagemuu CieICTBEHHOr0 Komurera, 2023), 96 p.; M.M. Jlonruesa, Teopemuue-
CKlUe 0CHO8AHUSL Y2008HOLL NOIUMUKU 6 Chepe 000pOma Kpunimoseaniomaol: Ouc. ...
0-patopud. Hayk [Theoretical grounds of criminal policyin the sphere of circulation
of cryptocurrency: Doctor of Laws dissertation] (M., 2023), pp. 356-373.

! Thatis addresses, which form the wallet, like, respectively, data about abank
account number and the holder’s means of access to it.
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assets, as a general rule, are irrevocable), counteraction of the crimi-
nal investigations or proceedings (using malware, cryptocurrency
tumblers/mixers, anonymity-enhanced cryptocurrencies/privacy
coins, chain-hopping, off-chain transactions, kill switches, etc.),
when they are in possession of copied private keys/addresses, pass-
words or “seeds”, and able to remotely access the wallet.

Therefore, in all cases, a prompt transfer of assets is required
to be carried out to the addresses of cryptocurrency accounts of
law enforcement or judicial authorities created for them in ad-
vance (crypto wallets, preferably multicurrency, multisignature,
unhosted, hardware wallets on removable media protected by a
PIN code or other software from unauthorized connection to the
Internet, access to other external information and telecommuni-
cation networks), with the simultaneous removal of authorization
identifiers on the medium belonging to the accused. It should also
be borne in mind that it is necessary to pay the miners a trans-
action fee for the mentioned transfer, the amount of which will
depend on the selected transfer processing speed, which in urgent
cases can be a significant percentage of the transfer amount and
therefore will further require a decision to whose account these
costs will be charged.' From the moment of the transfer of control
over these datarecords to the competent authority, such authority
is responsible for the proper management thereof, including for
ensuring the safety of assets, therefore, in the record of the pro-
ceeding, it is necessary to indicate the persons who are entrusted
with the storage of data, the place and conditions of storage. All
subsequent actions with the assets are also subject to logging (with
the exception of the details of the private key, passwords and seed
phrases that should be kept separately and strictly confidential).
A relevant specialist should also be involved.”

The feasibility of measures of restraint and confiscation will also
depend on whether the relevant state exercises its enforcement ju-

' Guide on seizing cryptocurrencies. Version 1.0 (Strasbourg: Cybercrime Pro-
gramme Office of the Council of Europe, 2021), 118 p.

2 P. Opitek, "Kryptowaluty jako przedmiot zabezpieczenia i poreczenia majat-
kowego” [Cryptocurrencies as an object of restraint and bail], Prokuratura i Prawo
6 (2017), s. 36—60; P. Opitek, "Kryptowaluty w aspekcie czynno$ci dochodzeniowo-
$ledczych policji” [Cryptocurrencies in the context of inquiry and investigation
activities of the police], Przeglgd Policyjny 2(126) (2017), s. 138-158.
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risdiction over the virtual asset platform, its service provider and/
or users. The grounds for establishing and exercising this jurisdic-
tion may be different: based on the place of incorporation or other
establishment or of the physical presence of the service provider; the
place where the services are offered; at the location of the servers,
including data scattered over the territories of different states and
migrating through temporary cloud storages,'and other software
and hardware; the place where the service provider exercises their
possession or control over the virtual assets in question.?

Territorial jurisdiction will also depend on the nature of the vir-
tual currencies — these could be either centralized (for example,
in-game currencies, tokens) or decentralized (cryptocurrency,
including automatically managed by smart contracts). In the first
case, this would be the place of registration or actual location of
the administrator/operator, and in the second case, it would be
the same, if the cryptocurrency is at the disposal of a crypto ex-
change or other custodian that have a sufficient scope of rights
granted to them by their customer for access and management
of his assets, or otherwise it could be the physical location of the
user’s endpoint data processing equipment or other ICT device,
which hosts a non-custodial/self-custodial crypto wallet, that is
under the effective control of the user himself, carrying out peer-
to-peer transactions.

Therefore, the warrant/order for a provisional measure or confis-
cation may be served for execution either on the operator or other
custodian, or directly on the user/owner himself or his counsel or
other legal representative.

In the absence of such procedural jurisdiction, it is necessary to
turn to the foreign state that has it, with a request for international
legal assistance, with the said order enclosed, or, in cases of freezing/

! When cloud computing and anonymizers are used, one faces problems of
datalocalization: “loss of location” of data, including where the service providers
themselves do not have the information about data location; situations when
data that form a single whole unit (information resource) get actually scattered
in a fragmented and/or dynamic state over different jurisdictions, or have their
numerous mirror copies in those jurisdictions.

% Basic Manual on the Detection And Investigation of the Laundering of Crime
Proceeds Using Virtual Currencies (Vienna: UNODC, 2014), pp. 140-141, 146-153
and 225.
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blocking of assets in the framework of combating moneylaundering,
terrorism financing and the financing of proliferation of weapons
of mass destruction, through the interaction of FIUs.

The 2023 US Department of Justice Asset Forfeiture Policy Manual
indicates that many cryptocurrency service providers are located
outside the United States. Prosecutors should consult the Office of
International Affairs (OIA) regarding seizure of cryptocurrency from
foreign service providers, such as institutional exchanges, even in
cases where awallet company does notitself have access to or control
of the private key. Generally, seizures from foreign-located service
providers will require use of a mutual legal assistance (MLA) treaty
request or other similar authority. Some exchanges located outside
the United States might have U.S. offices or points of contact and
will accept service of U.S. seizure warrants; however, prosecutors
and agents should seek the voluntary restraint of foreign-located
assets only through U.S. points of contact. Prosecutors should not
agree to accept any cryptocurrency from a foreign-located company
without an MLA request or permission from OIA, even if the com-
pany offers to transfer the assets voluntarily. Doing so without an
MLA request or permission from OIA could violate the sovereignty
of another country.'

Taking into account the mentioned sharp fluctuations in the
exchange rates of cryptocurrencies (volatility), in many situations
it will be appropriate to exchange the “seized” virtual assets on
a crypto exchange that works with the widest possible range of
cryptocurrencies and preferably operates in domestic jurisdiction,
with the subsequent crediting of fiat funds, generated from the sale
of crypto assets, to the deposit account of the body that made the
decision on applying the provisional measure, or, in the event of
making a final decision to turn these funds into state revenue, to
the account of the Federal Bailiffs Service. The experiences of Eu-
ropean countries, however, show that before the adoption of final
procedural decisions in criminal cases, virtual currencies are not
usually sold, because in the event of termination of prosecution on
exonerating grounds or acquittal of the defendant, they will have
to be returned to their legitimate owner and the authorities may be
required to satisfy various damage claims, like to pay the amount of

! Asset Forfeiture Policy Manual (2023). U.S. Department of Justice, 2023,
pp. 2-10-2-12.
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the exchange rate difference, miners’ transaction fees, compensa-
tion, interest or lost profits.'

Individual countries have introduced special legal regimes for
virtual assets in investigation, court and enforcement proceedings
to preempt such scenarios. In cases envisaged in art. 132(18) of the
Criminal Procedure Code of the Republic of Belarus,’realization of
cryptocurrency is carried out by a suspect, accused or persons who
bear material responsibility for their actions under law, through an
operator of a crypto platform and (or) an operator of cryptocurrency
exchange under the control of the body conducting the criminal
process, and in case the realization of cryptocurrencyis not possible
in this manner, then without the participation of an operator of a
crypto platform and (or) an operator of cryptocurrency exchange.
The expenses (commission fees, remunerations) related to transac-
tions (operations) with cryptocurrency in the framework of criminal
process and enforcement proceedings, are not reimbursed to owners
of cryptocurrency.’

If the authorities fail to secure cooperation on the part of the
owner of a crypto account or for other reasons fail to access the
account, it is recommended to use the equivalent (value-based)
confiscation in fiat money instead of virtual assets, the amount of
which is calculated at the aforementioned rate.*

Digital financial assets (stablecoins) may also serve as bail in
criminal proceedings.’

' Handling of virtual currencies in criminal investigations and proceedings, in
Cybercrime Judicial Monitor. Issue 5— December 2019 (The Hague: Eurojust, 2019),
pp- 29-34; Guidance on Financial Investigations Involving Virtual Assets. Aug. 2019.
FATF/RTMG(2019)2/REV3.

% It regulates the lifting of seizure from the property on the motion of a sus-
pect, accused or persons who bear material responsibility for their actions under
law, in order to have it realized for certain purposes under the control of the body
conducting the criminal process.

* Decree of the President of the Republic of Belarus of 14 Feb. 2022 No. 48 “On
the Registry of addresses (identifiers) of virtual wallets and specificities of cryp-
tocurrency circulation”.

* M. Simmler, S. Selman, D. Burgermeister, “Beschlagnahme von Kryptowéh-
rungen im Strafverfahren®, Aktuelle Juristische Praxis (AJP)/Pratique Juridique
Actuelle (PJA) 8 (2018), S. 963-978.

® For further reading on the Russian Federation legal frameworks, case law
and other law enforcement practices concerningvirtual assets in the criminal law
context, see: Bosgpam u3-3a pybedxica npecmynHulx akmueos: meopus u npaKmuka:
YuebHnoe nocobue [Return of criminal assets from abroad: theory and practice:

209



CHAPTER 2

§ 6. Experiences and Problems of Recognition and Use
of Electronic Evidence in the Context of International
Cooperation in Criminal Proceedings

One of the key elements of ensuring the admissibility of evidence,
especially electronic evidence, is the certification of its authenticity.

In art. 455 RF CPC, the admissibility of foreign evidence is con-
ditioned on its obligatory certification: evidence obtained in the
territory of a foreign state by its officials in the course of their ex-
ecuting requests for legal assistance in criminal matters or sent to
the Russian Federation as attachment to a request for the transfer of
prosecutionin accordance with international treaties of the Russian
Federation, international agreements or on the basis of the principle
of reciprocity, certified and transmitted in the prescribed manner,
enjoys the same legal effect as if it were obtained in the territory of
the Russian Federation in full compliance with the requirements
of the RF CPC.

The issue of the need for and forms of legalization, i.e., authen-
tication or certification of foreign documents and the authenticity
of copies of foreign documents, is quite often faced in the process
of international cooperation in criminal matters. In practice,
decisions on this issue by authorized entities may have serious
consequences for establishing the legal effect and admissibility of
evidence obtained by the investigative authorities from abroad' and

study aid] / I.A. KyHes; non Hayu. pen. A.I. BoineBonsa (M.: IlpomerTeit, 2021) (Ce-
pus: bubanoreka maructpaTrypsl «MexIyHapOLHOE COTPYIHUYECTBO B cepe
MIPaBOOXPAHUTEJbHOH! AeATeIbHOCTH U yTOJIOBHOM I0CTULIMW». BeIIL. 1), pp. 7679,
137, 143-147,208-211 and 224-227; OcobenHOocmu pacciefoeanus npecmynieHut,
cogepuLaemulx ¢ UCNOAb308aHUeM UUuPposoli sariomol: monozpagdus [Specificities
of investigation into crimes committed with the use of digital currency: mono-
graph] / mop pen. E.B. EmenbstHOBO# 1 O.C. ByTenko (CI16.: CaukT-IleTepOyprckas
axanemusi CK Poccun, 2022), 250 p.; [Ipomueodeticmeaue npecmynieHusm, cogep-
waembvlm 8 chepe 0bopoma kpunmosanromol: yuedbroe nocodbue [Counteraction of
crimes committed in the field of circulation of cryptocurrency] / E.A. PycckeBud,
A.B. Aapapees, /I.B. Tanues [u ap.] (M.: UH®PA-M, 2022), 211 p. (Bbicuiee 06-
pasoBanue: Marucrtparypa); U.b. Tyreinun, O.B. Xumuuesna, IIpumenenue mep
Y20]108HO-NPOUECCYANLHO20 NPUHYHCOEHUS NPU Pacce008aHUU NPecniynieHul,
COBepULeHHbLX C UCNOb306aHUeM kKpunmosaaiombt [Application of measures of
criminal procedural coercion in the investigation of crimes committed with the
use of cryptocurrency] (M.: IOpautunadopwMm, 2022), 144 p.

! 10.A. IIBeTKoB, “I[pHHINI paBEeHCTBA IOPUIAIECKOM CHIBI JOKA3aTeTbCTB
B ME)X/IYHapOJHO-IIPaBOBOM COTPYJHUYECTBE 10 YroIOBHBIM aesam” [The
principle of equality of the legal effect of evidence in international legal coopera-
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sometimes even determine the fate of the criminal case involving
that evidence.' Apart from that, legalization may be required not
only for incoming foreign materials but also for outgoing requests
from the investigative authorities.

The two main forms of legalization of foreign documents used
in international communications are consular legalization (some-
times, diplomatic legalization is also distinguished) the procedure
for which is rather complicated and burdensome,” and attaching
an Apostille® (including an electronic one') in countries that have
agreed to waive consular legalization. The third form for introduc-
ing foreign materials into the national document flow is a waiver of
any legalization, unconditional® or conditional, which is provided
for in international treaties that generally govern legal assistance
and legal relations in civil, criminal and other matters, administra-
tive assistance in customs and tax matters, etc. The fourth form for
recognizing authenticity is the non-treaty absence of any require-
ments for whatever legalization from a foreign state.

tion in criminal matters], Mescdyrapooroe y20108H0e npaso u mexncoyHapooHas
tocmuyus 2 (2013), pp. 7-10.

! P.A. Litvishko, Legalization of Materials of Requests for Legal Assistance and
Prosecution, in Collection of Materials on International Cooperation of the Investi-
gative Committee of the Russian Federation (Moscow: Prospekt, 2016), pp. 218-225.

? Seealso: European Convention on the Abolition of Legalisation of Documents
Executed by Diplomatic Agents or Consular Officers of 7 June 1968; Convention on
the Exemption from Legalisation of Certain Records and Documents of 15 Sept.
1977. (The Russian Federation is not a party to these Conventions.)

3 Convention of 5 Oct. 1961 Abolishing the Requirement of Legalisation for
Foreign Public Documents; Apostille Handbook: Practical Handbook on the Op-
eration of the Apostille Convention (The Hague: The Hague Conference on Private
International Law Permanent Bureau, 2023), pp. 59-60, paras. 149 and 154-161.

* e-Apostille is a certificate issued under art. 3(1) of the Apostille Convention,
when issued in electronic form. It is signed with a digital signature. Subject to
domesticlaw or policy, e-Apostilles may be issued on electronic public documents
or on paper public documents that have been scanned into electronic form or
otherwise digitised. The issuance of e-Apostilles is one of the two components
of the e-APP (electronic Apostille Programme) (the other being the operation of
e-Registers).

Electronic documents should be distinguished from scanned copies of docu-
ments which are created by scanning a paper public document. Electronic public
documents can only be apostillised if the State of origin has implemented the
e-Apostille component of the e-APP.

® See, e.g.: European Convention on Mutual Assistance in Criminal Matters
of 20 Apr. 1959 (art. 17).
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The Apostille Convention applies to any official (public) docu-
ments in their broad sense (the list included in art. 1 is not exhaus-
tive), including those emanating from police and criminal justice
authorities, or related to extradition because they are covered by
art. 1(2)(a) or (b) of the Convention. This is directly referred to in
the sources of official interpretation of the Convention published
by the Hague Conference on Private International Law.

At the same time, the Apostille Convention does not affect the
right of the state of destination to determine the admissibility and
probative value of foreign public documents. It remains for the
laws of evidence of the state of destination to determine the extent
to which a foreign public document may be used to establish the
existence of a fact.!

Bilateral treaties and multilateral conventions of the USSR and
the Russian Federation on legal assistance and legal relations ordi-
narily include provisions on the validity of documents of the Con-
tracting Parties and equal legal effect of their official documents,
while at the same time establishing the minimum concomitant
condition for mutual recognition regarding simple affixing of a
signature and seal (as a rule, a coat-of-arms or official seal).”

In the Anglo-American legal system, to certify the authenticity
of documents, one also issues various kinds of custodial certificates
regarding the chain of custody, and uses oaths and affirmations to
confirm the authenticity.

Rule 902 of the US Federal Rules of Evidence® establishes items
of evidence that are self-authenticating, i.e. requiring no extrinsic
evidence of authenticity, such as, primarily, the testimony of a
foundation/authentication witness, in order to be admitted, among
which, since 2017, is electronic evidence, namely:

! Apostille Handbook: Practical Handbook on the Operation of the Apostille
Convention (The Hague: The Hague Conference on Private International Law
Permanent Bureau, 2023), 149 p.

? Treaty between the Russian Federation and the Republic of Poland on Legal
Assistance and Legal Relations in Civil and Criminal Matters of 16 Sept. 1996 (arts.
6(2), 10 and 15); Convention on Legal Assistance and Legal Relations in Civil, Family
and Criminal Matters of 22 Jan. 1993 (arts. 7(3), 11, 13 and 73(2)); Convention of the
same name of 7 Oct. 2002 (arts. 10(2) and 12).

3 Federal Rules of Evidence. See also: 18 US Code § 3505 (Foreign records of
regularly conducted activity); Federal Rules of Criminal Procedure (Rule 27. Proving
an Official Record, which incorporates by reference Rule 44 of the Federal Rules of
Civil Procedure), URL: https://www.law.cornell.edu/, accessed Jan. 8, 2024.
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certified records generated by an electronic process or system, i.e.
arecord generated by an electronic process or system that produces
an accurate result, as shown by a certification of a qualified person
that complies with the certification requirements;

certified data copied from an electronic device, storage medium,
orfile, i.e. data copied from an electronic device, storage medium, or
file, if authenticated by a process of digital identification, as shown
by a certification of a qualified person that complies with the certi-
fication requirements. This amendment allows self-authentication
by a certification of a qualified person that she checked the hash
value of the proffered item and that it was identical to the original.
The ruleis flexible enough to allow certifications through processes
other than comparison of hash value, including by other reliable
means of identification provided by future technology.

In both cases, special certificates are issued. These rules also
apply to documents and data obtained abroad.

In pursuance of these provisions, US requests for international
legal assistance in obtaining electronic evidence are accompanied
by sets of forms of certificates of authenticity that are to be com-
pleted (signed) by a foreign holder (custodian) of documents and
data and that do not require special authentication (notarization
or seal). These forms have the following attributes.

Certification of business records: advisement of a witness that a
false attestation subjects him/her to a penalty of criminal punish-
ment; his/her employment or association with the business from
which documents are sought; business position or title by reason of
which he/she is authorized and qualified to make this attestation;
each of the records attached to this certificate is a record in the
custody of the above-named business that: was made, at or near
the time of the occurrence of the matters set forth therein, by, or
from information transmitted by, a person with knowledge of those
matters; was kept in the course of a regularly conducted business
activity; was made by the business as a regular practice; and if not
an original record, is a duplicate of the original; date and place of
execution; signature.

Certificate of authenticity of domestic records pursuant to
Federal Rules of Evidence 902(11) and 902(13): attestation, under
penalties of perjury by the laws of the United States of America
pursuant to 28 U.S.C. § 1746, that the information contained in
this certification is true and correct; employment by a provider
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and title; he/she is qualified to authenticate the records attached
to this certificate because he/she is familiar with how the records
were created, managed, stored, and retrieved. He/she states that the
records attached to this certificate are true duplicates of the original
records in the custody of the provider; the attached records consist
of (pages/CDs/megabytes); all records attached to this certificate
were made at or near the time of the occurrence of the matter set
forth by, or from information transmitted by, a person with knowl-
edge of those matters, they were kept in the ordinary course of the
regularly conducted business activity of the provider, and they
were made by the provider as a regular practice; and such records
were generated by the provider’s electronic process or system that
produces an accurate result, to wit: the records were copied from
electronic device(s), storage medium(s), or file(s) in the custody of
the provider in a manner to ensure that they are true duplicates of
the original records; and the process or system is regularly verified
by the provider, and at all times pertinent to the records certified
here the process and system functioned properly and normally; he/
she states that this certification is intended to satisfy Rules 902(11)
and 902(13) of the Federal Rules of Evidence; date and signature.

Certificate of authenticity related to data copied from an elec-
tronic device storage medium or file: attestation on penalty of
criminal punishment for false statement or attestation; employ-
ment, official title; he/she certifies that the attached data is a true
copy of the original data described below; he/she is qualified to copy
data from an electronic device, storage medium, or file based upon
his/her knowledge, training and experience; copying data from an
electronic device, storage medium, or file, is done regularly, and
copies of data made in this manner are kept in the ordinary course
of business at the organization by which he/she is employed; the
original data was an electronic device and/or storage medium, to
wit: (e.g. two cell phones, a thumb drive, and a smart watch); the
attached data was verified to be a true copy of the original data by
a process of digital identification, to wit: the hash value(s) for the
attached data was calculated and compared against the hash values
calculated for the original data. This process confirmed that the
hash values were identical; date and signature.

An analysis of international treaties of the Russian Federation,
in particular those in force between the CIS countries, legislation
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and agency regulatory legal acts', shows the following main forms
of authentication of documents and certification of their copies, in
addition to consular legalisation and apostillisation:

certification with a signature of an official of the competent
authority and a seal or stamp of this authority (a coat-of-arms one
or others);

notarial certification by a notary public (including of the equiva-
lence of electronic documents and documents in paper form), and
also e-notarization.

It is important to develop and improve not only the process of
obtaining, evaluating and using electronic evidence itself, but also
electronic channels of its transmittal and other communications
with foreign counterparts, and to implement legally significant, i.e.
having legal effect and validity, international electronic document
management solutions. For example, during the 2020 coronavirus
pandemic, for logistical and sanitary reasons, the central authori-
ties for legal assistance and legal relations in criminal matters in
many countries notified of their temporary transition to handling
outgoing and incoming correspondence exclusively in paperless
form, as well as of postponing the execution of many requests. With
anumber of countries, international correspondence turnover was
suspended altogether: the Russian Post suspended the acceptance
of international mail addressed to states who temporarily stopped
processing incoming and outgoing international mail; courier ser-
vice deliveries were impossible either.

In its Opinion No. 15 (2020) on “The role of prosecutors in emer-
gency situations, in particular when facing a pandemic”, the Con-
sultative Council of European Prosecutors pointed out that: good

! See, e.g.: Agreement on interaction between the Prosecutor General’s Office
of the Russian Federation and the Central Bank of the Russian Federation in the
exercise of the powers provided for by Federal Law of 7 May 2013 No. 79-FZ “On
prohibiting particular categories of persons from opening and holding accounts
(deposits), keeping cash funds and valuables in foreign banks located outside the
territory of the Russian Federation, owning and (or) using foreign financial instru-
ments” of 29 August 2019 (para. 8) (“The Central Bank of the Russian Federation
takes measures to ensure the legalisation of documents received from the central
bankand (or) other supervisory authority of a foreign state, whose functions include
banking supervision, or a foreign financial market regulator, in one of the follow-
ing forms: certification by the signature of an official of the bank (organization,
competent authority) and a coat-of-arms or other official seal of the bank (orga-
nization, competent authority), apostille, notarization, consular legalisation”).
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practices should be identified and used to inform the development
of new protocols and procedures related to the effective functioning
of the prosecution offices during the COVID-19 pandemic. These
should include a wider use of technology, such as online proce-
dures to communicate cases, videoconferencing, legal recognition
of electronic evidence or evidence presented by electronic means,
establishment of electronic case files and evidence management
systems, as well as the use of emergency regulations. Because of the
difficulties with paper-based documents’ transmission, affected by
the pandemic, prosecution offices should consider the possibility
of accepting and processing mutual legal assistance and extradi-
tion requests if communicated by electronic mail. States that have
a mandatory requirement to provide legal assistance only when
receiving paper-based requests, should temporarily reconsider such
requirements and try to process the requests based on electronic
copies until the receipt of the corresponding paper-based requests.’

Operating within INTERPOL are 1-24/7, I-SECOM secure com-
munications networks which are instrumental when taking urgent
measures to preserve electronic evidence.

In addition, INTERPOL is developing tools for electronic extradi-
tion and mutual legal assistance procedures (e-extradition, e-MLA).

Ibero-American states have the Treaty on Electronic Transmis-
sion of International Legal Cooperation Requests between Central
Authorities of 2019 in force among them, that is open for accession
by third countries. It regulates recognition and execution of requests
for international legal assistance transmitted in electronic form
between central authorities through a secure dedicated electronic
platform (Iber@), which guarantees authenticity and confidentiality
of transmitted documents.

The European Union has adopted Regulation (EU) 2022/850 of
the European Parliament and of the Council of 30 May 2022 on a
computerised system for the cross-border electronic exchange of
data in the area of judicial cooperation in civil and criminal mat-
ters (e-CODEX system), and amending Regulation (EU) 2018/1726.

! CCPE Opinion No. 15 (2020) of 19 Nov. 2020 CCPE (2020)2 on “The role of pros-
ecutors in emergency situations, in particular when facing a pandemic” (paras. 80-87;
Recommendations, paras. 13-15).

? Individual countries point in their guidelines for foreign counterparts to the
expediency of using publicly available secure file sharing platforms on the Internet
designated for exchanging digital data in encrypted form, such as “Egress”, for
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During the elaboration of the draft UN Convention on Counter-
ing the Use of Information and Communications Technologies for
Criminal Purposes, the Russian Federation proposed the inclusion
of a dedicated non-self-executing article with flexible language that
does not create any immediate obligations for the States Parties and
would be of considerable added value, pursuant to which for the
purpose of effectively ensuring the admissibility and legal validity of
evidence collected in accordance with the Convention, States Parties
are encouraged to consider establishing among themselves secure
platforms and channels of communications that provide authentica-
tion and certification of requests for legal assistance and evidence
transmitted solely in digital (paperless) form, and when necessary,
mutual recognition of electronic signatures, seals or stamps affixed
to suchrequests and evidence, where appropriate, incorporating the
said platforms and channels into 24/7 contact points.'

The main principle of operation of e-MLA and other communica-
tions systems for these purposes, which in terms of technological
solutions are either a secure e-mail or secure electronic platform
(portal) for uploading and downloading documents, is the absence

transmittal and receipt of legal assistance documents (without additionally for-
warding their paper originals in the absence of a special requirement to do this), on
aparwith their transmission in the PDF format by official e-mail. See, e.g.: Request
for Mutual Legal Assistance in Criminal Matters: Guidelines for Authorities outside
of the United Kingdom (London: Home Office, March 2022), p. 16.

Slovenia has made a declaration to art. 35(1) of the 2005 Warsaw Convention to
the effect that it is ready to accept and execute requests received electronically or
by other means of communication under the condition that the request was sent
by a secure e-mail, in an encrypted form (e.g.: PGP key — Pretty Good Privacy or
other equivalent commonly accepted mode of encoding) or by a protected network,
as are ESW (Egmont Secure Web) and FIU-net (Reservations and Declarations for
Treaty No.198 — Council of Europe Convention on Laundering, Search, Seizure
and Confiscation of the Proceeds from Crime and on the Financing of Terrorism
(CETS No. 198). Status as of 08/01/2024).

SIRIUS EU Digital Evidence Situation Report 2022 (pp. 70 and 74) advises that
if possible, law enforcement agencies should digitally sign e-mail messages sent
toonline service providers, for example, by adding a digital signature to an e-mail
message and using means of encryption provided by Microsoft Outlook Trust
Center as indicated at https://bit.ly/3Fb3mLV.

! Statement of the Delegation of the Russian Federation at the Fifth Session of
the Ad Hoc Committee to Elaborate a Comprehensive International Convention
on Countering the Use of Information and Communications Technologies for
Criminal Purposes (Vienna, 11-21 April 2023) related to International Cooperation.
URL: https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/home,
accessed Apr. 14, 2023;

217



CHAPTER 2

of the need to additionally forward the original (hard copy) request
or other document to the addressee after its scanned electronic im-
age or original (paperless) electronic document (with an electronic
signature, stamp or other means of authentication) had been trans-
mitted to and accepted by the addressee, which is not fully compat-
ible with the provisions of traditional international treaties on legal
assistance, which require the subsequent mandatory transmittal
of the original document as a precondition for the execution of the
request and/or transfer of the evidence collected in pursuance of
the request, to its initiator.!

The Russian Federation has concluded intergovernmental
agreements with a number of countries on electronic information
exchange for law enforcement and forensics purposes, which do not
concern international legal assistance (except for providing informa-
tion on the current status of execution of limited categories of MLA
and police-to-police requests) and transfer of evidence. For instance,
the Agreement between the Government of the Russian Federation
and the Government of the Republic of Belarus on Informational
Interaction and Exchange of Information in Electronic Form on Is-
sues related to the Competence of the Internal Affairs Authorities
of 13 December 2018 and its Technical Protocols provide for the
exchange of information, criminal intelligence and documents, in-
cluding personal data and excluding classified information, through
a dedicated secure e-mail service functioning within a secure VPN
network, with the use of cryptographic means of information pro-
tection and electronic signatures.

In 2021-2023, amendments to the RF CPC (arts. 222 and
474'-474%), as well as RF Civil Procedure Code and RF Arbitration
Procedure Code were adopted, significantly expanding the use of
electronic document management in proceedings as part of e-justice
development.

One of the major difficulties in the way of establishing and us-
ing cross-border channels of legally valid and effective electronic
document workflow is the requirement put forward by national
laws, to have an interstate treaty for mutual recognition of electronic

! See, e.g.: European Convention on Mutual Assistance in Criminal Matters of
1959, asamended by the Second Additional Protocol of 2001 (art. 15(9)), declarations
of the Russian Federation and other states parties to this clause; Treaty between
the Russian Federation and the Republic of Panama on Mutual Legal Assistance
in Criminal Matters of 30 Apr. 2009 (art. 4).
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signatures of the states carrying out such document management
in the relevant area of legal relations and the establishment of a
trusted third party.'

Aswas shown, traditional international treaties on mutual legal
assistance, states parties’ declarations and reservations to them
and their domestic legislation in most cases require the mandatory
transmittal of the original request or response thereto as a prereq-
uisite for the execution of the request and/or transfer of evidence
gathered in its execution, to the requestor. Therefore, a question
arises as to whether itis necessary for the states parties to conclude
new treaties (additional protocols), or else to adopt declarations to
the relevant articles of the existing treaties (if such are allowed by
the treaty at issue) to accommodate the legally valid and admissible
circulation of electronic legal assistance requests and evidence.

The answer is twofold.

A mutual legal assistance treaty and domestic legislation (e.g.,
arts. 454-455 RF CPC) may not put forward an express requirement
to present the original paper document, but, at the same time, may
mention a signature of an official and/or a seal of the competent au-
thority as mandatory attributes of a particular document. Do these
obligatory attributes imply an equivalent requirement, that is of the
transmission of the original paper document, which a documentin
electronic form a prioridoes not comply with? The answer depends
onwhich method of treaty interpretation should be applied — static
(contemporaneous) or dynamic (evolutive).” In the first case, the
intentions of the parties at the time of the conclusion of the legal
assistance treaty, when there existed no agreement between them
on the mutual recognition of electronic/digital signatures (and,
possibly, stamps), would cover only a handwritten (wet, but not
facsimile) signature and a seal/stamp imprint. In the second case,
the intentions of the parties after the conclusion of the legal assis-
tance treaty, as subsequent agreement between themregarding the
interpretation of the treaty or the application of its provisions and

! Promoting confidence in electronic commerce: legal issues on international
use of electronic authentication and signature methods (Vienna: United Nations,
2009), 114 p.

% Draft conclusions on subsequent agreements and subsequent practice in relation
to the interpretation of treaties, with commentaries (Adopted by the International
Law Commission at its seventieth session, in 2018) (draft conclusion 8 and the
commentary thereto).
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subsequent practice in the application of the treaty which estab-
lishes their agreement regarding its interpretation, can be equally
extended to electronic signatures and stamps, of course, after the
signing of an (interstate) treaty on their mutual recognition in the
relevant area oflegal relations. The expression “in writing” (or “writ-
ten record”) would be interpreted in a similar way: denoting either
exclusively an original document on paper (hard copy), or, on an
equal footing with it, its electronic copy or image (soft copy) as well.
Moreover, some treaties use this expression just as an antonym for
an oral form (“orally”) and thereby already actually include within
its scope both originals reduced to writing, i.e. committed to paper,
and their electronic versions.' In view of technological progress, it
is justified to apply the evolutionary interpretation. In these cases,
the specificities of the terminology of domestic laws and regulations
will also play a significant role.

Aside from the aforementioned electronic channels and plat-
forms aimed at ensuring the authenticity and legal validity of
electronic document management, there are also international
communications networks of two other types or combining both of
these types. The first type are secure communication channels for
use by representatives of law enforcement and judicial authorities
for the purpose of makinginquiries and exchanging information on
specific criminal cases (INTERPOLI-24/7 communications system,
a specialized network of anti-corruption state bodies’ focal points
operating on its basis — Global Focal Point Network on Asset Re-
covery, INTERPOL's secure platform for intelligence exchange and
coordination of law enforcement operations to combat cybercrime

! Cf: 2003 Merida Convention (art. 46(14)), 2005 Warsaw Convention (art. 35(1)),
1959 European Convention on Mutual Assistance in Criminal Matters as amended
by the 2001 Second Additional Protocol (art. 15(9)), 2018 Dushanbe Agreement (art.
6(2 and 4)), states parties’ declarations to them.

? E.g., the Criminal Procedure Code of Kyrgyzstan of 2021 (arts. 5, 89, 510, 522,
etc.) draws a strict distinction between a written and an electronic form.

Conversely, Russian law does not put a written and an electronic form in
contradistinction to each other, but, instead, distinguishes between documents
on paper (signed with a handwritten signature, certified by a seal) and electronic
documents (signed with a simple or advanced, (non)qualified electronic signature),
including in thelatter’s scope also an electronic image of a paper document (art. 6
of Federal Law of 6 Apr. 2011 No. 63-FZ “On Electronic Signature”; arts. 474'-474* RF
CPC; Ch.XX.2 of the Fundamentals of the Legislation of the Russian Federation on
Notariat of 11 Feb. 1993 No. 4462-1; art. 160 of the RF Civil Code), which is arguably
the most appropriate approach.
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Cybercrime Collaborative Platform — Operation, Camden Asset
Recovery Inter-Agency Network (CARIN), as well as instant mes-
saging service application Threema Work of the Global Operational
Network of Anti-Corruption Law Enforcement Authorities (GlobE
Network). The second type of networks are portals and other plat-
forms with restricted access regimes, created for the exchange of
experiences, educational and other information resources of a gen-
eral nature that are not related to specific cases, as well as hosting
professional forums and chats (Interpol’s Cybercrime Knowledge
Exchange workspace, European Judicial Cybercrime Network
(EJCN), Global Prosecutors E-Crime Network (GPEN), SIRIUS Cross-
Border Access To Electronic Evidence). These networks, as a rule,
are of a thematic nature (preservation and production of electronic
evidence, asset recovery, counteraction of corruption, terrorism,
human trafficking, etc.).!

! Seeinmore detail: TI.A. JluTBumIko, E.C. MuxaJsesa, “CocTosgHNe U HepCHeK-
THBBI 3JIEKTPOHHOI'0 B3aNMOJIeHCTBH I IPY OKA3aHUH ME3KJYHApOTHOHN IPaBOBOH
TIOMOIIIY 10 YTOJIOBHBIM JleJIaM U IIpaBooxpaHuTeabHoro cojeiictsus” [The cur-
rent state and prospects of electronic interaction in the provision of international
legal assistance in criminal matters and law enforcement assistance], BecmHuk
Ynueepcumema nporypamyput Poccuiickoii Pedepayuu 2(88) (2022), pp. 130-144.



CONCLUSION

The undertaken study allows to arrive at certain conclusions and
proposals relevant for science, practice and law-making activities.
The main ones are as follows.

1. The novelty of the problem of collecting electronic evidence in
criminal caseslies in the development of regulatory frameworks and
creation of quick and effective mechanisms for obtainingitin Russia
and foreign countries in the course of provision of legal assistance.

2. An analysis of the provisions of the RF CPC regarding the col-
lection and use of electronic information carriers gives grounds for
ageneral conclusion that the criminal procedure lawrecognizes the
fact that digital technologies modify existing social relations, have
asignificantimpact on the legal side of the activities of participants
in criminal proceedings, and therefore their features and capabili-
ties should be taken into account in the RF CPC and regulated in
the relevant rules on evidence and proof in criminal proceedings.

3. The following concept of electronic evidence is proposed for
the use in the science of criminal procedural law, in investigative,
prosecutorial and court practice. Electronic evidence shall be con-
sidered an electronic medium that contains any information on
the basis of which the circumstances to be proved in a particular
criminal case are established, and features a significant amount of
memory, ease of transfer and copying of such information from one
medium to another, possibility of remote access to the content of
the electronic medium and telecommunication systems, obtained
in the manner prescribed by the RF CPC.

4. The collection of electronic evidence on the territory of a
foreign state at the request of the Russian party depends largely on
the domestic legislation of the Russian Federation. In the absence
of a uniform legal regulation of this issue, this may lead to the in-
admissibility of evidence due to differences in procedural rules, as
well as in the regulation of data protection. Variation in domestic
regulations can lead to problems with the admissibility of electronic
evidence and hinder international cooperation, since the electronic
data needed for an investigation would not be preserved.
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5. The enshrining in the RF CPC of clear and unambiguous
grounds and rules for collecting evidence through the use of modern
electronic technologies will contribute to the observance of rea-
sonable time limits for the performance of investigative and other
procedural actions aimed at establishing the circumstances to be
proved in a criminal case.

6. The establishment in the law of additional opportunities to
ensure the rights of prosecution and defence to collect and present
evidence, as well as to get familiarized with electronic evidence
available in a criminal case, will secure the implementation of their
procedural rights guaranteed by the RF CPC.

7. Since the collection of electronic evidence, as well as other
types of evidence, is carried out by means of conducting investiga-
tive and other procedural actions, the experiences of the Republic
of Kazakhstan, which regulates the procedure for handling an
“electronic criminal case”, can be used to improve the statutory
regulation of preliminary investigation when working with elec-
tronic evidence.

To introduce the concept of an “electronic criminal case” in the
Russian Federation, it is necessary to comprehensively reform the
criminal process, starting, first of all, with determining the list of
procedural documents that could be drawn up in electronic form in
the course of criminal proceedings, and regulating the procedure
for their execution. In addition, the interaction between participants
in criminal proceedings should also be carried out within a single
virtual environment, and the exchange of information should not
take place between separate databases of law enforcement agencies,
as it is currently the case. This will contribute to the development
ofinformation technologies criminal proceedings and will allow to
conduct the criminal proceedings in electronic format.
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